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Abstract 

The capacity to generate and project power is central to state relations in what is an inherently 

anarchic environment. The emergence of a major military innovation acts as a sort of circuit 

breaker between competitor states. By shifting the paradigm of conflict, a major military 

innovation can disrupt the conventional superiority of the dominant hegemonic state, giving a 

rising challenger who becomes a successful adopter a distinct advantage over their opponent. 

This is already apparent with LAWS, with China openly pursuing increasingly autonomous 

systems as part of a plan to leap-frog the United States, which in turn adopted the Third Offset 

Strategy and is investing heavily in related technologies. 

 The political, ethical and legal challenges raised by development toward LAWS has 

prompted a growing body of research. While valuable, there has been a clear focus major states, 

particularly the United States and China, leaving a gap in understanding of the role of middle 

powers. Therefore, this thesis focuses on exploring how the diffusion of increasingly 

autonomous platforms will impact the nature of power projection in the context of Southeast 

Asian rising middle powers. 

The key goal of this thesis is to make a substantive contribution to the emerging 

understanding of how middle states can interact with early generation autonomous weapon 

systems and the impact of their initial proliferation. This thesis utilises a composite theoretical 

framework, which builds on Adoption Capacity Theory as the basis for its evaluation of the 

adoption capacity of Singapore and Indonesia. This thesis will demonstrate how the levelling 

effect of increasingly autonomous weapon systems will impact relations of power. This thesis 

concludes by demonstrating how the adoption of autonomous unmanned platforms could assist 

Singapore and Indonesia to maintain their careful balancing in the event of worsening 

hegemonic competition between China and the United States.  
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Chapter 1: Introduction: 

 

“There are but two powers in the world, the sword and the mind. In the long run, the sword is 

always beaten by the mind” – Napoleon Bonaparte 

 

Built into a concrete outcrop in one of the most dangerous places on Earth, an electronic eye 

stares out from its squat housing, the long nose of its heavy machine gun deterring potential 

infiltrators in the absence of the camouflaged conscripts that previously patrolled this hazardous 

stretch of the De-Militarised Zone.1  

While remote-operated and human supervised weapons had been previously deployed, 

the Super Aegis II was among the first examples of a weapon platform with the capacity to 

exercise effectively independent control over the operational selection, identification and 

engagement of human targets. Removing the human from the decision to employ lethal force 

raises a number of serious moral, ethical and legal questions that have subsequently been the 

focus of an emerging body of literature. Despite the remaining technological barriers,2 multiple 

states have declared their position that Lethal Autonomous Weapon Systems (LAWS) (and 

militarised applications of Artificial Intelligence more broadly) will shift the paradigm within 

which states accrue, demonstrate and project power.  

This is certainly not the first time that the development of a particularly disruptive military 

technology has challenged the paradigm of conflict and international power. The scholarly 

literature generally refers to such innovations as Revolutions in Military Affairs (RMA). 

 
1 Parkins, S. (2015) "Killer Robots: The soldiers that never sleep.", 16 July 2015, BBC News. 
2 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But Not 

Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
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Though originally coined in reference to a specific military innovation, more broadly this term 

is utilised in this thesis to refer to a discontinuity in military affairs that undermines the existing 

power projection paradigm and enables emerging states to challenge dominant states.3 When 

this occurs at the major state level, the resulting competition between a challenger state and the 

dominant hegemon results in a transition of hegemonic power. This transition increases tension, 

and often sparks conflict, between the rising power and the dominant hegemon.4  Historically 

high economic, technological or knowledge-based barriers,5 such as sophisticated composite 

materials or specialised knowledge, have injected a level of structural stability into this process 

by constraining the hegemonic conflict from spreading to minor powers. However, the dual-

use nature of the enabling technologies (such as machine learning coding, computer processing 

power, relevant datasets, and mass-produced sensors) distinguishes LAWS from historic 

RMAs.6 While reliable, fully autonomous lethal weapon systems remain beyond the capabilities 

of modern technology, other forms of autonomous and semi-autonomous military technologies 

have much lower technological requirements. This thesis, therefore, considers the full range of 

autonomous military technology, recognising the potential impact of derivative or copied 

autonomous weapon systems and the diffusion of the underlying technology to other actors. 

The core research aim for this thesis is to explore how LAWS, with their lowered barriers to 

initial proliferation, to multiple middle powers could impact the transition of hegemonic power 

within the geographic confines of Southeast Asia. 

Although the discussion around LAWS is far more advanced in 2019 than it was when 

the Super Aegis II was unveiled four years ago, the parameters of that discussion have not 

 
3 Vickers, M. G. and R. C. Martinage (2004). 'The Revolution in War'. The Center for 

Strategic and Budgetary Assessments.  
4 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydides's 

Trap?'. Scribe Publications. 
5 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
6 Singer, P. W. (2009). 'Wired for War: The Robotics Revolution and Conflict in the 21st 

Century'. Penguin Publishing Group. 
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sufficiently shifted and remain focus on great powers and international law. This has left a gap 

in our understanding of the impact of autonomous weapon system proliferation when it comes 

to the actions and perspectives of small-middle power states. This gap is particularly damning 

in the case of Southeast Asia, which is a region of growing global economic and geopolitical 

importance that straddles some of the hottest potential global flashpoints and key corridors of 

international trade. Despite this importance, the Campaign to Stop Killer Robots only opened 

its Southeast Asian satellite arm in July 2019,7 and only three ASEAN member states 

participated in the meeting of the Group of Governmental Experts on Emerging Technologies 

in the Area of Lethal Autonomous Weapons Systems in the following month.8 Furthermore, as 

of September 2019, no ASEAN member state has released a statement codifying their position 

on the merits of a ban aside from a short statement in 2018 issued by the Non-Aligned 

Movement. Far from staying idle during this period, however, Indonesia and Singapore (as 

leading ASEAN member states) have taken active and overt steps that indicate a clear desire to 

integrate increasingly autonomous and remote-operated weapon systems into their ongoing 

military modernisation efforts.  

Therefore, while the emergence of increasingly autonomous military technology will 

change our understanding of warfare and power projection, the question remains as to how their 

rapid proliferation will affect the balance of power in South-East Asia, especially once smaller 

states gain access to autonomous weapon systems. This thesis responds to this gap, analysing 

and exploring how Singaporean and Indonesian response to the emergence of increasingly 

autonomous weapon systems will impact relations of power at the regional level, and how this 

 
7 Picard, M. (2019). 'Weaponized AI in Southeast Asia: In Sight Yet out of Mind'. 06 July 

2019, The Diplomat. https://thediplomat.com/2019/07/weaponized-ai-in-southeast-asia-in-

sight-yet-out-of-mind/. 
8 Geneva, T. U. N. O. a. (2019). Report of the 2019 session of the Group of Governmental 

Experts on emerging technologies in the area of lethal autonomous weapons systems 

(Advance version). The Convention on Certain Conventional Weapons. 

https://thediplomat.com/2019/07/weaponized-ai-in-southeast-asia-in-sight-yet-out-of-mind/
https://thediplomat.com/2019/07/weaponized-ai-in-southeast-asia-in-sight-yet-out-of-mind/
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will shift their role in Sino-American hegemonic competition.  

 

1.1: Research Questions 

 

Responding to this core research puzzle, this thesis centres on a primary research question: 

1. What impact will the adoption of autonomous military technology by middle power 

states within Southeast Asia have on regional security in the Asia-Pacific?  

Three secondary questions are derived from the primary question: 

A. How did key Southeast Asian states respond to the proliferation of remote-operated 

Unmanned Combat Vehicles, and how is this influencing their approach to increasingly 

autonomous weapon systems? 

Much of the military innovation and diffusion literature, as well as the military history 

literature, contends that the demonstration of a new major military innovation presents states 

with a stark choice; to adopt the new innovation or to allow the first mover state to gain a power 

projection advantage.9 As Horowitz indicates, the French navy of the late 19th century was the 

first mover in numerous major innovations in naval warfare, including the submarine, and yet 

the British cemented their status as the premier naval power.10 Where an early mover state has 

failed to capitalise on an emergent RMA, it has historically allowed a rival state to master the 

RMA for its own benefit.11 Furthermore, military policy-makers have historically demonstrated 

a tendency to view the emergence of an RMA with reference to similar precursor innovations. 

 
9 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
10 Ibid. 
11 Silverstein, A. B. (2013). "Revolutions in military affairs: A theory on first-mover 

advantage." 01 April 2013. CUREJ: College Undergraduate Research Electronic Journal. 

University of Pennsylvania. http://repository.upenn.edu/curej/169. 
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Therefore, any analysis of an emerging Revolution in Military Affairs should begin by outlining 

the development, and diffusion of its precursor innovation. In the case of Lethal Autonomous 

Weapon Systems, the precursor innovation is Unmanned Combat Vehicles (UCVs), which are 

distinguished by the fact that their ‘critical functions’ remain under the control of a human 

operator, albeit remotely. 

 

B. What factors will influence the rate of LAWS proliferation into South-East Asia?  

 

This question delves deeper into the puzzle, comparing how the lower barriers to proliferation 

will affect Southeast Asian state response to a future LAWS demonstration point. There are a 

number of theories of military innovation and diffusion; Grissom presents a concise summary 

of the leading theories.12 This thesis adopts a neo-realist perspective of state behaviour and 

utilises elements from two leading theories of military innovation: organisation theory13 and 

adoption capacity theory.14 These theories emphasise the importance of financial and 

organisational capacity barriers to determine which states are likely to adopt a particular 

innovation. When a major military innovation requires a high level of resources or is reliant 

upon controllable components, it is unlikely to be adopted by smaller states in the short term.15 

Aircraft carriers, stealth aircraft and intercontinental ballistic missiles are all examples of such 

innovations. Equally, innovations that rely on specialised knowledge or require major doctrinal 

changes to be successfully deployed, also diffuse slower.16 Finally, domestic pressures or a 

 
12 Grissom, A. (2006). "The Future of Military Innovation Studies." The Journal of Strategic 

Studies 29:5, 905-934. 
13 Goldman, E. O. and R. B. Andres (1999). "Systemic Effections of Military Innovation and 

Diffusion." Security Studies 8:4, 79-125. 
14 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
15 Ibid. 
16 Ibid. 
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cultural aversion to the innovation, within the military or across the society, also reduces the 

likelihood that a given innovation will be adopted.17 An example of this effect is nuclear 

weapons, which require specialised knowledge and skills, have high resource requirements and 

are the subject of strong cultural aversion. In contrast, cyber warfare has far lower barriers in 

each category and therefore proliferated at significant speed. This thesis theorises that 

autonomous weapon systems, which have low barriers to proliferation, will follow a slower but 

similar proliferation pattern to cyberwarfare or remote-operated military aircraft. This would 

be the first time that an RMA proliferated at such a fast rate, potentially de-stabilising any 

hegemonic conflict that autonomous military technology enables.  

 

C. How are the expected capabilities of Lethal Autonomous Weapon Systems influencing 

the South-East Asian security environment?  

 

The objective of this question is to engage critically with the first aspect of the difference 

between autonomous military technology and prior RMAs, proliferation to smaller, middle 

power states in its early stages. While previous RMAs have enabled transitions of hegemonic 

power, sometimes involving conflict, their high barriers to proliferation have ensured that only 

major powers have been able to acquire major military innovations in their early stages of 

development or proliferation. Prior to the development and proliferation of autonomous weapon 

systems, therefore, major powers were able to exert influence over smaller powers by virtue of 

a dominant position in the development and supply of related weapon systems. 

A neo-realist approach holds that at the core of the international system are power 

 
17 Goldman, E. O. and R. B. Andres (1999). "Systemic Effections of Military Innovation and 

Diffusion." Security Studies 8:4, 79-125. 
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relationships, an intricate web of economic, security and cultural ties that allow for the day-to-

day international relations.18 Relative international stability is derived from the maintenance of 

a balance of power between the various states, supported by a network of norm-based 

agreements.19 This balance is maintained by a collection of major powers, of which one is 

considered the overall hegemon.20 In the post-Cold War balance of power, the hegemon is the 

United States. Central to the theory of hegemonic power is the concept that the hegemonic state 

can only maintain its status by being the strongest and wealthiest state,21 a requirement that 

inevitably results in tension between the existing hegemon, which is clinging to its position of 

power, and the emerging power, which feels constrained by its rival.22 

A key trigger of conflict between major powers, and a common determinant of their 

outcome, is the adoption of RMAs. A shift in the paradigm of warfare and power projection 

creates an opportunity for a challenger state to disrupt the international system, by using 

dominance over the RMA to compensate for a comparative lack of conventional military power. 

For example, instead of expending exorbitant resources in developing an aircraft carrier fleet, 

a challenger could develop autonomous surface vehicles to swarm and disable carrier battle 

groups in shallower waters. Alternatively, a smaller state could cripple a rival’s air force by 

sending a swarm of small, cheap, autonomous aircraft to interfere with enemy aircraft as they 

take off.23 Historically, the increase in a state’s ability to project power, as well as their prestige, 

has disrupted the dominant balance of power, enabling rising powers to challenge existing 

 
18 Mearsheimer, J. J., Ed. (2013). 'Structural Realism'. 'International Relations Theories: 

Discipline and Diversity'. Oxford: Oxford University Press. 
19 Ibid. 
20 Gilpin, R. (1988). "The Theory of Hegemonic War." The Journal of Interdisciplinary 

History 18:4, 591-613. 
21 Mearsheimer, J. J., Ed. (2013). 'Structural Realism'. 'International Relations Theories: 

Discipline and Diversity'. Oxford: Oxford University Press. 
22Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydides's 

Trap?'. Scribe Publications. 
23 Gaub, D. L. (2011). 'Children of Aphrodite: The Proliferation and Threat of Unmanned 

Aerial Vehicles in the Twenty-First Century'. DTIC Document. 
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ones.24 Although earlier adoption does not guarantee ascendance for the challenger,25 superior 

integrationist the RMA has always been influential on the post-conflict balance of power. 

The end state of hegemonic conflict is the establishment of a new balance of power. 

Historically this has been a stable, albeit occasionally violent, process.26 This is because the 

initial diffusion and adoption of prior RMAs was limited to large states, ensuring their 

comparative advantage over minor states and limiting the scope of the conflict. Historically, 

competing major powers have instead bound minor powers to their cause, building supporting 

coalitions within their claimed sphere of influence. While the ideal situation for a middle power 

is to exist in a stable dual hegemony, they rarely have the security or economic capacity to 

alienate a potential hegemon.27 This effect, while disenfranchising to the minor states, reduced 

their security dilemma because their allegiance to a major power provided protection and 

stability.28Among the earliest examples of this effect was the Melian dialogue, while a more 

recent example was the consolidation of alliances during the Cold War. This is currently the 

case in the Asia-Pacific, where the ASEAN member states are finding it increasingly difficult 

to maintain a split allegiance, relying on Chinese economic influence and US security 

partnership. In the event that major states were not able to maintain their comparative advantage 

 
24 Gilpin, R. (1988). "The Theory of Hegemonic War." The Journal of Interdisciplinary 

History 18:4, 591-613; Allison, G. T. (2017). 'Destined for War: Can America and China 

Escape Thucydides's Trap?'. Scribe Publications. 
25 Silverstein, A. B. (2013). "Revolutions in military affairs: A theory on first-mover 

advantage". 01 April 2013. CUREJ: College Undergraduate Research Electronic Journal. 

University of Pennsylvania. http://repository.upenn.edu/curej/169.  
26 Gilpin, R. (1988). "The Theory of Hegemonic War." The Journal of Interdisciplinary 

History 18:4, 591-613. Nye, J. S. (2011). 'The Rise and Fall of Great Powers'. War and Peace 

in the 20th Century and Beyond, World Scientific: 121-144; Allison, G. T. (2017). 'Destined 

for War: Can America and China Escape Thucydides's Trap?'. Scribe Publications. 
27 Ikenberry, G. J. (2016). "Between the eagle and the dragon: America, China, and Middle 

State strategies in East Asia". Political Science Quarterly 131:1. 9-43. 
28 Gilpin, R. (1988). "The Theory of Hegemonic War." The Journal of Interdisciplinary 

History 18:4, 591-613; Mearsheimer, J. J. (1990). "Back to the Future: Instability in Europe 

after the Cold War". International Security 15:1, 5-56; Mearsheimer, J. J., Ed. (2013). 

'Structural Realism' in 'International Relations Theories: Discipline and Diversity'. Oxford: 

Oxford University Press. 
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in terms of an emerging RMA, there is no real scholarly consensus on how minor regional 

powers would react, although the rapid proliferation of remote-operated drones would suggest 

an intensification of the existing regional arms race unfolding in Southeast Asia. This research 

question focuses on exploring the potential responses of middle and minor powers in the region 

with the goal of promoting more active engagement with this issue by policymakers and fellow 

scholars. 

 

1.2: Hypothesis 

 

The core hypothesis of this thesis is that the uniquely low diffusion barriers of autonomous 

military technology comparative to previous RMAs will allow for rapid proliferation to middle 

power states in Southeast Asia. The rapid diffusion of a RMA to non-major powers, which has 

never occurred before, will de-stabilise the emerging hegemonic conflict between China and 

the United States, leading to an unstable balance of power in the region. The presence of such 

a disruptive weapon system in the armouries of minor, rising regional powers will raise the 

security dilemma of neighbouring states and make multiple regional conflicts more likely. This 

will contribute to increased intra-regional conflict and instability in a region of vital geopolitical 

importance to the global economy and security.  

Despite their revolutionary nature, previous RMAs have, for a number of reasons, 

reinforced an underlying structural paradigm within international power relations by excluding 

minor powers from active participation in major transitions in the balance of power. Instead 

minor powers were subsumed to the will of a major power for the duration of the hegemonic 

conflict. The Melian Dialogue has become illustrative of this effect, lacking the resources and 

technological superiority required to play an independent role they are subjected to the will of 

one side or the other for the duration of the conflict. As a more modern example consider the 
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broadly bi-polar consolidation of states during the Cold War. During the Cold War, the non-

aligned movement emerged to counterbalance the influence of the competing hegemonies over 

smaller states in the global south. Joining a balancing coalition in this manner allows weaker 

states to offset the influence of the more individually powerful competing hegemonies.29 

Regional supranational trade/security organisations such as ASEAN and the African Union are 

the modern successors of this non-aligned movement. 

 Breaking down this core hypothesis, (A) Southeast Asian states are expected to have 

responded to the proliferation of remote-operated vehicles as secondary adopters, sitting within 

the early majority section of an S-Curve. However, it is expected that Indonesia and Singapore 

would attempt to integrate these systems in emulation of their larger peers once the underlying 

technology had matured and adoption barriers had sufficiently fallen. Based on examples of 

prior military diffusion, it is hypothesised that the initial perceptions of LAWS by both the TNI 

and SAF would be heavily influenced by their existing platforms and developing experience 

with remote-operated platforms. Secondly (B), it is hypothesised their neither case study state 

will have comparable resource capacity to those of the United States or China, however, it is 

expected that organisational barriers will be a more significant challenge for ASEAN militaries. 

Finally (C), it is anticipated that the early diffusion of autonomous military technology will 

enable early-adopting middle power members of ASEAN to retain a greater level of 

independent action, avoiding the Melian’s dilemma in an emerging hegemonic conflict. 

Unfortunately, this would then increase the security dilemma of middle and minor powers in 

the region. Defensive neo-realism indicates that these states would then attempt to increase their 

power to secure their influence in the region.30 Both options would complicate a hegemonic 

 
29 Hamilton, E. J. and B. C. Rathbun (2013). "Scarce Differences: Toward a Material and 

Systemic Foundation for Offensive and Defensive Realism." Security Studies 22:3, 436-465. 
30 Mearsheimer, J. J., Ed. (2013). 'Structural Realism'. 'International Relations Theories: 

Discipline and Diversity'. Oxford: Oxford University Press. 
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conflict and increase regional instability. 

 

1.3: Methodology and Research Design  

 

The core of the research design of this thesis is a case-study based approach, supported by 

process-tracing. The core case studies for this thesis are Indonesia and Singapore, leading 

regional middle powers and Association of South East Asian Nations member states. A case-

study based methodology has been favourably reviews in multiple meta-analyses as particularly 

suited for studying military diffusion and has been utilised in the fields of policy diffusion, 

military innovation and disruptive commercial innovation.  

 In order to ensure analytical validity in its projective analysis, this thesis limits itself to 

modern, publicly accessible and sceptically examined data, sourced through a combination of 

analyses from defence research bodies, civilian state agencies, non-government think tanks 

alongside traditional academic literature. This information is analysed through a composite 

theoretical framework that incorporates elements of Revolution in Military Affairs, adoption-

capacity theory,31 organisational innovation,32 precursor wars33 and the Thucydides trap34. 

While a novel construction, this theoretical framework remains grounded by its neo-realist 

security studies theoretical roots. 

 
31 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
32 Goldman, E. O. and R. B. Andres (1999). "Systemic Effections of Military Innovation and 

Diffusion." Security Studies 8:4, 79-125. 
33 Krepinevich, A. F. (1994). "Cavalry to computer: The pattern of military revolutions." The 

National Interest: 37, 30-42. 
34 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydides's 

Trap?'. Scribe Publications. 
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 The thesis structure directly reflects its theoretical framework, and its chapter 

progression reflects the broad progression of disruptive military innovations through the four 

stages that comprise the composite framework. In addition to answering each research sub-

question in turn, using these four stages as an analytical skeleton ensures a logical progression 

of the thesis and to delineate between the analytical and conceptual components.  

 The first phase in this thesis’ theoretical framework is Foreshock: it covers the 

development of precursor technologies (which may in their own right be initially lauded as 

RMAs), their impact on the development of a disruptive weapon innovation and their 

proliferation once the precursor becomes normalised. This stage is addressed in Chapter Four, 

focusing on the response of Indonesia and Singapore to the proliferation of remote-operated 

unmanned combat vehicles.  The second phase is Innovation; it engages with the initial 

development of the revolutionary technology and the emergence of new strategic or operational 

doctrine that capitalises on the invention, leading to the achievement of operational praxis. This 

stage is reflected in Chapter Five, which details the key actors in the development of the 

hardware and software components of this innovation, as well as evaluating current progression 

toward a demonstration point. The third stage, Adoption, begins with the demonstration point 

of the RMA, which triggers states to respond to the shift in the balance of power. This relates 

directly to the core research questions of this thesis and, as such, is the main application of the 

two case study states in Chapters Six, Seven, and Eight. The final stage is Impact, which covers 

how the international community goes about the ongoing development of the initial RMA, the 

regional instability caused by its diffusion and the possibility of a transition of hegemonic 

power, at least on a regional level. This stage is reflected in Chapter Nine of the thesis, which 

evaluates the impact of LAWS proliferation in Southeast Asia and hegemonic transition conflict 

between the United States and China. 
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1.4: Contribution 

 

 This thesis is situated at the intersection of three key theoretical fields: diffusion of innovation, 

Revolution in Military Affairs and international power transition. Even though the study of 

Lethal Autonomous Weapon Systems has received the attention of eminent scholars in recent 

years, this has largely remained focused on great powers, international law and ethical 

questions. Therefore, a gap remains in understanding LAWS proliferation from the perspective 

of Southeast Asian states, as well as how this proliferation would influence the post-

demonstration point period of a concurrent hegemonic conflict.  

Overall, this thesis makes three major contributions to the existing scholarly literature, 

which are intended to also support policymakers in ASEAN states during the current incubation 

period. While these contributions are focused on autonomous military technology and 

Southeast Asian actors, this research is more broadly applicable to improving scholarly 

understanding of how major military innovations with low adoption barriers proliferate within 

a complex regional environment. 

In prior scholarly works on hegemonic conflict, smaller states have been typically 

relegated to a minor role, subsumed by the goals of the major states. This omission is informed 

by the offensive neo-realise theoretical framework for power transition theory as well as prior 

transitions of hegemonic power, which are presented as largely binary confrontations between 

an existing hegemon and an emerging rival. Without the capacity to generate sufficient 

conventional power to assert their own interests over those of major states and without the 

ability to subvert this equation with an RMA, the minor states are forced to either bandwagon 

or accept direction from one of the competing hegemons. Within the emerging body of literature 

that examines the proliferation of unmanned combat aircraft, there is also a clear focus on major 

powers. Some leading scholars have dismissed the potential impact of unmanned military 
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systems (remote-operated or autonomous) on the basis that ASEAN member states lack the data 

infrastructure to emulate the United States use of unmanned aircraft, neglecting the very real 

potential impact of diffusion of the underlying technology or proliferation of derivative weapon 

systems. Interestingly, while the process leading to hegemonic conflict is called the 

“Thucydides trap”, prior scholarly works have not considered how autonomous military 

technology could affect the modern Melians.  

Therefore, the first main contribution of this thesis lies in bridging these gaps in existing 

literature. This thesis evaluates how the diffusion of autonomous weapon systems will impact 

security in Southeast Asia from the under-researched perspective of middle power states. The 

stability of Southeast Asia is of key geopolitical importance to three of the seven states that are 

openly developing LAWS as well as being a focal point of nuclear tension. Crucially the United 

States and China (which are both rapidly developing LAWS) are deeply invested in Southeast 

Asia. While the emerging hegemonic conflict between China and the United States is most 

apparent on the Korean Peninsula, which is a key geopolitical flashpoint for the competing 

hegemonic powers, 35 this thesis looks to the nearest concentration of rising middle power states, 

ASEAN. Southeast Asia, with its rapidly growing, mutually suspicious states and multitude of 

violent non-state groups, is a more suitable region to focus on based on this thesis’ underlying 

puzzle.   

The second key contribution of this thesis is increasing the scholarly understanding of the 

socio-political and cultural influences that impact the proliferation and adoption of major 

military innovations, such as LAWS. Previous historical RMAs demonstrate that merely 

possessing superior technology is insufficient for a state to maintain their power during the 

 
35 Ikenberry, G. J. (2016). "Between the eagle and the dragon: America, China, and Middle 

State strategies in East Asia." Political Science Quarterly 131:1, 9-43. 
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emergence of a new RMA. 36 The states’ that are most successful with RMAs have historically 

been the states that are best able to match technological advancement with sufficient operational 

flexibility and domestic engagement to modify their existing strategic doctrine to capitalise on 

the entire innovation. Departing from the neo-realist perspective, this thesis contributes a 

greater understanding of the cultural, organisational and political influences on a state or non-

state actor’s decision to adopt major military innovations as well as how these factors will 

specifically affect the adoption of LAWS in Southeast Asia.  

While scholars may argue about the precise extent of its influence, technology has 

undeniably played a major role in human conflict.37 Even the earliest tribal humans constructed 

tools to aid them, whether as a hunter or a warrior. Over time these tools have become more 

sophisticated. Although improving military technology has reduced reliance on soldiers and 

improved the ability of a given state to project power, this has often come at the cost of 

investment in expensive, highly advanced military systems, such as aircraft carriers or stealth 

aircraft, concentrating power in a handful of wealthy states. While these military innovations 

eventually diffuse and proliferate, the high financial and organisational barriers to adoption 

slows this process, maintaining their power differential.38 The low entry barriers to increasingly 

autonomous unmanned platforms would circumvent this slow, stable process, a factor that has 

not been deeply explored in prior scholarly works. This thesis provides a different perspective 

on major military innovation and its impact within a globalised world, and in the context of 

modern conflict, this approach encourages further exploration of other major innovations that 

share a similar technological base, such as cyber warfare. 

 
36 Silverstein, A. B. (2013). "Revolutions in military affairs: A theory on first-mover 

advantage." 01 April 2013. CUREJ: College Undergraduate Research Electronic Journal. 

University of Pennsylvania. http://repository.upenn.edu/curej/169. 
37 Boot, M. (2006). 'War Made New: Technology, Warfare, and the Course of History, 1500 

to Today'. Gotham Books. 
38 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
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1.5: Limitations 

 

Despite its comparatively recent rise to scholarly prominence the emergence of autonomous 

military technology and its impact on the conduct of warfare is a significant topic of inquiry 

and, as with any scholarly work, this thesis must be limited in its ambition and scope. The aim 

of this thesis is to critically analyse how Southeast Asian state responses to the emergence of 

Lethal Autonomous Weapon Systems will influence its impact on the balance of power in 

South-East Asia. To preserve space and resources in pursuit of its aim, this thesis must curtail 

its exploration in three key areas. This thesis does not engage critically with the scholarly debate 

over what qualifies an innovation as a Revolution in Military Affairs, its analytical focus is 

geographically limited to South-East Asia and it contains limited analysis of domestic level 

policy decisions other than where directly relevant to autonomous military technology. While 

some of these limitations have been addressed in other scholarly works, others offer opportunity 

for further research in the future.  

The first limitation is that this thesis does not contain a detailed discussion of what 

qualifies a given military innovation as a Revolution in Military Affairs and whether LAWS 

qualify under each of the myriad, competing approaches debated in existing literature. Within 

the broader military innovation scholarly community, the concept of Revolution in Military 

Affairs has gone through stages of criticism and rigorous debate. 39 Given that this debate and 

the greater innovation literature is discussed in great detail in the literature review section, it is 

sufficient to state here that there is an ongoing and fierce debate over what characteristics define 

 
39 Metz, S. and J. Kievit (1994). 'The Revolution in Military Affairs and Conflict Short of 

War', Army War College Strategic Studies Institute, Carlisle Barracks PA; Metz, S. and J. 

Kievit (1995). 'Strategy and the Revolution in Military Affairs: From Theory to Policy'. Diane 

Publishing; Black, J. (2004). 'Rethinking military history'. Psychology Press. 
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an RMA in comparison to, for example, a major military innovation or a disruptive innovation 

(in the commercial sense). This debate generally centres on whether specific innovations (such 

as the stirrup) rise to the level of an RMA, 40 a discontinuity in the paradigm of conflict. This 

thesis makes the assumption that the development of weapon systems capable of fully 

autonomous operation, entirely removing the human from the immediate decision to end life in 

a combat zone, would comprise a discontinuity. The author accepts that other scholars may 

disagree with this assumption and aims to contribute in separate research efforts to the debate 

on whether a LAWS should be considered an RMA. 

The second limitation of this thesis is its narrow geographic focus on South-East Asia. 

Southeast Asia was chosen as the main geographic focus of this thesis for three reasons. Firstly, 

when considering the emerging hegemonic conflict between China and the United States, 

ASEAN states are the nearest and most influential collection of middle power states. Secondly, 

Southeast Asia a region of immense economic and geopolitical importance yet is riven by 

regional tensions. ASEAN member states maintain historic rivalries and mutual distrust, which 

have not been helped by the emergence of China as a competing hegemonic influence. It is this 

rivalry and security dilemma that is partially blamed for the drastic rise in military spending by 

ASEAN member states over the last decade.41 Finally, Southeast Asia hosts numerous violent 

non-state actors that directly impact ASEAN member state security and will affect how they 

engage with autonomous military technology. In addition to long-running insurgencies (for 

example, in the Philippines and Indonesia) ASEAN states are struggling against the influence 

of transnational criminal groups, which are widespread and influential in a region that is a well-

 
40 Vickers, M. G. (2010). 'The Structure of Military Revolutions'. Doctor of Philosophy, Johns 

Hopkins University. 
41 Simon, S. W. (2012). 'Conflict and Diplomacy in the South China Sea'. Asian Survey 52:6, 

995-1018; Dowdy, J., D. Chinn, M. Mancini and J. Ng (2014). Southeast Asia: The next 

growth opportunity in defense, McKinsey Innovation Campus: Aerospace and Defense 

Practice; Fleurant, A., P. D. Wezeman, S. T. Wezeman and N. Tian. (2017). 'Trends in 

International Arms Transfers, 2016'. SIPRI Fact Sheet, from 

https://www.sipri.org/sites/default/files/Trends-in-international-arms-transfers-2016.pdf. 
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known hub for piracy, human trafficking, drug trafficking and the illegal flora and fauna trade.42 

In 2016 the United Nations Office on Drugs and Crime estimate the annual value of organised 

crime in the region at US$100 billion.43  For the above reasons, Southeast Asia was chosen as 

the geographic focus of this thesis. 

However, this limitation has four analytical impacts that reflect this narrow geographic 

focus and are worth highlighting. Firstly, this thesis does not devote meaningful analysis to the 

role of Russia, despite its significant role on the international stage and the fact that it has 

admitted to active development efforts of autonomous military technology. Deeper analysis of 

Russia’s involvement was omitted because it has a lesser role in this sub-region compared to 

the United States and China. Further exploring the influence of Russia in the initial diffusion of 

autonomous military technology is another interesting path for future research. Additionally, 

this thesis does not attempt to review comprehensively or analyse Australian or American 

defence policies or procurement patterns; to do so is beyond the scope of this thesis’ underlying 

puzzle. Along similar lines, this thesis is not an economic analysis of power or a comprehensive 

analysis of the influence of Chinese economic hegemony in the region. Conducting detailed 

analysis on the impact of international trade routes and Chinese domestic economic policy is 

beyond the scope of this thesis. Those who are interested in the growing influence of Chinese 

economic hegemony in the region are recommended to review Allison44 or Ikenberry.45 

Finally, this thesis does not meaningfully engage or critically analyse domestic level 

policy except to the extent that it is relevant to analysing the regional impact of proliferated 

autonomous weapons. The impact of autonomous technology on purely domestic problems 

 
42 Crime, U. N. O. o. D. a. (2016). 'Protecting Peace and Prosperity in Southeast Asia: 

Synchronizing Economic and Security Agendas', United Nations Office on Drugs and Crime. 
43 Ibid. 
44 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydides's 

Trap?'. Scribe Publications. 
45 Ikenberry, G. J. (2016). 'Between the eagle and the dragon: America, China, and Middle 

State strategies in East Asia'. Political Science Quarterly 131:1, 9-43. 
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such as privacy, domestic state surveillance, civil rights and law enforcement use of force 

policies, is beyond its scope. For more practical reasons directly stemming from time and 

resource constraints, this thesis does not attempt to address the gap in scholarly literature about 

public opinion toward autonomous weapon systems and the factors that influence this opinion. 

Horowitz46 and the Open Robo-Ethics Institute47 have very interesting articles available on this 

topic. However, these articles are focused largely on the United States, leaving a prime research 

opportunity to engage with public opinion among ASEAN member states.  

 

1.6: Chapter Outlines 

Chapter 2: Literature Review  

  

The next chapter contains a comprehensive review of the available scholarly, technical and 

governmental literature, all of which inform the construction of a theoretical framework that 

grounds the remainder of the thesis. Chapter two is arranged around three theoretical categories; 

autonomous weapon technology, military innovation and diffusion and the transition of 

hegemonic power. Each category begins with a short overview of the theory, followed by a 

review of the relevant literature. It then concludes with a more detailed explanation of how that 

theory contributes to the theoretical framework outlined in chapter three. Chapter two concludes 

with a summary of each theoretical pillar and an acknowledgement that this is an emerging field 

of study, with new scholarly work being released regularly.  

 

 
46 Horowitz, M. C. (2016). 'Public Opinion and the Politics of the Killer Robots Debate'. 

Research and Politics 3:1, 1-8. 
47 Initiative, O. R. (2015). Summary Report - The Ethics and Governance of Lethal 

Autonomous Weapons Systems: An International Public Opinion Poll, Open Roboethics 

Initiative  
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Chapter 3: Methodology, Theoretical Framework and Research Design 

  

The third chapter of this thesis outlines and explains the research design and methodology. The 

chapter is divided into three sections. The first section outlines the theoretical framework 

utilised in this thesis. The second section outlines the chosen case studies. The final section 

explains each of the five adoption capacity variables that will be applied to each case study. 

The objective of this chapter is to provide a detailed explanation of the methodological approach 

that underpins the thesis. 

 

Chapter 4: The Development and Diffusion of Unmanned Combat Vehicles 

  

The fourth thesis chapter provides a detailed description of the development of remote-operated 

unmanned combat vehicles and how ASEAN member states have reacted to their proliferation. 

The purpose of this chapter is to provide a critical understanding of the precursor innovation, 

which would influence policymakers responding to the emergence of LAWS. This chapter 

opens with an exploration of the current status of unmanned combat vehicles and the primary 

actors in promoting their diffusion. It then applies the adoption capacity variables in order to 

understand how Indonesia and Singapore reacted to their diffusion. Finally, this chapter 

provides an overview of how remote-operated vehicles affected security and stability in 

Southeast Asia.  

 

Chapter 5: The Rise of Lethal Autonomous Weapon Systems 

  

The fifth thesis chapter provides a detailed description of the development of Lethal 
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Autonomous Weapon Systems and, more generally, Autonomous Military Technology. The 

objective of this chapter is to explore current development progress of LAWS as a complete 

RMA, which comprises the hardware, or technical invention (Autonomous Military 

Technology) and software, compatibly revolutionary doctrinal innovation. This chapter begins 

by outlining the categories of autonomous weapon systems and detailing the key actors in the 

ongoing development of LAWS. This is followed by an examination of current development 

efforts across the seven states that have a publicly acknowledged development of autonomous 

weapon systems.  Chapter five concludes with a comparative analysis of the emerging 

operational concepts for the deployment of each category of autonomous weapon system.  

 

Chapter 6: Evaluating Indonesia’s Adoption Capacity 

 

The sixth chapter is the first major case study and focuses on Indonesia and the Tentara 

Nasional Indonesia (TNI). The purpose of this chapter is to provide a measurement of 

Indonesia’s ‘adoption capacity’ and to evaluate which response option would be most effective 

for Indonesia to adopt. The first section of this chapter applies the five adoption capacity 

variables to determine Indonesia’s adoption capacity. These variables are: the security-threat 

environment, resource capacity48, organisational capital capacity,49 the receptiveness of 

domestic audience toward autonomous military technology and the Indonesian military’s 

ability to develop or emulate a specialised operational praxis to effectively deploy autonomous 

weapon systems.   

 

 
48 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
49 Ibid. 
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Chapter 7: Evaluating Singapore’s Adoption Capacity 

 

The seventh chapter focuses on Singapore and the Singapore Armed Forces, with the goal of 

determining its adoption capacity and evaluating its response options following a LAWS 

demonstration point. This chapter follows the same structure as its predecessor to allow 

comparative analysis in the discussion chapter. The first section applies the five adoption 

capacity variables to determine adoption capacity. These variables are: the security-threat 

environment, resource capacity50, organisational capital capacity,51 the receptiveness of 

domestic audience toward autonomous military technology and Singapore’s ability to develop 

or emulate a specialised operational praxis to effectively deploy autonomous weapon systems.  

 

Chapter 8: Determining ASEAN State Response to AWS Proliferation 

 

The eighth chapter of this thesis applies the data from the case study chapters to evaluate how 

Singapore and Indonesia are likely to respond to a future demonstration point of Lethal 

Autonomous Weapon Systems. Based on the theoretical framework utilised in this thesis, these 

states will attempt to maximise their status in the transition period following a demonstration 

point in order to protect their prestige and relative regional position. The response options are 

to attempt to adopt autonomous weapon systems, develop a counter-innovation, attempting to 

re-assert neutrality in the event of conflict, establishing a balancing alliance against the first 

mover, or to ‘band-wagon’ with the first mover state.   

 

 
50 Ibid. 
51 Ibid. 
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Chapter 9: Discussing the Impact of AWS Diffusion on Relations of Power and Strategic 

Stability in Southeast Asia 

  

The ninth chapter of this thesis engages with the overall research puzzle that drives this inquiry, 

how will the rapid diffusion of LAWS to middle power states impact regional security in South-

East Asia, particularly in the case of a hegemonic conflict between the United States and China. 

This chapter draws on both case studies, as well as the preceding chapters to inform its analysis.  

To this end it contemplates the impact of middle power states in Southeast Asia gaining access 

to autonomous weapon systems or a derivative.  

Chapter 10: Proposing a Regional ‘Soft’ Normative Framework: An interim tool for 

Consensus Building for the Safer Deployment of AI-Enabled Autonomous Weapon 

Systems in Southeast Asia 

 

The goal of chapter ten is to propose a regional normative framework for building intra-regional 

trust and standardising understandings of unmanned platform, with the goal of limiting the de-

stabilising potential of autonomous weapon system proliferation in Southeast Asia. This chapter 

evaluates the potential regional forums for developing such a framework and argues that 

existing guidelines could be modified into an effective stopgap measure while the international 

community develops a comprehensive approach to LAWS. 

 

1.7: Conclusion 

 

The development of increasingly autonomous military technologies is already well underway 

and yet the international community remains locked in a debate that has largely overlooked the 
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participation of middle power and Southeast Asian states. This is despite the fact that the lower 

diffusion barriers of unmanned and increasingly autonomous systems create a unique opening 

for meaningful, albeit limited, secondary adoption rising middle power states. This thesis, 

therefore, takes a step beyond the current public and scholarly debate to focus on how the 

emergence of Lethal Autonomous Weapon Systems will affect the regional security of South-

East Asia, which is of vital geopolitical and economic importance. To understand the impact of 

Lethal Autonomous Weapon Systems it is vital to understand the depth of the rapidly expanding 

scholarly literature that focuses on the ethical, technological, legal, practical and moral impacts 

of this technology. 
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Chapter 2 - Literature Review and Theoretical Framework 

 

“Hope is not a strategy” – Julie Bishop, Former Australian Minister for Foreign Affairs.52 

 

2.1: Introduction: 

 

The development of Lethal Autonomous Weapon Systems (LAWS) will have a profound 

impact on the conduct of warfare. However, there is a tendency in the public discourse, 

particularly in the West, to regard revolutionary advancements in technology as somehow 

appearing out of the blue. The reality is that even the most paradigm-shifting innovations are 

influenced and shaped by their context and predecessors. Therefore, any analysis of 

autonomous military technology must go beyond the specifically applicable literature to engage 

with scholarly works that more broadly examine major military innovations and how these 

innovations affect relations of state power. Understanding these influences on the initial impact 

of Lethal Autonomous Weapon Systems is the key purpose of this chapter. Reflective of this 

goal, this chapter is divided into four sections that each contribute to an overall theoretical 

understanding and framework that underpins the thesis.  

This chapter begins with an outline of the history of remote-operated weapon technology. 

The current public debate surrounding Lethal Autonomous Weapon Systems tends to disregard 

the fact that humans have a long and very relevant history of utilising remote-operated systems 

both on and off the battlefield. This section demonstrates that the development of LAWS is not 

occurring in a vacuum. It shows how historical cases of remote-operated weapons have affected 

the course of military history as well as how these prior forays are impacting the development 

 
52 Affairs, A. I. o. I. (2017). 'Julie Bishop Speaks at AIIA 2017 National Conference'. 
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of fully autonomous weapon systems. The chapter then transitions across to a comprehensive 

review and evaluation of the available scholarly and technical literature to provide a more 

contemporary understanding of scholarly thought on autonomous military technology.  

At the core of this engagement is a comprehensive review of scholarly work that 

coalesced around three themes: military innovation and diffusion theory, power transition and 

stability, and autonomous military technology. This thesis draws on existing literature across 

multiple academic disciplines. These themes form the three pillars of the theoretical framework 

that supports this thesis. This chapter highlights weaknesses in the current scholarly 

understanding of autonomous military technology and demonstrates how this thesis will address 

them. 

As with prior paradigm-shifting military innovations, the strategic impact of LAWS will 

be determined by the ability of actors to capitalise on the military potential unlocked by their 

development. To determine this impact, this thesis relies upon a theoretical framework that 

combines classic Revolution in Military Affairs (RMA) theory with the wider military 

innovation and military diffusion literature as well as power transition and hegemonic war 

literature. The resulting framework will guide the thesis toward understanding the wider 

security impact of the early-stage deployment of autonomous weapons. 

 

2.2: Historical Overview of the Development of Autonomy in Weapon Systems 

 

The history of autonomous weapon systems begins with the pursuit of more effective and 

efficient methods of inflicting violence. In military history there is a clear pattern of innovations 
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that increase the emotional and physical distance between combatants.53 Historically, this has 

primarily involved increasing the range and lethality of weapons.54 This pursuit has fascinated 

military planners, soldiers and civilian leaders for centuries, driving the development of 

firearms, artillery and, of course, military robotics. Although the scale of remote operation was 

initially limited by technological progress to relatively rudimentary radio control, wire control 

and/or teleoperation; the rise of satellite technology, increasingly powerful computing 

technology and advancements in robotics have propelled the human combatant further from the 

immediate battlefield.  An effective analysis of the impact of autonomous weapon systems must 

therefore start by examining the historical evolution of remote-operated weapons.  

Although there is an immense amount of scholarship available regarding human nature, 

it is safe to assert that cultural constructs play an important role in innovation. The development 

of unmanned systems is no exception.  Although the term ‘robot’ was coined in 1920,55 the 

underlying concept can be traced to Greek mythology.56  Among the best-known examples are 

the Automaton, which were created by Hephaestus or Daedalus (depending on the source). 57 

In a remarkably similar manner to modern robotics, these automatons were said to be capable 

of independently performing a given task or function, what we now call task-based autonomy. 

Examples of Automatons range from Talos, the golden giant who patrolled Crete and threw 

boulders to defend its island from pirates, to Khryseos & Argyreos, which were “deathless 

forever and unageing” guard dogs created by Hephaestus from gold and silver.58 Greek 

 
53 Grossman, D. and L. W. Christensen (2007). 'On combat: The psychology and physiology 

of deadly conflict in war and in peace'. PPCT Research Publications: Belleville, IL. 

54 Ibid. 

55 Hockstein, N. G., C. Gourin, R. Faust and D. J. Terris (2007). 'A history of robots: from 

science fiction to surgical robotics'. Journal of robotic surgery 1:2, 113-118. 

56 Galliott, J. (2015). 'Military robots: Mapping the moral landscape'. Ashgate Publishing, Ltd. 

57 Ibid. 

58 Ibid. 
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mythology also makes reference to less warlike automatons such as the Tripodes Khryseoi, a 

set of twenty golden tripods that independently served food at Olympian feasts.59 Partly inspired 

by these myths, a number of non-electro-mechanical automata were designed over the early 

modern period. However, these were mostly individual artisan pieces without widespread 

military application.   

The first weaponised use of remote-operated systems occurred in 1849. Faced with terrain 

that was unfavourable to direct bombardment, the Austrian army built a fleet of 200 unmanned 

paper balloons that each carried approximately 15kg of explosives. The goal was to use trailing 

copper wires to remotely release the explosives en-masse over Venice. While some bombs were 

successfully delivered, an errant wind sent many off course and even blew several back into the 

Austrian lines.60 While not totally successful, this is considered the first example of unmanned 

aerial bombardment.  Although both sides made extensive use of balloons during the American 

Civil War for surveillance, there were limited instances of balloons being used remotely for 

bombardment, and advocates were largely dismissed as eccentrics.61 The first remote-

controlled torpedo was demonstrated in 1866,62 sparking further development of remote-

operated munitions and boats. One of the more widely deployed was the Brennan torpedo, 

designed by an Australian in the late 1870s.63 

The advent of radio control was a major step in the development of unmanned military 

 
59 Atsma, A. J. (2000). 'Automotons (Automotones)'. Theoi Project, from 

http://www.theoi.com/Ther/Automotones.html. 

60 Engineering, C. f. T. a. I. (2003). 'Remote Piloted Aerial Vehicles : An Anthology'. 

Aviation and Aeromodelling: Interdependent evolutions and histories, retrieved  20 December 

2017, from http://www.ctie.monash.edu.au/hargrave/rpav_home.html. 

61 Ibid. 

62 Burke, A. E. (2017). 'Torpedoes and Their Impact on Naval Warfare'. Defense Technical 

Information Center: Fort Belvoir. 

63 Everett, H. R. and M. Toscano (2015). 'Unmanned Systems of World Wars I and II'. MIT 

Press. 
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technology. In the late 1890s Nikolas Tesla demonstrated the capacity of remote controlling 

vehicles by radio signal. With his trademark showmanship, Tesla used radio control to make a 

large iron ship follow shouted directions from the crowd.64 Tesla’s stated goal was to militarise 

this advancement, specifically for use in the Spanish-American War. Tesla had come to the 

belief that Telautomats (remotely controlled robots) were the future of conflict65 and, in a 

remarkably similar leap of logic to Richard Gatling, believed that they would make conflict so 

terrible that states would no longer start wars.66 

It was not until the World Wars that the development of remote-operated systems is 

generally held to have begun in earnest. The First World War saw the introduction of some key 

concepts, but unmanned systems had a minor impact. In a revival of the fireboat concept, the 

German navy made limited use of remotely operated boats packed with explosives.67 On the 

Allied side, the Kettering Bug and Wickersham Land Torpedo were the respective spiritual 

forbearers of cruise missiles and unmanned ground vehicles.68 During the interwar period the 

Japanese army developed the Nagayama remote control tank and the Type 98 Mini Engineer 

Vehicle "Ya-I Go”, a remote-operated engineer vehicle that bore a striking resemblance to the  

modern PackBot. Ultimately, however, neither design saw combat.69  

The Second World War saw the first use of a remote-operated unmanned ground combat 

 
64 Finn, A. and S. Scheding (2012). 'Developments and challenges for autonomous unmanned 

vehicles'. Springer. 

65 Engineering, C. f. T. a. I. (2003). 'Remote Piloted Aerial Vehicles : An Anthology'. 

Aviation and Aeromodelling: Interdependent evolutions and histories, retrieved  20 December 

2017, from http://www.ctie.monash.edu.au/hargrave/rpav_home.html. 

66 Chivers, C. J. (2010). 'The Gun: The Story of the AK-47'. Penguin Books Limited. 

67 Williamson, G. and I. Palmer (2012). 'German E-boats 1939–45'. Bloomsbury Publishing. 

68 Finn, A. and S. Scheding (2012). 'Developments and challenges for autonomous unmanned 

vehicles'. Springer. 

69 Krishnan, A. (2016). 'Killer Robots: Legality and Ethicality of Autonomous Weapons'. 

Taylor & Francis. 
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vehicle (UGCV) in frontline combat, the Russian TT-26 Teletank.70 Designed in the 1930s, the 

Teletanks were T-26 light tanks that had been modified for remote radio control and were armed 

with flamethrowers and heavy machine guns. They were generally remotely operated from up 

to 1,500 meters away by a crew that rode in a second T-26.71 The Red Army had two battalions 

of Teletanks that saw action in the Winter War and the opening stages of Operation Barbarossa. 

While one of the battalions was destroyed by German aerial bombardment in early 1940, the 

other participated in the defence of Moscow before being converted back for human operation. 

Due to the sophistication of their control system, the TT-26s were considered highly classified 

and crews were ordered to fire on Teletanks that were in danger of capture.72 Another remote-

operated weapon from this period was the German Goliath tracked mine, which was based on 

a captured French prototype. The Goliath was effectively a bomb on tracks that were operated 

remotely through a control wire. It was not well received due to its slow speed and vulnerability 

to small arms fire.73 The US Army and Navy made the first mass purchase of an unmanned 

aircraft during WW2, purchasing 15,000 Radioplane OQ-2 to be used as practice targets.74 This 

became the primary role for unmanned aircraft in the Cold War period.  

During the Cold War the development of unmanned systems slowed substantially, largely 

due to a lack of military interest. Despite this, the period did include the conversion of the 

Firebee target aircraft into the first military unmanned surveillance aircraft, the Lightning Bug 

 
70 Finn, A. and S. Scheding (2012). 'Developments and challenges for autonomous unmanned 

vehicles'. Springer. 

71 Ibid. 

72 Turner, K. B. (2016). 'Lethal Autonomous Weapons Systems: The Case For International 

Prohibition'. Masters of Science, Missouri State University. 

73 Finn, A. and S. Scheding (2012). 'Developments and challenges for autonomous unmanned 

vehicles'. Springer. 

74 Ibid. 
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and its deployment in the Vietnam War.75 The Israeli use of unmanned aircraft in the Yom 

Kippur War and the 1982 Lebanon War were key milestones in UAV development. In the 

former case, the Israeli air force military countered the strong Syrian air defences in the Golan 

Heights by tricking them into exposing their positions and wasting ammunition with a wave of 

unmanned target aircraft.76 In the 1982 Lebanon War Scout UAVs were instrumental in the first 

defeat of an air defence system based on Soviet Surface to Air Missile (SAM) batteries by a 

Western air force; 77 demonstrating to the world the military value of unmanned aircraft beyond 

surveillance. 

The development of modern remote piloted military aircraft began in the 1980s with the 

use of AAI RQ-2 Pioneers in the First Gulf War.78 This was followed closely by the 

development of the, now well-known, MQ-1 Predator by General Atomics in partnership with 

Big Safari, the US Air Force’s special weapons innovation program.79 First used in Kosovo as 

a surveillance tool, the decision to arm these unmanned aircraft was taken in June 2000.80  With 

the first lethal missile strike from a MQ-1 Predator on October 7, 200181 the development of 

the Unmanned Combat Air Vehicle (UCAV) had come to fulfilment. This was arguably the 

demonstration point of the Unmanned Combat Air Vehicle and almost immediately triggered a 

race among other powers to develop their own UCAVs. At the time of writing, almost 20 years 

 
75Keane, J. F. and S. S. Carr (2013). "A brief history of early unmanned aircraft." Johns 

Hopkins APL Technical Digest 32:3, 558-571.  

76 ibid., Doyle, J. S. (2016). 'The Yom Kippur War and the Shaping of the United States Air 

Force'. Masters, Air University. 

77 Libel, T. and E. Boulter (2015). "Unmanned Aerial Vehicles in the Israel Defense Forces: 

A Precursor to a Military Robotic Revolution?" The RUSI Journal 160:2, 68-75. 

78 Polmar, N. (2013). "The Pioneering Pioneer." Naval History 27:5, 14. 

79 For a comprehensive account of the development of the MQ-1 Predator see Whittle, R. 

(2014). 'Predator: The Secret Origins of the Drone Revolution'. Henry Holt and Company. 

80 Ibid. 
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after the first strike, the US has retired and replaced the Predator, but UCAV technology has 

spread to over 80 states82 and there is a rapidly expanding market for civilian commercial 

remotely piloted airport that has been drawn on by state and non-state actors.  

The historical development of remote and unmanned systems by militaries is often 

minimised in discussions of potential deployment of LAWS. Yet this historical background 

provides crucial lessons that help contextualise potential reactions by civilian and military 

policymakers toward unmanned, autonomous weapons as well as insights into how their 

development may proceed. The final historical example referred to above, the UCAV, is of 

direct relevance to this thesis. If autonomous weapon systems follow a similar diffusion and 

proliferation pattern to that followed by UCAVs over the past decade, the impact would be 

severe.  On that note, it is useful to turn to a comprehensive review of the expanding body of 

scholarly and technical literature available that examines Lethal Autonomous Weapon Systems 

themselves. 

 

2.3: Distinguishing Lethal Autonomous Weapon Systems: 

 

When exploring the impact of an innovation, it is vital to understand the characteristics of that 

innovation and, perhaps more importantly, how to differentiate the innovation from similar 

products. This is especially important when trying to understand the impact of a disruptive 

innovation (in the civilian realm) or a revolution in military affairs (in the military space). Clear 

definitional boundaries are also vital for policymakers, who are tasked with developing 

regulatory responses, and businesses, who are trying to capitalise on the resulting market shift. 

Setting definitional limits or criteria on emerging technologies also has a potential political 

 
82 Sayler, K. (2015). "A World of Proliferated Drones." Center for a New American Security. 
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impact, with stakeholders aiming to influence acceptable definitional elements to shape future 

norms, laws, discourse and state action. As an example, consider that there is still no universal 

definition of ‘terrorism’ despite immense funding devoted to terrorism research over the almost 

two decades since 9/11. It is therefore unsurprising that no universally agreed definition has 

emerged for Lethal Autonomous Weapon Systems.  

Instead of entering this ongoing debate, this thesis synthesises elements drawn from a 

selection of prominent definitions to form a working definition of autonomous weapon systems 

for the purposes of analysis.83 Whether a given definition would be considered ‘prominent’ in 

this respect is largely dependent on the extent to which it was cited in the scholarly literature, 

whether it was referred to in the official statements issued after each meeting of the Group of 

Governmental Experts on LAWS, and the extent of the author’s broader contribution to military 

diffusion studies or AWS research.  I also draw on the extant definitional analyses published 

by authors including Conn,84 Jenks,85 and Horowitz.86  

Regardless of the specific definition, it is important to note at the outset that it is not 

realistic to consider autonomy in the robotics field in binary terms, rather it is much more 

analytically effective to consider autonomy as a function-based spectrum where human 

interaction remains present at some point (even if it is limited to the production or strategic 

 
83 “A fully autonomous Lethal Autonomous Weapon System (LAWS) is a weapon delivery 

platform that is able to independently analyse its environment and make an active decision 

whether to fire without human supervision or guidance”. -Wyatt, A. and J. Galliott (2018). 

"Closing the Capability Gap: ASEAN Military Modernization during the Dawn of 

Autonomous Weapon Systems." Asian Security, 1-20. 
84 Conn, A. (2016). "The Problem of Defining Autonomous Weapons." Future of Life 

Institute. https://futureoflife.org/2016/11/30/problem-defining-autonomous-weapons/. 
85 Jenks, C. (2016). The Distraction of Full Autonomy & the Need to Refocus the CCW 

LAWS Discussion on Critical Functions. Legal Studies Research Paper, SMU Dedman 

School of Law. 
86 Horowitz, M. C. (2016). "Why Words Matter: The Real World Consequences of Defining 

Autonomous Weapons Systmes." Temp. Int'l & Comp. LJ 30, 85. 
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deployment stages).87 This thesis builds on this basic understanding and, building on a division 

first used by Human Rights Watch, uses a three-category system for grouping weapon systems 

based on the level to which certain ‘critical functions’ are handled without meaningful human 

input. Before moving on to describing these categories, it is important to define the RMA itself, 

Lethal Autonomous Weapon Systems. 

 

2.3.1: The Ongoing Debate on How to Define a Lethal Autonomous Weapon System 

  

Developing a definition for a complete Lethal Autonomous Weapon System is arguably one of 

the major stumbling blocks to developing an effective international response to the emergence 

of increasingly autonomous military technology, whether this is regulation or a developmental 

ban. As a result of political and practical issues, the international group of experts convened by 

the United Nations has been unable to generate a definition of autonomous weapon systems 

that would be universally agreed or that could operate as the basis for a pre-emptive 

development ban. In this gap various actors, from states to arms companies to scholars, have 

developed competing definitions for what they would consider Lethal Autonomous Weapon 

Systems.    

 The most commonly referred to definition of lethal autonomous weapon systems 

originated in a 2012 US Department of Defence directive on autonomous weapon systems. This 

directive outlined the United States Department of Defense’s view on developing autonomous 

capability for weapon systems and the level of human involvement required. This document 

defines a weapon as fully autonomous if when activated, it “can select and engage targets 

 
87 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
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without further intervention by a human operator”.88 Interestingly, Directive 3000.09 lists a 

requirement for sufficient training for human operators, which indicates s recognition that 

human operators would have to retain some level of oversight over any use of force decisions. 

The concern of how to balance the need to achieve effectiveness in a battlespace characterised 

by an operational tempo that is potentially beyond the capacity of human reaction time, while 

also maintaining sufficiently effective human oversight to guard against unintended 

engagements89 is apparent in this directive. Finally, Directive 3000.09 also contained a built-in 

process for obtaining waivers for development, deployment or even the transfer of, lethal 

autonomous weapon systems in situations that potentially contravene the policy.90  Despite 

being due to expire at the end of 2017, Directive 3000.09 was still in effect at the time of writing 

and features prominently in the developing discourse on LAWS. As the most commonly cited 

state definition for autonomous weapon systems, the Directive 3000.09 definition has been used 

as the starting point for the definitions used by multiple other actors, including non-

governmental organisations (such as the Campaign to Stop Killer Robots).91 While this 

definition has found traction amongst scholars, it has largely been received critically. For 

example, Heather Roff criticised the DoD definition because the terms select and engage are 

open to interpretation.92 Rebecca Crootof emphasised the weapon’s ability to process 

information to make targeting decisions,93 while Michael Horowitz emphasised the ability to 

 
88 Defence, D. o. (2012). Directive 3000.09. 
89 Directive 3000.09 defines ‘unintended engagements’ as “The use of force resulting in 

damage to persons or objects that human operators did not intend to be the targets of U.S. 

military operations.” - Defence, D. o. (2012). Directive 3000.09. 
90 Defence, D. o. (2012). Directive 3000.09. 
91 Robots, C. t. S. K. "The Problem."   Retrieved 29 August 2017, from 

http://www.stopkillerrobots.org/the-problem/. 
92 Heather Roff quoted in Conn, A. (2016). "The Problem of Defining Autonomous 

Weapons." Future of Life Institute https://futureoflife.org/2016/11/30/problem-defining-

autonomous-weapons/. 
93 “A weapon system that, based on conclusions derived from gathered information and 

preprogramed constraints, is capable of independently selecting and engaging targets" – 

Rebecca Crootof quoted in Horowitz, M. C. (2016). "Why Words Matter: The Real World 

Consequences of Defining Autonomous Weapons Systmes." Temp. Int'l & Comp. LJ 30, 85. 
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select a target that was not pre-selected by an operator.94 Notwithstanding scholarly critique, 

the DoD definition is arguably the natural starting point for developing a working definition of 

autonomous weapon systems.  

 Despite its flaws, the US DoD definition does represent a more realistic, if non-specific, 

view of autonomy in weapon systems than the definitions adopted by some other states. The 

UK Ministry of Defence definition, for example, refers to autonomous systems having the 

capability to understand “higher level intent and direction” and that individual actions “may not 

be” predictable.95 This seems to indicate that a platform or military system must possess 

artificial intelligence with a level of self-awareness that bleeds into the field of General AI. It 

is highly unlikely that any state actor would countenance the development of weapons that they 

could not predict, even if it were technologically possible to create LAWS with the capacity to 

interpret higher level intent. The concept of this level of full autonomy has been justifiably 

dismissed as a distraction in the literature,96 as an approach driven by this definition simply 

does not account for the weapon systems that are actually in development. 

 On the 14th of April 2018, China became the first permanent member of the Security 

Council to publicly endorse a ban on the use of Lethal Autonomous Weapon Systems.97 This 

surprise announcement was initially seized on as a victory by the Campaign to Stop Killer 

Robots and covered extensively in the media, but closer analysis identifies this announcement 

as an important example of  how states can utilise definitional factors to gain influence over the 

 
94Horowitz, M. C. (2016). "The Ethics & Morality of Robotic Warfare: Assessing the Debate 
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School of Law. 
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Autonomous Weapons Systems." Lawfare, April 17, 2018, 
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development of LAWS as an emerging RMA.  

The Chinese definition of Lethal Autonomous Weapon Systems is based around five 

characteristics, which serve to exclude other forms of increasingly autonomous military 

technologies from the discourse. The first characteristic is that a device must carry a “sufficient 

payload” and be intended to employ lethal force.98 While this would obviously cover LAWS 

that are designed to directly participate in combat, it would exclude those that carried a less-

than-lethal munitions package (such as the remote-operated ‘Skunkcopter’ UAV), or are 

designed for an anti-vehicle/munitions primary function. The second characteristic is an 

unusually high autonomy barrier, stating that a LAWS would have an “absence of human 

intervention and control” for the “entire process of executing a task”.99 China’s statement was 

vague about what it considers a “task”, this document could refer to a single use of force 

decision, the acquisition of a target or an entire deployed mission. Thirdly, and closely linked, 

the device should have no method of termination once activated to be considered a LAWS.100 

This would discount weapon systems that operate autonomously but can be overridden by a 

human overseer, such as the Phalanx Close in Weapon System. It is also highly unlikely that a 

state would deploy a weapon they had no way of deactivating or assuming control over, 

especially given the comparatively nascent state of artificial intelligence technology.  

The fourth characteristic is that the device must have an indiscriminate effect, that the 

device would “execute the task of killing and maiming regardless of conditions, scenarios and 

targets”.101 This is an interesting inclusion because international humanitarian law already 

forbids the use of weapon and weapon platforms that are incapable of being operated in a 

discriminate manner. The inclusion of this characteristic is complemented by the latter 

 
98 CCW, C. D. t. (2018). Position Paper. 
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statement in the same announcement that a fully autonomous weapon system would be 

incapable of satisfying the legal requirement of discriminate use of force. The question of 

whether a fully autonomous platform could abide international law in the use of discriminate 

force is central to the debate surrounding LAWS and has been at the forefront of publicly visible 

developments in the space. As an example, the Super Aegis II is capable of distinguishing 

between uniforms and offers clear warnings before engaging to reduce the chances of using 

lethal force against civilians. Finally, the Chinese definition includes the characteristic that 

LAWS would be able to evolve and learn through interaction with the environment they are 

deployed into in such a way that they “expand its functions and capabilities in a way exceeding 

human expectations”.102 This final characteristic leans closer to the UK’s definition of fully 

autonomous weapons and is effectively arguing that the presence of an actively evolving 

artificial intelligence is necessary for a weapon system to be considered a LAWS. The concept 

that LAWS are being developed with high level artificial intelligence has been widely criticised 

by scholars and defence personnel but is a common point raised by concerned NGOs and 

smaller states. While it is possible, it is beyond the realm of current technology and whether 

states would even be interested in a learning autonomous weapon has been criticised as 

unrealistic.  

There are many reasons that the Chinese definition of Lethal Autonomous Weapons is 

particularly important. Aside from their obvious influence as a permanent member of the 

security council, autonomous military technology is emerging as a key force multiplier, a factor 

that is of obvious importance in the context of the Sino-American rivalry and Chinese military 

modernisation.  Furthermore, China has a proven track record of using and then ignoring 

international law as a tactic for advancing their interests, as an example consider China’s 

reaction to being ruled against by the UN permanent court of arbitration in its case against the 
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Philippines over territorial disputes in 2016.103 Finally, China has already emerged as a major 

exporter of unmanned aerial vehicles (armed and unarmed) to both state and non-state actors.104 

Indeed the 2017 decision to reduce export restrictions on United States companies was partially 

motivated by a desire to counterbalance the market dominance achieved by China in the UAV 

export market. While China’s decision to support a ban on the development and use of 

autonomous weapon systems seems to be a victory for those opposed to LAWS, the actual 

content of their announcement reveals the importance of definitional agreement. 

The Chinese announcement clearly excludes large aspects of the developing autonomous 

military market; however, it has proven quite common in the definitional debate for state and 

scholarly actors to put forward definitions that have additions that limit the scope of their 

application. The inclusion of “Lethal” in LAWS excludes weapon platforms that are designed 

to utilise less-than-lethal ammunition or guide other munitions, while the requirement of ‘higher 

level’ autonomy excludes the plethora of human supervised weapon systems that are already 

deployed or in development. As encountered by the UN-sponsored Group of Governmental 

Experts on LAWS this disagreement on a common definition hampers efforts to develop either 

a ban or effective regulatory controls.105  

It appears, therefore, that the most effective way to analyse the impact of autonomous 

weapon systems is to link their definition to a functional assessment of the level of independent 

control the platform has over its ‘critical functions’. The critical functions of a weapon system 

 
103 Zhou, L. (2016). 'China’s foreign ministry joins war of words against Singapore over 

South China Sea dispute'. 27 September 2016, South China Morning Post. 
104 Ewers, E. C., L. Fish, M. C. Horowitz, A. Sander and P. Scharre (2017). ‘Drone 

Proliferation: Policy Choices for the Trump Administration’. Papers for the President, Center 

for a New American Security. 
105 Watch, H. R. (2019, 19 August 2019). "‘Killer Robots:’ Russia, US Oppose Treaty 

Negotiations: New Law Needed to Retain Meaningful Human Control Over the Use of 

Force."   Retrieved 20/08/2019, from https://www.hrw.org/news/2019/08/19/killer-robots-

russia-us-oppose-treaty-negotiations. 
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are the processes used to select, acquire, track and attack targets.106 These processes are 

considered critical because they become the core of the kill chain107 once human supervision is 

removed108. The level of control over these functions is central to the ICRC definition of 

autonomous weapon systems.109 This thesis adopts a functional assessment-based definition of 

fully autonomous weapon systems. However, a weapon platform that satisfies this definition 

would not be readily available to all states and non-state actors, nor necessarily would it be the 

preferred version of this innovation for every actor. Therefore, this thesis adopts commonly 

utilised functional categories to identify three distinct types of autonomous weapon platform. 

While the fully developed RMA would be a fully autonomous weapon platform capable of 

employing lethal force, as with prior innovations, this should not blind the researcher to 

considering the impact of the adoption of closely related, albeit less advanced, versions.   

The complex definitional debate surrounding the term Lethal Autonomous Weapon 

System is one of the key reasons that international efforts to implement a pre-emptive ban have 

stalled. There are currently seven states that are publicly developing autonomous military 

technology: the United States, South Korea, China, Russia, India, the United Kingdom and 

Israel, though none has admitted to possessing a functioning fully autonomous weapon 

 
106 ICRC (2014). Autonomous weapon systems: Technical, military, legal and humanitarian 

aspects. Expert Meeting. Switzerland.  

107 The ‘kill chain’ is a commonly used term within the US military and in the relevant 

academic literature. It refers to the targeting process used in air strikes, which comprises of 

Find, Fix, Track, Target, Engage, and Assess (F2T2EA). It is enshrined in US Air Force 

doctrine and also referred to as the “Dynamic Targeting” process. - Education, C. E. L. C. f. 

D. D. a. (2017). 'Annex 3-60 Targeting', Command. United States Air Force Air Education 

and Training Command, Maxwell Air Force Base: Montgomery, Alabama,. 

108Cheater, J. C. (2007). Accelerating the Kill Chain via Future Unmanned Aircraft. C. f. S. a. 

T. A. W. College.  

109 “Any weapon system with autonomy in its critical functions. That is, a weapon system that 

can select (i.e. search for or detect, identify, track, select) and attack (i.e. use force against, 

neutralize, damage or destroy) targets without human intervention.” - ICRC (2015). 

International Humanitarian Law and the Challenges of Contemporary Armed Conflicts, 

International Committee of the Red Cross.  
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system.110 Only 19 countries publicly support an outright developmental ban, however, this 

support is based on divergent conceptual understandings of ‘fully autonomous weapons’. The 

clear majority of the 63 other states that have publicly stated a position support the continuation 

of governmental discussions.111 This shows that, while the majority of states do not support a 

pre-emptive ban, they are concerned and willing to continue high-level discussions towards 

generating a normative and legal framework to control the impact of LAWS. Outside the land 

of government press releases, the 2017 intergovernmental meeting of experts was cancelled, 

ostensibly due to a lack of funds. The ‘discussion’ advocated by the majority of states this year 

has therefore been largely organised by non-governmental organisations, scholarly 

communities and regional inter-state bodies. The development of autonomous military 

technology has not comparably slowed during this process, bringing us closer to the 

introduction of fully autonomous military technology without an effective normative 

framework to govern its impact. 

 

2.3.2: Assumptions of Lethal Autonomous Weapon System Development  

 

For the purposes of analysis, this thesis makes four assumptions about first- and second-

generation LAWS. This thesis focuses on first- and second-generation LAWS because of its 

focus on innovation and diffusion, all major military innovations have evolved over time 

following their initial impact period. It is neither possible to know how autonomous weapon 

systems will look in fifty years nor as useful as an examination based on current or in-

 
110 ICRC (2016). 'Views of the International Committee of the Red Cross (ICRC) on 

autonomous weapon system'. Convention on Certain Conventional Weapons (CCW) Meeting 

of Experts on Lethal Autonomous Weapons Systems (LAWS) Geneva. 

111 Robots, C. t. S. K. (2017). Country Views on Killer Robots: 11 October 2017. 
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development technologies and operational concepts.. The first assumption is that autonomous 

military technology development will continue to focus on platforms, rather than munitions or 

completely independent systems. Fully autonomous weapon systems would necessitate 

removing human control on a strategic level, something that Southeast Asian states are unlikely 

to be interested in pursuing due to the strategic risk. Equally, however, because munitions are 

designed to be expendable, limiting their return on investment, there would be comparatively 

little advantage in developing autonomously operating munitions rather than supervised 

munitions. Weapon platforms are a good focus given that LAWS are intended to make tactical 

decisions to use force and are designed to be re-useable.112  

Secondly, it is assumed that no state will deploy a weapon system that completely 

separates humans from the decision to employ lethal force, at least in a ground-based role. The 

caveat to this assumption is that, to be effective, LAWS are likely to have control over the 

immediate release of force, with human operators placed further back in the kill chain. 

Therefore, this thesis assumes that land-based platforms will be primarily ‘Human on the Loop’ 

systems, while sea and air based systems will be closer to the US Department of Defence 

definition of a fully autonomous weapon. This assumption is supported by the majority of 

country position statements to the first two international Meetings of Experts on LAWS and the 

literature.  

Thirdly, this thesis assumes that non-proliferation controls comparable to nuclear 

weapons will not be imposed, or at least will be ineffectual, in the case of Lethal Autonomous 

Weapon Systems. This is primarily due to the nature of software-based technology, which is 

inherently more vulnerable to duplication or proliferation. Furthermore, this thesis assumes that 

in the absence of such controls, states will be willing to export complete autonomous weapon 

 
112 Horowitz, M. C. (2016). "Why Words Matter: The Real World Consequences of Defining 

Autonomous Weapons Systmes." Temp. Int'l & Comp. LJ 30, 85. 
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platforms to friendly states. This could occur in multiple ways, including traditional arms export 

agreements, co-development agreements or technology exchanges.  A key component of this 

assumption is that private defence firms will be allowed to market weapon platforms of varying 

levels of autonomy to Southeast Asian states. Based on current advertising by large defence 

contractors in the United States, this is clearly an assumption that is shared by the defence 

industry.  

This thesis further assumes that LAWS will not become of sufficient complexity and 

security that they cannot be mass-produced by developing states or replicated by smaller states 

and non-state actors. This assumption is based on the current diffusion and proliferation of 

remote-operated military systems, especially remote-operated combat aircraft, which are 

expected to have fully diffused by 2020. This assumption is also supported by the recent history 

of cyber-weaponry being stolen or replicated by non-state actors and smaller states. While the 

WannaCry attack in May 2017 was linked to North Korea, Microsoft subsequently blamed the 

NSA, claiming that the underlying exploit had been stolen from the agency’s stockpile of cyber 

weapons. In short, this thesis assumes that LAWS will not be of sufficient complexity that the 

underlying technology does not diffuse in Southeast Asia. 

 

2.4: Autonomous Military Technology in the Literature: 

 

Beyond the definitional challenges, a review of scholarly and governmental literature published 

on the subject of Lethal Autonomous Weapon Systems demonstrates its nature as a fairly new 

but rapidly expanding field of research that is also of great interest to a wide range of non-

scholarly actors. At the centre of this emerging scholarly understanding is a debate on how 

Lethal Autonomous Weapon Systems would interact with International Humanitarian Law 

(IHL), otherwise known as the Laws of Armed Conflict (LOAC).  This debate has split scholars 
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and ensured that the vast majority of published works have remained focused on whether 

International Humanitarian Law (IHL) can effectively regulate autonomous military 

technology. At the centre of this debate is the question of whether a pre-emptive ban on the 

development of autonomous military technology is warranted. 

Two major camps have formed in the scholarly community: those in favour of a ban, who 

are supported by multiple NGOs and those against a developmental ban. The former argue that 

AWS violate international humanitarian law113 and international human rights law.114 

Academics that oppose autonomous weapon technology include Asaro,115 Crootof116 and 

Singer.117 Large NGOs118 and the former UN Special Rapporteur on Extrajudicial Killings have 

also published calls for a ban on the basis of ethical, moral and legal objections to “killer 

robots”.119 At the forefront of the drive for a pre-emptive ban is an NGO, the Campaign to Stop 

 
113 Sharkey, N. (2010). "Saying ‘no!’to lethal autonomous targeting." Journal of Military 

Ethics 9:4, 369-383; Institute, F. o. L. (2015). Autonomous Weapons: An Open Letter from 

AI and Robotics Researchers; Sauer, F. (2016). "Stopping 'Killer Robots': Why now is the 

Time to Ban Autonomous Weapon Systems." from https://www.armscontrol.org/print/7713; 

Sharkey, N. (2017). "Why robots should not be delegated with the decision to kill." 

Connection Science 29:2, 177-186. 

114 International, A. (2015). 'Autonomous Weapons Systems: Five Key Human Rights Issues 

For Consideration'. Amnesty International: London. 

115 Asaro, P. M. (2008). "How just could a robot war be." Current issues in computing and 

philosophy, 50-64; Asaro, P. M. (2016). 'The liability problem for autonomous artificial 

agents'. Ethical and Moral Considerations in Non-Human Agents, 2016 AAAI Spring 

Symposium Series. 

116 Crootof, R. (2014). "The Killer Robots Are Here: Legal and Policy Implications." Cardozo 

Law Review 36, 3-51; Crootof, R. (2016). "A Meaningful Floor for 'Meaningful Human 

Control'." Temple International and Comparative Law Journal 30:1. 

117 Singer, P. W. (2009). 'Wired for War: The Robotics Revolution and Conflict in the 21st 

Century'. Penguin Publishing Group; Singer, P. W. and A. Cole (2015). 'Ghost fleet: A novel 

of the next World War'. Houghton Mifflin Harcourt. 

118 Docherty, B. (2012). 'Losing Humanity: The Case Against Killer Robots', Human Rights 

Watch. 

119 Heyns, C. (2013). "Report of the Special Rapporteur on Extrajudicial, Summary or 

Arbitrary Executions (A/HRC/23/47)." United Nations General Assembly; Heyns, C. (2017). 
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Killer Robots, extremely active advocates who have amassed support from large swathes of the 

academic and business community.120 This group also keeps a list of country positions on Lethal 

Autonomous Weapon Systems that identifies states who are in favour of a developmental 

ban.121  

A smaller, but still substantial, body of scholarly work argues that a pre-emptive ban 

would not have the impact suggested by advocates. Those scholars who oppose a ban argue that 

a ban would be ineffective,122 that the use of LAWS is sufficiently regulated by existing 

international laws and norms,123 or that it is too late for a ban and that effective regulation is 

now needed.124 Among opposing scholars, the underlying logic is that responsible design and 

deployment within existing IHL and other normative frameworks is the most effective way to 

regulate the impact of Lethal Autonomous Weapon Systems. Anderson and Schmitt are both 

prominent academics who have argued in favour of alternative responses to a ban under IHL.125 

As an example, Kastan argues that, while a ban is unnecessary, specialised military procedures 

 

"Autonomous weapons in armed conflict and the right to a dignified life: an African 

perspective." South African Journal on Human Rights 33:1, 46-71. 

120 Sample, I. (2017). Ban on killer robots urgently needed, say scientists. 13 November 2017, 

The Guardian. https://www.theguardian.com/science/2017/nov/13/ban-on-killer-robots-

urgently-needed-say-scientists. 
121 Robots, C. t. S. K. (2017). Country Views on Killer Robots: 11 October 2017. 

122 Schmitt, M. (2013). "Autonomous Weapon Systems and International Humanitarian Law: 

A Reply to the Critics." Harvard National Security Journal Features. 

123 Anderson, K., D. Reisner and M. C. Waxman (2014). "Adapting the Law of Armed 

Conflict to Autonomous Weapon Systems." International Law Studies 90, 386-411. 

124 Sehrawat, V. (2017). "Autonomous weapon system: Law of armed conflict (LOAC) and 

other legal challenges." Computer Law & Security Review 33:1, 38-56. 

125 Schmitt, M. (2013). "Autonomous Weapon Systems and International Humanitarian Law: 

A Reply to the Critics." Harvard National Security Journal Features; Anderson, K., D. 

Reisner and M. C. Waxman (2014). "Adapting the Law of Armed Conflict to Autonomous 

Weapon Systems." International Law Studies 90, 386-411. 

https://www.theguardian.com/science/2017/nov/13/ban-on-killer-robots-urgently-needed-say-scientists
https://www.theguardian.com/science/2017/nov/13/ban-on-killer-robots-urgently-needed-say-scientists
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and adaptions to IHL are needed.126 This body of scholarly thought is more closely aligned with my 

perspective.  

Advocating for a pre-emptive ban on autonomous military technology requires one to 

wilfully minimise or ignore the dual-use, software-based nature of its enabling technologies. It also 

requires that one discount the fact that no weapon system currently exists (based on public 

knowledge) that crosses the line between ‘highly automated’ and ‘autonomous’, although 

admittedly there remains no universal agreement about where to draw that line or even how to 

objectively measure the autonomous capability of a given platform. 

Furthermore, even if we were to ignore the limitations of current technology, it is difficult to 

support the related argument127 that existing legal weapon review processes would be insufficient 

for evaluating whether autonomous weapon systems are a legal method (or tool) of warfare, which is 

distinct from whether a particular LAWS is deployed in a manner consistent with the principles of IHL.  

Article 36 of Additional Protocol I of the 1949 Geneva Conventions already requires that states 

conduct a formal legal review before the procurement of any new weapon system to determine whether 

it inherently offends IHL,128 as well as the risks posed in the event of misuse or malfunction.129 As early 

as the April 2016 CCW Meeting of Governmental Experts on LAWS multiple states publicly agreed 

that, as with any new weapon system, LAWS should be subject to legal review. It is not unusual for 

states to alter their process for conducting legal weapon reviews following the emergence of novel or 

evolutionary weapon systems.130 Australia presented a detailed description of its System of Control and 

 
126 Kastan, B. (2013). "Autonomous Weapons Systems: A Coming Legal “Singularity”?" 

Journal of Law, Technology & Policy 45:1, 45-82. 

127 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
128 Schmitt, M. (2013). "Autonomous Weapon Systems and International Humanitarian Law: 

A Reply to the Critics." Harvard National Security Journal Features. 
129 Geneva Academy (2014). 'Academy Briefing 8: Autonomous Weapon Systems under 

International Law', Geneva: Geneva Academy of International Humanitarian Law and Human 

Rights. 
130 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
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Applications for Autonomous Weapon Systems (which included legal review) as part of its submissions 

to the August 2019 meeting of the CCW Group of Governmental Experts on LAWS.  

Evaluating whether an emergent weapons system is a just method of warfare, the core purpose of 

an Article 36 review, relies on three principles, none of which are necessarily offended by shifting the 

decision to identify and engage targets to a machine. Firstly, the weapon system cannot inherently cause 

severe environmental damage.131 Secondly, the weapon must not be indiscriminate,132 incapable of 

differentiating between targets. Cluster munitions and biological weapons are examples of 

indiscriminate weapons. Importantly, this standard applies to the armament itself rather than the identity 

of the weapon’s user.133 Therefore, so long as the armament is not indiscriminate (as cluster munitions) 

then whether the delivery platform is manned, remotely operated or autonomous is not a determinant 

factor in an Article 36 review. 

Thirdly, the humanity standard holds that belligerents do not have an unlimited right to adopt 

means to injure the enemy134 and thus weapons cannot inherently cause unnecessary suffering. This 

standard bans weapons that are “of a nature” to cause superfluous injury or unnecessary suffering.135 

Blinding lasers and exploding small arms ammunition both violated this standard. Merely controlling a 

weapon platform remotely (drones) or enabling it to make targeting decisions independently (LAWS) 

would not influence whether it inherently violates this standard.136 This standard merely requires that 

belligerents do not inflict unnecessary suffering in pursuit of a military objective. There is no evidence 

that (for example) a drone strike would cause significantly more direct injury or suffering than the 

 
131 Pilloud, C., Sandoz, Y., Swinarski, C. & Zimmermann, B. (1987). ‘Commentary on the 

additional protocols: of 8 June 1977 to the Geneva Conventions of 12 August 1949’, Leiden: 

Martinus Nijhoff Publishers. 
132 This is different from the principle of distinction, which relates to the way a weapon 

system is used. 
133 Schmitt, M. & Thurnher, J. (2012). “Out of the Loop: Autonomous Weapon Systems and 

the Law of Armed Conflict”, Harvard National Security Journal, 4, 231-281. 
134 Vogel, R. (2010). 'Drone Warfare and the Laws of Armed Conflict', Denver Journal of 

International Law and Policy, 45: 1, 45-82 
135 Pilloud, C., Sandoz, Y., Swinarski, C. & Zimmermann, B. (1987). ‘Commentary on the 

additional protocols: of 8 June 1977 to the Geneva Conventions of 12 August 1949’, Leiden: 

Martinus Nijhoff Publishers. 
136 Martin, C. (2015). “A means-methods paradox and the legality of drone strikes in armed 

conflict”, The International Journal of Human Rights, 19: 2, 142-75. 
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equivalent manned strike or traditional artillery bombardment.137  

Overall, the argument that existing legal review processes are insufficient in the case of 

increasingly autonomous weapon systems, or that LAWS inherently violate international humanitarian 

law does not reflect the focus of these standards, nor that the majority of (publicly acknowledged) 

unmanned systems (remote-operated, highly automated or even with limited autonomy) are 

generally platforms that carry legacy weaponry that has undergone previous legal review. For 

example, the South Korean Super-Aegis II (referred to in the introduction) is equipped with a 

12.7mm machine gun, versions of which have been regularly deployed by various militaries over 

the past sixty years. 

Whether delegating the decision to end a human life to a machine would be ethically justifiable 

or not, while an important question, is not considered by these standards. Instead, some advocates of a 

pre-emptive ban have argued that these ethical concerns would be sufficient to violate the Martens 

Clause,138 drawing parallels to the ban on blinding lasers, arguing that they also violated the principle 

of public conscience. Despite being an ongoing point of contention in the literature, it is difficult to 

evaluate the applicability of the Martens Clause simply because there is a dearth of large-scale studies 

of public opinion toward increasingly autonomous weapon systems.139 

Based on the available evidence, it seems clear that armed drones and LAWS are a legal method 

of warfare. However, on-going legal reviews of individual emerging weapon systems are essential to 

ensure that new models do not individually violate these standards. Even when inherently legal as a 

method of warfare, weapons must be utilised in a manner that is consistent with the IHL principles of 

proportionality, necessity, distinction and precautions in attack.  

 
137 Vogel, R. (2010). “Drone Warfare and the Laws of Armed Conflict”, Denver Journal of 

International Law and Policy, 45: 1, 45-82 
138 The Martens Clause requires that the legality of new weapon systems be subject to the 

principles of humanity and the dictates of public conscience in cases that are not covered by 

established international law - ICRC (2014). 'Autonomous weapon systems: Technical, 

military, legal and humanitarian aspects', paper presented to the Expert Meeting, Switzerland, 

26-28/03/2014.. 
139 This weakness in the literature is further explored later in this chapter. 
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The principle of proportionality establishes that belligerents cannot launch attacks that could be 

expected to cause a level of civilian death or injury or damage to civilian property that is excessive 

compared to the specific military objective of that attack.140 Attacks that recklessly cause excessive 

damage, or those launched with knowledge that the toll in civilian lives would be clearly excessive, 

constitute a war crime.141 The test under customary international law applies a subjective ‘reasonable 

commander standard’ based on the information available at the time.142 To be deployed in a manner that 

complies with IHL an autonomous platform would require the ability to reliably assess proportionality. 

Current generation artificial intelligence is unable to satisfy a standard that was designed and interpreted 

as subjective,143 although this could change as sensor technology develops.144 

The principle of military necessity reflects the philosophical conflict between applying lawful 

limitations to conflict and accepting the reality of warfare.145 The principle of military necessity requires 

belligerents to limit armed attacks to “military objectives” that offer a “definite military advantage”.146 

Furthermore, attacks against civilian objects and destruction or seizure of property not ‘imperatively 

demanded by the necessities of war’ are considered war crimes.147 This principle cannot be applied to a 

particular weapon platform as a whole; rather it must be considered on a case-by-case basis.148 

 
140 Dinstein, Y. (2016). ‘The Conduct of Hostilities Under the Law of International Armed 

Conflict’, Cambridge: Cambridge University Press. 
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conflict”, The International Journal of Human Rights, 19: 2, 142-75. 
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The principle of distinction requires belligerents to distinguish between combatants and non-

combatants as well as between military and civilian objects (including property),149 and is the most 

challenging principle for a military to utilise LAWS in accordance with. At its core an autonomous 

weapon system is a series of sensors feeding into a processor; interpreting data to make an active 

identification and evaluation of a potential target.150 This is distinct from an automatic weapon, which 

fires once it encounters a particular stimulus, such as an individual’s weight in the case of landmines. 

The technology does not currently exist that would allow LAWS to reliably identify illegitimate targets 

in a dynamic ground combat environment. A deployed LAWS would need a number of features 

including the ability to receive constant updates on the battlefield circumstances;151 recognition software 

to recognize the difference between combatants and non-combatants as well as between allies and 

enemies in an environment where neither side always wears uniforms; and the ability to recognize when 

an enemy combatant has become hors de combat. There are too many variables on the modern 

battlefield, particularly in a counter-insurgency operation, for any sort of certainty that autonomous 

weapons will always make the same decision.152  

Overall, it is insufficient to push for the imposition of a development or deployment ban 

under international humanitarian law on an innovation that has not yet fully emerged. Beyond 

its questionable practicality, this push has become so central to the discourse surrounding LAWS that it 

is stifling progress toward arguably more effective outcomes such as: a standard function-based 

definition; a stronger understanding of the technological limitations among policy-makers and 
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152 Stevenson, B., Sharkey, N., Marsh, N., and Crootof, R., (2015). ‘Special Session 10: How 

to Regulate Autonomous Weapon Systems’, Paper presented at the 2015 EU Non-

Proliferation and Disarmament Conference, International Institute for Strategic Studies, 

Brussels. 



Page | 51  
 

end-users; changes to operational procedures to improve accountability; or standardising the 

benchmarks for Article 36 reviews of AI-enabled weapon platforms. 

The second theme in the scholarly literature examining autonomous military technology 

is the practicality of programming normative frameworks (specifically IHL) and ethical 

behaviour controls into otherwise fully autonomous weapon platforms.153 The main proponent 

of installing ethical controls into autonomous weapon systems was Arkin, who first proposed 

the use of ‘ethical governors’ in 2008. Arkin’s governors would consist of decision gateways, 

based on basic IHL principles, which a LAWS would progress through in determining whether 

to use force.154  Comparing these governors to written rules of engagement for human soldiers 

would be a simplified but effective conception. Alternative methods proposed in the literature 

include facial and pattern recognition technology, predictive behaviour systems and advanced 

machine learning.155 In opposition to these proponents there are academics such as Wagner and 

Sparrow. The former argues that LAWS are fundamentally incapable of abiding by the spirit of 

IHL and ethical conflict. This is partly due to the subjective nature of applying the 

proportionality principle but he also points to the ethical problem of LAWS being physically 
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Page | 52  
 

incapable of compassion and empathy, 156 an issue that has also been raised by Sparrow.157 The 

core contention of these works is whether there is a technological solution to the practical and 

ethical problems with giving robots the ability to autonomous use lethal force. Although this 

thesis does not directly contribute to this debate, it does integrate the work of roboticists such 

as Arkin, the concerns of ethicists like Wagner and a technical engineering perspective into its 

theoretical approach.   

While the concept of putting a robot on trial is farcical, there has never been a need for 

the international community to contemplate accountability when the violation cannot be 

directly attributed to a human. This question of liability is another key theme in the literature, 

although it is mostly occurring in scholarly works and publications by think tanks, with 

organisations and states staying relatively quiet. The question of how to determine liability for 

the actions of autonomous weapons stems from one of the earliest supervised autonomous 

weapon system (the Aegis Combat System),158 which was involved in the downing of Iran Air 

Flight 655.159 The challenge behind this question is simply that LAWS are robots, non-sentient 

objects that cannot be held accountable for violations of international law, to further the above 

example imagine the ludicrousness of jailing an autonomous weapon. The leading academic 

proposals in response to this issue focus on combining extended forms of command 
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47, 1371. 

157 Sparrow, R. (2015). "Twenty Seconds to Comply: Autonomous Weapons Systems and the 

Recognition of Surrender." Int'l L. Stud. Ser. US Naval War Col. 91, 699; Sparrow, R. (2016). 

"Robots and Respect: Assessing the case against Autonomous Weapon Systems." Ethics and 

International Affairs 30:1, 93-116. 

158 The Australian Navy chose to equip its Hobart Class Air Warfare Destroyers with an 

upgraded version of this platform. Mugg, J., Zoe Hawkins, and John Coyne (2016). "AWD 

Combat System: An Upgrade for the Aegis." ASPI Strategic Insights, July 2016. 
159 Kastan, B. (2013). "Autonomous Weapons Systems: A Coming Legal “Singularity”?" 

Journal of Law, Technology & Policy 45:1, 45-82. 
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responsibility and commercial product liability.160 Margulies’ dynamic diligence approach is 

an extension of the former,161 while Crootof focused on the latter.162 In response to this gap, the 

international community has seized on the concept of Meaningful Human Control, a concept 

that has no commonly accepted meaning but seems to be accepted by the majority of actors. 

The concept of Meaningful Human Control arose as a response to this “accountability 

gap”163 and has been a major talking point at each meeting of experts. Despite its prominence 

in the literature and government policy, there is no universal agreement on the limits of its 

meaning. For example, Heyns has previously written that autonomous law enforcement 

weapons would still be under meaningful human control if a human authorised that specific 

target and instance of force, even if the weapons did not engage immediately. The literature has 

begun to push back against this lack of definitional clarity, as well as the murkiness surrounding 

definitions of autonomy in the military context.164 As a prominent example, Crootof has 

 
160 Sharkey, N. (2011). "The automation and proliferation of military drones and the 

protection of civilians." Law, Innovation and Technology 3:2, 229-240; Crootof, R. (2016). 

"A Meaningful Floor for 'Meaningful Human Control'." Temple International & Comparative 

Law Journal 30; Margulies, P. (2016). "Making Autonomous Weapons Accountable: 

Command Responsibility for Computer-Guided Lethal Force in Armed Conflicts." Research 

Handbook on Remote Warfare, Jens David Ohlin (ed.), Edward Elgar Press. 

161 Margulies, P. (2016). "Making Autonomous Weapons Accountable: Command 

Responsibility for Computer-Guided Lethal Force in Armed Conflicts." Research Handbook 

on Remote Warfare, Jens David Ohlin (ed.), Edward Elgar Press. 

162 Crootof, R. (2016). "War Torts: Accountability for Autonomous Weapons." University of 

Pennsylvania Law Review, 164:6. 

163 Krishnan, A. (2009). "Automating War: The Need for Regulation." Contemporary Security 

Policy 30:1, 172-193; Kastan, B. (2013). "Autonomous Weapons Systems: A Coming Legal 

“Singularity”?" Journal of Law, Technology & Policy 45:1, 45-82; Hammond, D. N. (2014). 

"Autonomous weapons and the problem of state accountability." Chi. J. Int'l L. 15, 652; 

Wagner, M. (2014). "The Dehumanization of International Humanitarian Law: Legal, Ethical, 

and Political Implications of Autonomous Weapon Systems." Vand. J. Transnat'l Law. 47, 

1371; Walsh, J. I. (2015). "Political accountability and autonomous weapons." Research & 

Politics 2:4. 

164 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
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challenged the blind acceptance of Meaningful Human Control.165 Instead her work explores 

how the concept of Meaningful Human Control would interact with inconsistent domestic state 

laws as well as international humanitarian law. 166  In 2016 Horowitz published a meta-analysis 

of the various definitions of autonomy in the lethal autonomous weapon system space, which 

included reference to this lack of clarity around meaningful human control.167  

This thesis avoids extensive engagement with the issue of accountability for the actions 

of autonomous weapon systems. This is due to time, space and complexity limitations, which 

are particularly prevalent given its focus on Southeast Asian regional security.  This thesis does, 

however, engage with and evaluate the impact that such definitional disagreements has on 

counter-proliferation efforts when dealing with the emergence of Revolutions in Military 

Affairs. This thesis also explores the value of common definitions and legal inter-compatibility 

between regional actors as they establish a new normative framework in the wake of the 

emergence of an RMA, both historically and currently with autonomous weapon systems. 

While the majority of existing scholarly work relates to either the legal, ethical or moral 

consequences of developing and deploying autonomous weapon systems,168 there are also 

 
165 Crootof, R. (2016). "A Meaningful Floor for 'Meaningful Human Control'." Temple 

International & Comparative Law Journal 30. 

166 Ibid. 

167 Horowitz, M. C. (2016). "Why Words Matter: The Real World Consequences of Defining 

Autonomous Weapons Systmes." Temp. Int'l & Comp. LJ 30, 85. 

168 For example: Anthony, I., L. Grip and C. Holland (2014). 'The governance of autonomous 

weapons'. SIPRI Yearbook, Oxford: Oxford University Press; Dennet, D. (1996). 'When HAL 

Kills, Who’s to Blame?'. HAL’s Legacy: 2001’s Computer as Dream and Reality; D. Stork, 

MIT Press, Guetlein, M. A. (2005). Lethal autonomous weapons--ethical and doctrinal 

implications, DTIC Document; Asaro, P. (2008). "How just could a robot war be." 

Proceedings of the 2008 conference on Current issues in computing and philosophy, 50-64; 

Chamayou, G. (2011). "The manhunt doctrine." Radical Philosophy 169, 2-6; Gregory, D. 

(2011). "From a view to a kill drones and late modern war." Theory, Culture & Society 28:7-

8, 188-215; Coeckelbergh, M. (2013). "Drones, information technology, and distance: 

mapping the moral epistemology of remote fighting." Ethics and information technology 15:2, 

87-98; Krishnan, A. (2013). 'Killer Robots: Legality and Ethicality of Autonomous Weapons'. 

Ashgate Publishing Limited; Chamayou, G. (2015). 'Drone Theory'. Penguin Books Limited; 
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scholars who argue that the development of lethal autonomous weapons will reduce the impact 

of war on civilians, protect the lives of soldiers and minimise the brutality of war. The 

underlying current of their argument is that the widespread diffusion and proliferation of 

autonomous military technology could bring about “sterile” or “bloodless” warfare and that 

there is therefore a “moral duty” to develop autonomous military platforms. Proponents of this 

view include Strawser169 and Lucas. It is noteworthy that similar views were expressed about 

other disruptive military innovations.170 My view of this argument is that it is fundamentally 

flawed. Given historical precedent, it appears far more likely that the development of LAWS 

will merely provide states the ability to persecute armed action without risk to the aggressor. 

While lives will be lost, they will only be from the targeted community.171 This thesis critically 

engages with that belief and examines the security impact of smaller states gaining access to 

autonomous weapon systems. If proponents like Strawser were correct then the following 

analysis should support their contention. 

A closely related debate that is occurring principally among scholars whose main interest 

is ethical in nature centres on the asymmetry objection. This objection basically maintains that 

it is inherently unjust for a state to use vastly superior technology to inflict damage without any 

 

Gibbs (2015) "Musk, Wozniak and Hawking urge ban on warfare AI and autonomous 

weapons." The Guardian, 27 July 2015; Grant, H. (2015) "UN delay could open door to robot 

wars, say experts.", 6 October 2015; Horowitz, M. C. (2016). "The Ethics & Morality of 

Robotic Warfare: Assessing the Debate over Autonomous Weapons." Daedalus 145:4, 25-36. 

169 Strawser, B. J. (2010). "Moral predators: The duty to employ uninhabited aerial vehicles." 

Journal of Military Ethics 9:4, 342-368. 

170 For example, the inventor of the first mass-produced machine gun (Richard Gatling) 

believed that his invention would “supersede the necessity of large armies, and consequently 

exposure to battle and disease would be greatly reduced”. Chivers, C. J. (2010). 'The Gun: 

The Story of the AK-47'. Penguin Books Limited. 

171 Steuter, E. and D. Wills (2009). 'At war with metaphor: media, propaganda, and racism in 

the war on terror'. Lexington Books. 
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risk to its own personnel.172 While this is of obvious relevance to LAWS, similar objections 

have been raised in the context of other military inventions that increased the moral and physical 

distance between a combatant and their target.173 Kahn goes a step further, arguing that a 

conflict must involve a level of mutual risk to be objectively ‘just’.174 This is supported by 

Chamayou, who has referred to drone warfare as “cowardly and contemptuous”175 and argues 

that by removing the combatant from the risk of physical harm warfare is no longer a contest; 

rather it is closer to the application of state force in criminal prosecution.176 Schmitt, Whittle 

and Lucas challenge this position, arguing that there is no obligation for states to restrain their 

technological advantage to ensure “fairness” in the actual conduct of warfare.177 This view is 

consistent with public statements by senior U.S. military figures along the lines of “We're not 

interested in a fair fight with anyone”.178 While sections of this thesis make a general 

contribution to this debate, due to space and time constraints it is not a major focus.  

 In comparison to the above themes, the existing body of scholarly work does contain 

 
172 Galliott, J. C. (2012). "Uninhabited aerial vehicles and the asymmetry objection: A 
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173 Grossman, D. and L. W. Christensen (2007). 'On combat: The psychology and physiology 

of deadly conflict in war and in peace'. PPCT Research Publications: Belleville, IL; Singer, P. 

W. (2009). 'Wired for War: The Robotics Revolution and Conflict in the 21st Century'. 

Penguin Publishing Group; Docherty, B. (2012). 'Losing Humanity: The Case Against Killer 

Robots', Human Rights Watch. 

174 Kahn, P. W. (2002). "The Paradox of Riskless Warfare." Philosophy & Public Policy 

Quarterly 22:3, 2-7. - Cited in Galliott, J. C. (2012). "Uninhabited aerial vehicles and the 

asymmetry objection: A response to Strawser." Journal of Military Ethics 11:1, 58-66. 
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some weaknesses and gaps in understanding. The first key weakness is that it has largely 

emerged relatively recently. The majority of papers appeared from 2008 onward, although 

certain pioneering scholars were publishing as the early 2000s.179 The rate of publication has 

risen substantially since late 2014, which has helped inform the sporadic public debate. 

Unfortunately, the rapid development of the literature, combined with the highly restricted 

access to official technical data, has resulted in an unstable narrative riven by academic debate. 

This is particularly apparent from the papers released after each meeting of the UN Group of 

Governmental Experts on LAWS. Due to this fact, this thesis relies upon literature that was 

available at the time of writing, while this chapter was regularly updated during the writing 

process, the rapid expansion of scholarly work in the interim may impact the comprehensive 

nature of this thesis’ literature review. 

Another relatively weak section of the literature is a lack of data on non-U.S. public 

acceptance of using autonomous weapon systems in combat, to date there have only been three 

studies (two were U.S. based). Chronologically, Carpenter conducted the first study in 2013. It 

showed that 55% of respondents opposed autonomous weapons (39% strongly opposed).180 

Although its methodology was flawed,181 it is still widely referenced in official documents and 

 
179 Daniel C. Dennett appears to have been one of the earliest writers on autonomous 

weapons. Dennet, D. (1996). 'When HAL Kills, Who’s to Blame?'. HAL’s Legacy: 2001’s 

Computer as Dream and Reality. D. Stork, MIT Press. 

180 Carpenter, C. (2013). "US Public Opinion on Autonomous Weapons." Duck of Minerva 

Blog, http://duckofminerva.dreamhosters.com/wp-content/uploads/2013/06/UMass-

Survey_Public-Opinion-on-Autonomous-Weapons.pdf. 

181 The first methodological flaw was that the respondents were sourced from an online, 

rewards based private recruitment firm (YouGov). This method of respondent recruitment has 

well-known reliability problems, with recorded instances of individuals registering multiple 

accounts to gain more rewards. Secondly, Carpenter’s study is undermined by using leading 

and highly emotive questions. This is a topic that the general public would know very little 

about beyond their immediate association of ‘robotic weapons’ with the Terminator movie 

franchise. Horowitz’s findings demonstrated that contextualised questioning is particularly 

potent in this field. 
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the academic literature.  

The second U.S. study drew on two experiments conducted by Horowitz in 2015.182 

Horowitz found that the baseline level of opposition to autonomous weapons dropped from 

48% to 27% if autonomous weapons protected US soldiers and were more effective than 

remote-operated weapons.183 While Horowitz’s study was focused on the United States with a 

relatively limited respondent base, it does indicate that there are circumstances in which public 

opposition is diminished. These studies provide an initial level of insight into United States 

public opinion of autonomous weapons and have already been used to inform the international 

debate. 

The Open Roboethics Initiative (ORI) conducted only non-U.S. study in November 

2015.184 The results of this survey were fairly clear with 85% of respondents saying that LAWS 

should not be used offensively and 67% supporting a ban.185 The most common reason for 

opposing LAWS was that only humans should be allowed to make the decision to end life.186 

Unfortunately this survey did not meaningfully engage with the non-English speaking world, 

one of its stated aims. Although 11.6% of respondents were from South Korea, only two other 

 
182 The respondents in Horowitz’s study were generally younger (69% were under 40) and 

just over half were male (55%). Approximately 70% held positive general views toward 

robots and just over half were considered informed about the concept of an autonomous 

weapon - Horowitz, M. C. (2016). "Public Opinion and the Politics of the Killer Robots 

Debate." Research and Politics 3:1, 1-8. 

183 Horowitz, M. C. (2016). "Public Opinion and the Politics of the Killer Robots Debate." 

Research and Politics 3:1, 1-8. 

184 The ORI has left the survey open to continue collecting data, interested readers can view 

their most up to date results at this address: http://www.openroboethics.org/2015-laws-result/  

185 Initiative, O. R. (2015). Summary Report - The Ethics and Governance of Lethal 

Autonomous Weapons Systems: An International Public Opinion Poll, Open Roboethics 

Initiative  

186 Ibid. 
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non-western states had more than 10 respondents, Mexico (7%) and India (1.9%).187 This leaves 

a crucial gap in public understanding, particularly because South Korea and India are leading 

developers of LAWS.  

More recently there were two quite limited surveys commissioned by the Campaign to 

Stop Killer Robots, the first in 2017188 and the second in 2019.189 While these surveys included 

participants outside of the United States, no ASEAN member states were among the surveyed 

countries. These surveys found that opposition to autonomous weapons rising, hitting 61% in 

the second survey.190 However, in addition to not including Southeast Asian states, these 

surveys were quite limited in scope, with only those who indicated opposition being asked the 

survey’s second question. Finally, the data from these surveys is of questionable value for 

actually informing policy beyond supporting a general call for a ban, given Horowitz’s findings 

that the composition of the question was influential when measuring public reaction to 

LAWS.191 

This gap in understanding public perception of autonomous military technology extends 

to Southeast Asia. There are currently no scholarly publications available that examine 

Indonesian or Singaporean public opinion toward autonomous weapon systems. This is a major 

gap in the literature that could undermine domestic impetus for timely development of 

regulation. Addressing this literature gap in this thesis is not feasible due to the required scale, 

time commitment and resource cost. However, it is a key area for further research, particularly 

in a Southeast Asian context.   

 
187 Ibid. 

188 IPSOS (2017). Data for 2017 Campaign to Stop Killer Robots Survey. 
189 IPSOS (2019). Six in Ten (61%) Respondents Across 26 Countries Oppose the Use of 

Lethal Autonomous Weapons Systems. 
190 Robots, C. t. S. K. (2019). "Global poll shows 61% oppose Killer Robots." from 
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191 Horowitz, M. C. (2016). "Public Opinion and the Politics of the Killer Robots Debate." 

Research and Politics 3:1, 1-8. 



Page | 60  
 

Autonomous military technology has the capacity to fundamentally change how states 

conduct hostilities and, once it matures, will be relatively inexpensive compared to equally 

advanced military technology. However, despite the growing body of literature examining the 

proliferation of remote-operated systems (specifically unmanned combat air vehicles), there is 

little literature available that examines the impact that the diffusion of autonomous military 

technology will have on international security and the balance of power.  

Published scholarship focusing on the security impact of AWS and AI proliferation or 

diffusion includes several pieces by Horowitz,192 a research paper published by the Centre for 

a New American Security,193 a special issue of the Journal of Strategic Studies published in 

August 2019,194 and an earlier article written by Altmann and Sauer.195 While the recent uptick 

in scholarly interest is encouraging, these research efforts do not explicitly focus upon the 

expanded potential role of middle power states in the incubation and early post-demonstration 

point period of this innovation, nor do they engage with Southeast Asia.  

 
192 Horowitz, M. C. (2014). The Looming Robotics Gap: America's Global Dominance in 

Military Technology is Starting to Crumble. Foreign Policy; Horowitz, M. C. (2018). 
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Security Review 1:3. 
193 Horowitz, M. C., G. C. Allen, E. B. Kania and P. Scharre (2018). 'Strategic Competition in 

an Era of Artificial Intelligence'. Artificial Intelligence and International Security, Centre for 

a New American Security. 
194 Garfinkel, B. and A. Dafoe (2019). "How does the offense-defense balance scale?" Journal 

of Strategic Studies 42:6, 736-763; Schneider, J. (2019). "The capability/vulnerability paradox 

and military revolutions: Implications for computing, cyber, and the onset of war." Journal of 

Strategic Studies 42:6, 841-863; Sechser, T. S., N. Narang and C. Talmadge 

(2019)."Emerging technologies and strategic stability in peacetime, crisis, and war." Journal 

of Strategic Studies 42:6, 727-735; Talmadge, C. (2019)."Emerging technology and intra-war 

escalation risks: Evidence from the Cold War, implications for today." Journal of Strategic 

Studies 42:6, 864-887; Volpe, T. A. (2019)."Dual-use distinguishability: How 3D-printing 

shapes the security dilemma for nuclear programs." Journal of Strategic Studies 42:6, 814-

840; Williams, H. (2019)."Asymmetric arms control and strategic stability: Scenarios for 

limiting hypersonic glide vehicles." Journal of Strategic Studies 42:6, 789-813; Horowitz, M. 

C. (2019)."When speed kills: Lethal autonomous weapon systems, deterrence and stability." 

Journal of Strategic Studies 42:6, 764-788. 
195 Altmann, J. and F. Sauer (2017). "Autonomous weapon systems and strategic stability." 
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As an illustrative example, consider the opening set-piece in Horowitz’s contribution to 

the recent Journal of Strategic Studies special issue. Utilising the example of the Cuban Missile 

Crisis, Horowitz illustrated how the presence of autonomously operating weapon systems 

would have potentially increased the risk of escalation and undermined the United States’ effort 

to deter the Soviets from attempting to run their blockade. This was a valuable and well-

reasoned argument, presented through a well-known example of an international crisis.196 An 

alternative use of this example, however, would be to consider the impact if Cuba either 

interfered with the United States - Soviet Union standoff with unmanned platforms, or 

independently triggered an escalation with difficult to attribute autonomous weapon systems. 

As Barkawi and Laffey point out in their 2006 article, far from being subordinated to the will 

of their superpower ally, the Cuban government was a key influencer of Soviet behaviour 

during the Cuban Missile Crisis.197 The levelling effect of increasingly autonomous weapon 

systems gives smaller powers a greater level of agency in great power conflict and competition, 

a factor that has not been adequately considered in the literature. This gap is the main focus of 

this thesis, asking what happens if the modern Melians can capitalise on artificial intelligence 

and autonomous systems to offset the traditional power dominance of their great power patrons.  

The rise of autonomous military technology has sparked major scholarly and 

governmental interest in the prospect of Lethal Autonomous Weapon Systems. This interest has 

translated into a young but rapidly growing body of scholarly, governmental and technical 

literature. This body of understanding suffers from being segmented along discipline lines, 

which this thesis crosses with an inter-disciplinary approach. The key areas of scholarly 

understanding this thesis contributes to are the security impact of LAWS diffusing to minor 

states and non-state actors, the debate around whether to implement a ban on development and 

 
196 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
197 Barkawi, T. and M. Laffey (2006). "The postcolonial moment in security studies." Review 

of International Studies 32:2, 329-352. 
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the emerging understanding of the importance of a common definitional foundation for further 

regulation of this emerging technology. This thesis’ main contribution, however, is integrating 

the scholarly understanding of autonomous military technology with military diffusion and 

innovation theory to more accurately estimate the initial impact of the demonstration of Lethal 

Autonomous Weapon Systems as a complete and disruptive Revolution in Military Affairs. 

 

2.5: Military Innovation and Diffusion Theory: 

 

Historically, the development of new, paradigm-shifting technologies has been one of the main 

methods of increasing human influence over the natural environment. Nowhere has this been 

more apparent in the development of new ways to inflict violence and exert power. Within the 

commercial world, technological or process innovations that force structural change in the 

market by upsetting the orthodox market wisdom are known as disruptive innovations.198 The 

development of smartphones is an oft-cited example of a disruptive technology that has had 

widespread economic, social, political and military impacts.  

The closest military equivalent is generally considered to be Revolutions in Military 

Affairs, although other terms have been used. These are military innovations that disrupt the 

existing paradigm of human conflict and upset the pre-existing balance of power. Certain RMAs 

have historically been significant contributing factors in enabling or triggering hegemonic 

conflicts that marked the rise and fall of great powers. This section will summarise the major 

themes in the large body of scholarly work that exists which engages with military innovation 

and the diffusion of new technology. It will identify and evaluate key theories and extract 

 
198 Christensen, C. M. (2015). 'The Innovator's Dilemma: When New Technologies Cause 

Great Firms to Fail'. Harvard Business Review Press. 
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relevant pieces to establish the theoretical framework that underpins this thesis’ approach to 

understanding the impact of innovations that undermine transitions of international power.   

Despite the popular assumption of militaries as slow-moving, stagnant organisations that 

are adverse to change and change-makers (which have admittedly generally proven accurate), 

there is also a long list of major innovations that started their development with military 

funding; arguably the most famous being computers and the internet.199 While military 

bureaucracy certainly can stifle innovation,200 the reality is that advanced militaries 

(particularly the United States, the Republic of Korea and Singapore) rely upon their 

technological superiority over rivals to deter aggression and project stability. 

There is a large body of literature available that explores how military innovation occurs, 

Grissom presents a useful summary of the key theorists and theories.201 Within this body of 

literature there are a number of divergent understandings of how to categorise and understand 

military innovation. Scholars who have proffered particularly useful definitions of major 

innovations include Rosen,202 Grissom203 and Horowitz.204 Common across these definitions is 

 
199 Leiner, B. M., V. G. Cerf, D. D. Clark, R. E. Kahn, L. Kleinrock, D. C. Lynch, J. Postel, L. 

G. Roberts and S. Wolff (2009). "A brief history of the Internet." ACM SIGCOMM Computer 

Communication Review 39:5, 22-31. 
200 Grissom, A. (2006). "The Future of Military Innovation Studies." The Journal of Strategic 

Studies 29:5, 905-934. 
201 Ibid. 

202 Rosen defines a Major Innovation as “a change that forces one of the primary combat arms 

of  service to change its concepts of operation and its relation to other combat arms, and to 

abandon or downgrade traditional missions”… “new operational procedures conforming to 

those ideas.” - Rosen, S. P. (1988). "New ways of war: understanding military innovation." 

International Security 13:1, 134-168. 

203 An innovation must change “the manner in which military formations function in the field” 

in a manner that is “significant in scope and impact” and leads to greater military 

effectiveness - Grissom, A. (2006). "The Future of Military Innovation Studies." The Journal 

of Strategic Studies 29:5, 905-934. 

204 Major Military Innovations are “major changes in the conduct of warfare, relevant to 

leading military organizations, designed to increase the efficiency with which capabilities are 

converted to power.” - Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and 

Consequences for International Politics'. Princeton University Press: Princeton. 
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an acknowledgement that invention must be combined with change to the “operational 

praxis”205 to become an innovation, a process that includes the creation of a new strategic 

doctrine that enables the state to capitalize on the technological invention. The same would also 

be true in reverse. Without the complementary component, the innovation cannot be considered 

‘complete’. These two components are often referred to as “hardware” and “software” 

respectively. The former refers to the physical invention or advancement, while the latter refers 

to doctrinal, operational and organizational change.  

Once both factors have matured it is only a matter of time before the complete innovation 

is deployed or acknowledged publicly. This is referred to as the demonstration point, after 

which rival states are faced with the choice of whether to adopt the innovation in question or 

accept a resulting shift in the balance of power. However, there is no guarantee that the 

demonstration point will occur shortly after both components are developed, and in some cases 

the technology has already begun to mature before a novel operational concept emerges or a 

war begins, which in turn triggers a demonstration point. As an example, consider armoured 

warfare, as an innovation it was only completed by the emergence of German armoured warfare 

doctrine; combining aircraft, logistics, radios and combined arms manoeuvre with the armoured 

vehicles themselves (operational praxis) in the early 1930s and demonstrated in 1939. This was 

over twenty years after the first deployment of the modern tank (the invention component) by 

the British,206 who had instead developed tanks that were designed for the previous war’s 

battlespace (infantry tanks such as the Matilda I) or reflected a distinctly naval view of utilising 

columns of comparatively fast and lightly armoured tanks for independent penetration 

operations (Cruiser Mk1); both of which proved inferior ‘software’ components.  

 
205 Grissom, A. (2006). "The Future of Military Innovation Studies." The Journal of Strategic 

Studies 29:5, 905-934. 

206 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
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Applying disruptive innovation theory to military technological development is not 

unprecedented. The Revolution in Military Affairs (RMA) theoretical framework initially 

appeared during the Cold War and was popularised during the 1990 Gulf War.207 RMA refers 

to a drastic alteration of the nature of armed conflict due to the development, or innovative 

application, of a disruptive new military technology. Importantly, an RMA is a complete 

innovation, combining a disruptive invention with drastically altered military doctrine or 

organisational change (a typology of military innovation varieties is outlined below Figure 

2.1).208 The result is an innovation that disrupts the enduring character of warfare, 

fundamentally altering the character and conduct of military operations.209 Similarly to 

Horowitz’s Major Military Innovations,210 the literature on RMAs has typically given priority 

to leading military powers, while smaller powers, lacking the resources to become competitive 

early adopters, instead undertake take alternative responses, such as bandwagoning or re-

asserting neutrality.211 

 
207 Galdi, T. (1995). 'Revolution in military affairs'. CRS Report for Congress. 

208 This table was reproduced from Cheung, T. M., Mahnken, T. G., & Ross, A. L. (2018). 
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The core of the definition of Revolutions in Military Affairs (RMA) is that they are radical 

innovations that constitute discontinuities in military affairs.212 The inevitable disagreements in 

the scholarly community over which innovations can be considered as RMAs and which are 

simply major innovations of the kind envisaged by Grissom and Rosen are still ongoing.213 Key 

theoretical approaches for determining whether an innovation is an RMA include Krepinevich's 

Technology-Concept-Organization Theory214 and Boot’s significant Four Revolutions 

argument.215 This debate has maintained a historical focus and is largely avoided as not directly 

relevant to this thesis. However, Table 2.1 presents the extensive list of  innovations that have 

 
212 Vickers, M. G. and R. C. Martinage (2004). The Revolution in War. The Center for 

Strategic and Budgetary Assessments. 

213 Vickers, M. G. (2010). 'The Structure of Military Revolutions'. Doctor of Philosophy, 

Johns Hopkins University. 

214 Krepinevich, A. F. (1992). 'The Military-Technical Revolution: A Preliminary 

Assessment'. Center for Strategic and Budgetary Assessments, Washington, DC. 

215 Boot, M. (2006). 'War Made New: Technology, Warfare, and the Course of History, 1500 

to Today'. Gotham Books. 

Figure 2. 1: Matrix of Innovation Types 
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been referred to as RMAs, as compiled by Vickers.216 As with Vickers,217 this thesis presents 

this list merely as an illustrative framing object, and does not assert that this is an exhaustive or 

universally agreed list of paradigm-shifting military innovations.

 
216 Vickers, M. G. (2010). 'The Structure of Military Revolutions'. Doctor of Philosophy, 

Johns Hopkins University. 
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Revolution in Weapons 

Technology 

Military Revolution of the 

Ch'in 

Gunpowder Infantry 

(Spanish) 

Railroad, Rifle, and Telegraph Radar 

Advent of Bronze Weapons Greek Fire Fortress Revolution Ironclad Warships Amphibious Warfare 

Professional Warriors Shock Cavalry (Stirrup) Dutch-Swedish Tactical 

Reforms 

Battleship-Battle Cruiser Signals Intelligence 

Emergence of Chariot 

Warfare  

Mongol Swarming Tactics Creation of Modern Military 

Institutions 

Submarine Atomic Weapons 

Eruption of Massed Infantry Longbow French Military Reforms Air Warfare Thermonuclear Weapons 

Cavalry Revolution Offensive-Defensive Strategy Fleet Battle Line World War I Combined Arms Ballistic Missiles 

Specialized Naval Vessels Swiss Pikemen Revolution in Military 

Finance 

Armoured/Air Warfare Nuclear-Powered 

Submarines 

Emergence of Citizen-Soldier Artillery Revolution Flintlock/Socket Bayonet 

and Line of Battle 

Carrier War People's War 

Revolution in Greek Battle 

Tactics 

Guns and Sails French 

Revolution/Napoleonic 

Strategic Bombing Photo-Reconnaissance 

Satellites 

Macedonian Integrated New 

Model Army 

    

Figure 2. 2: List of Innovations Referred to as RMA218 
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A comparative weakness remains in the literature in applying military innovation and 

diffusion theories to Lethal Autonomous Weapon Systems. Contributing to this limited 

scholarly understanding of autonomous military technology as paradigm-shifting innovation is 

a key contribution of this thesis.   

In addition to the available literature and scholarly work that explores the nature and 

definition of various types of military innovation there is a related body of scholarly work that 

focuses on exploring how and why such innovations diffuse, with a focus on the factors that 

influence individual states to acquire major military innovations and RMAs. The fact that the 

key enabling technology for LAWS (Artificial Intelligence) can be comparatively easily 

replicated should be a major concern to security officials and is a focal point of this thesis. This 

thesis also engages with the role states are likely to play in the proliferation of autonomous 

weapon systems. The difficulty and major costs of autonomous weapons are the result of 

increasing reliability, safety and advanced targeting. For violent non-state armed groups basic 

autonomous weapon systems will be extremely attractive. This thesis draws on two theories of 

innovation and diffusion, which complement each other and inform its theoretical framework.  

This thesis draws primarily on Adoption-Capacity Theory (ACT), which argues that, 

when a major military innovation reaches its demonstration point (generally, but not 

exclusively,219 when the complete innovation is demonstrated in a conflict), arguing that the 

resulting demonstration effect prompts the decision whether to innovate. This decision is then 

determined by two factors. Firstly, the financial intensity required to adopt a given innovation. 

This goes beyond a simple examination of the construction/acquisition cost of an innovative 

platform in US dollars, although the per-unit cost of a platform remains influential. Instead it 

uses a wider definition, referring to “the particular resource mobilization requirements involved 
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in attempting to adopt a major military innovation”.220 For example, it includes an assumption 

that innovations with dual-use have lower financial intensity due to the contribution of the 

civilian sector as well as the influence of domestic politics and norms. The second factor is the 

state’s organisation capital capacity, which refers to the flexibility and capacity of a state 

military to “respond to changes in the character of warfare”.221 Important indicators of 

organisational include the age and complexity of the state, the specificity and relevance of its 

primary task and its willingness to experiment. 222 Furthermore, the level of financial intensity 

and organisational capacity required by a given innovation can have a systematic effect on the 

rate of its proliferation across related states. The uniquely disruptive nature of LAWS becomes 

apparent under this theory given the lack of reliance on resource-intense hardware components 

at the entry-level. In the current globalised, information-rich world this means that there would 

be lower transferability barriers to non-great power states adopting autonomous military 

technology. This theory is utilised because it draws on a representative range of key indicators, 

which can be applied to the case study states. 

However, given concerns raised in the literature,223 that it does not sufficiently consider 

the effect of international norms or domestic political and cultural influences,224 this thesis 

supplements Adoption-Capacity Theory with the Organisation theory of military innovation 

and diffusion. The organisation theory holds that the “origin, diffusion and influence of a 

particular invention cannot be understood except in terms of the total culture which originated 

 
220 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 
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223 Gilli, A. and M. Gilli (2014). "The spread of military innovations: adoption capacity 
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224 Saitou, K. (2012). "The Diffusion of Military Power: Causes and Consequences for 

International Politics by Michael C. Horowitz." Interfaculty 3. 
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or utilizes it”.225 An organisation theory approach to innovation diffusion identifies three key 

indicators of the capacity for a state to capitalise on a diffusing military innovation.226 These 

are the technological capacity of the identified state, the development of effective military 

training and doctrine that exploits the advance and the receptiveness of the domestic socio-

political and cultural environment to the underlying technology.227 Beyond a hybrid of 

Adoption-Capacity Theory and Organisational theory, this thesis departs further from orthodox 

diffusion theory in order to account for the influence of precursor technologies on the diffusion 

of autonomous military technology. 

Precursor innovations, impact on the development and understanding of truly 

revolutionary advances. The inclusion of analysis of precursor military innovations is a 

departure from previous analyses of RMAs and military diffusion theory, which generally 

minimises or ignores the role of precursor technology as a doctrinal bridge for policy and 

military leaders. Krepinevich has argued that the Gulf War was a “precursor war”, which 

fulfilled a similar function.228 In the case of LAWS, precursor advancements include remote-

operated unmanned platforms (principally UCAVs), ‘smart’ munitions and the doctrinal 

concept of Networked Warfare (which was the impetus for the initial development of RMA in 

the literature). 

Other established theories of why states adopt military innovations include the Offense-

Defence theory advocated initially by Resende-Santos, which argues that when the benefit of 

an innovation becomes apparent to other states there is a demonstration effect, which plays into 

 
225 Goldman, E. O. and R. B. Andres (1999). "Systemic Effections of Military Innovation and 

Diffusion." Security Studies 8:4, 79-125. 
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either an offensive or defensive power imbalance, prompting the adoption of the new 

weapon229. A major criticism of this approach is the difficulty establishing definitively whether 

an innovation is offensive or defensive,230 this is particularly problematic given the inherently 

dual-use nature of autonomous technology. Therefore, it is not used in this thesis. 

Beyond theoretical approaches, this thesis responds to the limited published scholarly 

literature (in English) that examines the military proliferation and RMA process from the 

perspectives of middle power states and, more specifically, ASEAN member states. Current 

scholarship examining the military innovation processes of the Singaporean Armed Forces and 

Tentara Nasional Indonesia is limited. Scholars writing in this space include Raska,231 

Bitzinger,232 Laksmana,233 Andrew H. Tan,234 See Sang Tan,235 Schreer,236 and Syailendra.237 

However, none of these authors have engaged directly with autonomous weapon systems, nor 

is there literature that applies Adoption Capacity Theory to case studies involving Indonesia 

and Singapore or examines their adoption capacity. This thesis contributes to the literature by 

applying military innovation and diffusion theories to Southeast Asian states in the case of 
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LAWS. 

As the main component of this theoretical framework, an understanding of how military 

innovation and diffusion occurs is vital for comparative analysis of the capacity of the case 

study states to integrate LAWS. This thesis harnesses and develops the existing literature to 

identify historical precedents from prior RMAs that are relevant to an analysis of LAWS.  

Drawing primarily on Adoption Capacity Theory and Organisational innovation theory the 

theoretical framework that underpins this thesis takes a novel approach to understanding how 

RMAs diffuse and proliferate, as well as the impact of this process on the regional security 

environment. This is particularly important given the link between the emergence of RMAs and 

transitions in hegemonic power.238   

2.6: Power Transition and Hegemonic Conflict: 

 

The final aspect of the theoretical framework for this thesis is the role of disruptive military 

innovations in the transition of hegemonic power. An enduring historical tenet, this refers to 

the transition of prominence between existing and emerging powers, a transition that is often 

violent. These transitions are triggered when a rising hegemonic challenger feels suppressed by 

the existing balance of power and acquires the means to challenge the dominance of the 

hegemon. The emergence of a Revolution in Military Affairs, such as Lethal Autonomous 

Weapon Systems, has historically been a common enabler of such challenges. There are three 

inter-related theories that are applicable to this thesis’ engagement with this process, Power 

Transition Theory, Hegemonic War Theory and the Thucydides trap, all of which are viewed 
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through an offensive neo-realist perspective.239 

Power Transition Theory (PTT) is a cyclical, hegemonic realist approach240 to 

international relations, which posits that, although a dominant power is highly influential on the 

international stage, the underlying balance of power is fluid.241 Therefore, it is subject to change 

based on the internal growth and development of lower-tier challenger states.242 These 

challenger states can become dissatisfied with the current balance of power and attempt to 

instigate change. The larger hegemon eventually loses influence to an energetic, powerful rival 

and influence over the balance of power shifts to the new hegemon. Hegemonic War Theory 

(HWT) is an extension of this theory that argues that the transition between the dominant power 

and the challenger can lead to conflict, perhaps warfare. In the case of military innovation, if a 

challenger state, which is dissatisfied with the status quo, was able to increase its power by 

rapidly adopting an emerging RMA, it would prompt the dominant state to adopt or improve 

upon that RMA to re-secure its position. This process generates regional instability and has the 

potential to trigger a hegemonic war, as the dominant power reacts violently to the transition of 

power toward the rising power.  

Previous RMAs have precipitated shifts in the ability of states to project their power.243 

Rising states will capitalise on emerging RMAs to secure a power advantage, while smaller 

states will imitate and emulate the more successful states to secure their own power base from 
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their rivals, increasing the rate of diffusion244. Given the ease of emulating inherently dual-use 

technologies like autonomous weapons, this diffusion could have a greater role in creating 

instability than the power transition itself, given the increasingly information-based 

international order245. These theories postulate that the diffusion of a RMA precipitates, but is 

not necessarily sufficient to trigger, hegemonic war246. The resulting power transition will 

favour the state or non-state actor who most effectively capitalised on the disruptive innovation 

with a suitable doctrine247. 

A modern combination of aspects of this process is evident in the work of the Thucydides 

Trap project, led by Graham Allison, which examines a series of hegemonic power transitions 

to determine what factors influence whether a hegemonic conflict erupts into warfare.248 

Allison’s book, with its modern focus on the emerging hegemonic tension between China and 

the United States, is a core text relied upon by this thesis’ theoretical framework.249 Taking this 

approach as a basis, this thesis’ theoretical framework then departs substantively with the 

inclusion of minor states and non-state actors into the consideration of potential hegemonic 

conflict.  

Where previous hegemonic conflicts were enabled by RMAs, the high technical and 

financial barriers to their adoption and limited diffusion of information meant that these 
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conflicts were dominated by large powers with the capacity to adopt the RMA in the immediate 

aftermath of its demonstration, or, alternatively to rapidly constitute alliances to offset its 

influence. The end result was classically demonstrated in the Melian dialogue, weaker states 

were largely subsumed by the requirements of the hegemonic powers. LAWS are unlike other 

expensive advancements in military technology250 in their vulnerability to rapid diffusion and 

proliferation. This is because their underlying technology can be inexpensively copied or stolen. 

In this manner LAWS are more comparable to cyber-weapons. This means that autonomous 

military technology is the first RMA that is sufficiently vulnerable to diffusion and proliferation 

that there is no guarantee that either hegemonic state would be able to maintain sufficient 

technological superiority over the RMA to conscript smaller states into their conflict to impose 

its influence after the conclusion of a multi-sided hegemonic conflict. This uniquely disruptive 

nature has not been considered by existing scholarly work and is a key contribution of this 

thesis.  

 

2.7: Conclusion 

 

The interdisciplinary nature of this thesis is reflective of the multiple relevant themes of 

scholarly work that address aspects of the impact of Lethal Autonomous Weapon Systems. The 

theoretical framework provided in this section forms the grounding for the later analysis.  

The emergence of autonomous weapon technology has sparked a series of cross-

disciplinary debates among scholars, engineers and policy analysts. These debates have 

characterised the available body of scholarly work. The first major debate centres on whether a 

pre-emptive ban on the development of lethal autonomous weapon systems is necessary or 
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would even be effective. From reviewing papers from either side of this debate as well as NGO 

and governmental position papers it is clear that, while a ban is not an effective option, there 

does need to be effective regulation and amendment to the international rules-based order to 

minimise the negative impact of autonomous military technology diffusion. This thesis does 

not meaningfully engage with the issue of meaningful human control and its uncertain meaning 

or the ethicality of deploying autonomous weapon systems, while these are noble avenues of 

scholarly research, time and resource limits prevent their exploration in this thesis. The main 

contribution of this paper to the scholarly understanding of Lethal Autonomous Weapon 

Systems is integrating this body of work with military diffusion and innovation theory to more 

accurately estimate the impact of autonomous weapon diffusion to smaller states within 

Southeast Asia. 

At the core of the impetus to develop LAWS is the persistent belief that they represent 

the dawn of an age of ‘sterile’ or bloodless warfare. A common characteristic among 

technology-based military innovations is increasing the physical and psychological distance 

between the weapon’s operator and the target, while increasing individual lethality. In theory, 

LAWS would remove human soldiers from the risk of direct harm during the imposition of state 

violence. The use of UCAVs over the past decade has reinforced the notion that LAWS, which 

can be seen as UCAVs’ natural successors, will be used as a tool of international power 

projection and state violence.  

The effectiveness of a ban is less important than designing effective policy responses 

before diffusion occurs at a large scale. As an immediate example, consider the proliferation of 

remote-operated weapon platforms, which have spread to more than 80 state and non-state 

groups251 including organised criminal groups, terrorist organisations and law enforcement. By 

integrating RMA with theories of military diffusion in its theoretical framework, this thesis is 
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departing from the theoretical orthodoxy and contributing to the development of a new model 

for understanding how disruptive RMAs impact the transition of hegemonic power. 

This thesis draws on a hybridised theory of military innovation and diffusion to enable 

exploration of LAWS as a disruptive Revolution in Military Affairs. The theoretical approach 

utilised draws primarily upon Adoption Capacity Theory and Organisational innovation theory, 

with the inclusion of precursor innovations.  

This thesis will be the first major piece of scholarly work that specifically examines how 

the diffusion of LAWS will impact relations of power among Southeast Asian states. Within 

this, it will contribute to the literature across three key existing weaknesses. The first 

contribution will be to the limited body of literature that examines how Southeast Asian states 

have responded to the development and proliferation of remote-operated unmanned combat 

vehicles. Secondly, this thesis applies a supplemented version of Adoption Capacity Theory to 

LAWS as an emerging innovation as well as to Southeast Asia as a novel geographic focus, 

bringing additional attention to the military innovation process of middle power militaries in 

this region. Finally, this thesis engages with the key distinction between disruptive weapon 

innovations and RMAs, which is how they impact hegemonic transitions of power. Building on 

the works of Gilpin and Allison, this thesis examines the role of hegemonic conflict by 

introducing the concept of disruptive innovations that enable minor states and non-state actors 

to play a more independent role in hegemonic conflict. A core contribution of this thesis is 

exploring how the involvement of new players in the Thucydides trap will affect the transition 

of hegemonic power between China and the United States as well as the security of Southeast 

Asia.  

This theoretical framework will inform and guide latter thesis chapters as well as situating 

their contribution within the wider scholarly literature of each of the three theoretical pillars 

explored above. The application of this framework will be guided by a mixed methodological 
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approach that emphasises case studies to demonstrate the impact of autonomous weapon 

systems in this region. 
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Chapter 3: Research Design, Methodology and Theoretical Framework 

 

“Just as water changes to ice only when the falling temperature reaches 32 degrees 

Fahrenheit, at some critical point the cumulative effects of technological advances and 

military innovation will invalidate former conceptual frameworks and demand a fundamental 

change in the accepted definitions and measurement of military effectiveness. When this 

occurs, military organizations will either move to adapt rapidly or find themselves at a severe 

competitive disadvantage”.252 

 

3.1: Introduction 

 

The starting point for the structure of this thesis was the innovation and diffusion process. 

However, one of the major challenges involved in analysing LAWS is that prior scholarly 

analyses of military innovation and diffusion have generally utilised historical case studies. 

There are markedly fewer publications that contain projective analysis. To account for this 

challenge, this thesis utilises a novel composite theoretical framework. This framework begins 

with the concept of Revolution in Military Affairs, into which it incorporates elements drawn 

from adoption-capacity theory,253 organisational innovation,254 precursor wars255 and the 

Thucydides trap256. While this is a novel framework, its component parts remain entrenched in 
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established scholarly research within the fields of hegemonic war and power transition theory, 

innovation studies, security studies, and neo-realist international relations theory, ensuring that 

this thesis remains on solid theoretical foundations. 

 Guided by the above theoretical framework, the research design for this thesis centres 

on qualitative, comparative case study analysis, with the primary research method being 

qualitative process-tracing. This research design was selected based on a review of past research 

in the fields of military innovation, policy diffusion and civilian disruptive innovation. Separate 

meta-analyses conducted by Starke,257 Grissom258 and Goldman & Andres259 each identified 

that comparative case study analysis, including process-tracing, was an effective research 

method for analysing innovation and diffusion of policy and military technology. This thesis 

will draw upon multiple scholarly and non-scholarly sources to inform its comparative case 

studies, including defence whitepapers, budget statements, research funding and official 

statements. This research design underpins the main contribution of this thesis, which is 

demonstrating how key ASEAN member states would respond to a LAWS demonstration point, 

and how this will impact relations of power in Southeast Asia. 

 

3.2: Disruptive Military Innovation 

 

This section will provide a theoretical skeleton that will guide this thesis’ approach to its core 

puzzle, understanding how the proliferation of autonomous military technology to smaller 

 
257 Starke, P. (2013). "Qualitative Methods for the Study of Policy Diffusion: Challenges and 
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states and non-state armed groups will affect the balance of power in Southeast Asia.  

This framework consists of four phases that illustrate the lifecycle of a disruptive military 

innovation. The first phase is Foreshock: it covers the development of precursor technologies 

(which may in their own right be initially lauded as RMAs), their impact on the development 

of a disruptive weapon innovation and their proliferation once the precursor becomes 

normalised. The second phase is Innovation: it engages with the initial development of the 

revolutionary technology and the emergence of new strategic or operational doctrine that 

capitalises on the invention, leading to the achievement of operational praxis. The third phase, 

Response, begins with the demonstration point of the RMA, which triggers states to respond by 

adopting the technology, bandwagoning with the adopting state or developing ‘balancing’ 

alliances with other states to limit its influence. This framework departs from previous 

understandings of RMA diffusion at this point by acknowledging that particularly disruptive 

RMAs have sufficiently low adoption barriers that substantially smaller states can adopt the 

RMA or a derivative early in the following period of early diffusion and deployments. The 

fourth and final phase is Impact, which engages with the ongoing development of the initial 

RMA, the regional instability caused by its diffusion and the possibility of a transition of 

hegemonic power, at least on a regional level.  

The following table (Figure 3.1) is a visual representation of the interaction between this 

theoretical framework, the thesis structure and both case studies.  



Page | 83  
 

 

Figure 3. 1: Theoretical Framework 
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3.2.1: Foreshock: 

 

Precursor Innovation Demonstration Point 

 

An analysis of the potential diffusion impact of an RMA should start with examining the 

evolutionary advancements that preceded their development. The deployment and impact of 

predecessor technologies influences the reactions of more minor states to the demonstration 

point of an RMA. In the case of autonomous weapons, the precursor technology was remote-

operated weapon platforms, primarily Unmanned Combat Air Vehicles.  

Examining the development, deployment and diffusion process followed by related 

precursor technologies (such as UCAVs) provides insight into early state reactions to the 

development of the RMA technology. This is because military and civilian policymakers are 

generally conservative, drawing directly on knowledge gained from the implementation of 

functionally similar precursor systems to inform their approach to emerging systems.260 This 

thesis will demonstrate how Singapore and Indonesia (its two primary case studies) are involved 

in the development and deployment of the increasingly common unmanned aerial vehicle, as 

well as the importance of other key states that are also taking a leading role in the development 

of autonomous weapon platforms (including China and the United States). 

 

Precursor Innovation Normalised & Diffuses 

 

The main objective of examining the development process of key precursor technologies is to 
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identify important decision-making processes and avenues of military innovation exchange that 

would influence how states would respond to the emergence of increasingly autonomous 

weapon systems. The principal precursor technologies of autonomous military technology are 

information combat systems, guided munitions and UCAVs. Using a selective case study 

approach, chapter four of this thesis critically examines how ASEAN member states responded 

to the development and proliferation of UCAVs and related technologies. 

 

3.2.2: Innovation: 

 

Disruptive Military Technology Invented 

 

Autonomous weapon systems have certainly reached the first stage of the Innovation phase; the 

major enabling technologies are under active development. While technology (specifically 

artificial intelligence and machine learning) has not sufficiently developed to enable the kind 

of fully autonomous weapon systems that characterise the public discourse, it would be possible 

to design a weapon system with fully independent control over its critical functions. The crucial 

caveat to this is that the underlying technology has not matured sufficiently that a state would 

be able to deploy fully autonomous weapons on a complex battlefield without accepting a high 

rate of lethal error. That is not to say, however, that certain states are not actively developing 

weapon systems that are intended to operate autonomously.261 With the rate of technological 

development, it is widely accepted amongst experts and policymakers that autonomous military 

technology will have sufficiently matured to enable limited deployment in a ground theatre 
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within the next two decades. While none of the Southeast Asian states have made publicly 

known progress toward developing indigenous autonomous military technology, the region has 

become one of the largest markets for modern armaments and military technology.262 

To return to the example used above, UCAVs reached this stage just prior to the Balkans 

conflict, when the US began to use early Predators for active surveillance.263 The demonstration 

point was subsequently achieved when the Predator UCAV was armed the Hellfire missile and 

utilised for a targeted, remotely operated strike.264 Now, more than ten years after the 

demonstration point of armed UAVs,265 they are approaching ubiquity, with more than 80 states 

and multiple non-state armed groups possessing remote-operated aircraft.266 Within Southeast 

Asia; Singapore, Indonesia, Malaysia, the Philippines and Vietnam have all purchased or 

indigenously developed UCAV platforms over the last ten years.267 Their efforts to incorporate 

unmanned systems into their military modernisation processes have been supported by 

purchases of advanced systems from the United States, Russia and China.268 

 

New Strategic Doctrine Developed to Capitalise on Disruptive Invention 

 

The second stage of this phase is the development of a novel operational praxis (strategy, 

doctrine or organisational formation) that capitalises on the unique capacities of the disruptive 

invention. Despite the headline importance given to emerging technologies as the drivers of 
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change, the invention of a disruptive weapon technology is simply the first component of a 

Revolution in Military Affairs. Invention must be matched with applicability to become 

innovation.269 The history of the tank offers a good example.  

At the outset of the Second World War, there was no major difference in the basic 

armoured vehicle production technology between Germany and Great Britain.270 The key 

difference lay in the strategic doctrine that informed their development and deployment of 

tanks. While the German approach to tanks enabled them to capitalise on the paradigm shift 

brought about by armoured units,271 British developers, guided by a flawed approach, produced 

inferior tanks whose crews were trained for an outdated version of warfare. History teaches that 

the mere possession of technology is insufficient for a state to maintain its position through a 

major power transition;272 the ever-increasing rapidity of information flows in our modern 

globalised world has made this lesson more important than ever. 

LAWS have begun to reach this stage. The ongoing international discussions at the UN 

Convention on Certain Conventional Weapons and the concept of Meaningful Human Control 

are aspects of the process of establishing a discourse around LAWS, which will then inform the 

creation of competing strategic doctrines. Early attempts to establish a doctrinal approach by 

both states and academics (such as centaur or hybrid warfighting)273 have already begun. The 

development of new strategic and operational concepts for the disruptive employment of a 

paradigm-shifting military invention is the second stage of reaching operational praxis, a fully 
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formed initial RMA which can be demonstrated to the world.  

 

3.2.3: Response: 

 

The Demonstration Point 

 

At this point the RMA (in this case LAWS) can be viewed as initially complete. The first-

mover advantage is, however, fleeting.274 Once the state uses or displays the RMA other states 

will be forced to react to the shift in relative power stemming from an emergent RMA. This is 

called the Demonstration Point275 and it marks the beginning of the diffusion and secondary 

development phase. The demonstration point is hypothesised to function differently with 

particularly disruptive RMAs like autonomous military technology. While prior RMAs like the 

battleship or the aircraft carrier theoretically presented these options to states upon 

demonstration, only major states had the resources to genuinely choose the first option, smaller 

states were reduced to band-wagoning together (for example the Cold War’s non-aligned 

movement), allying with one of the major powers or investing in other technologies to offset 

their loss of relative power.276 This resulted in a limited competition between major powers 

with the resources to invest in the RMA; Britain, Germany, France and Russia in the first 

example and Britain, the United States and Japan in the second example. The defining 

characteristic of a disruptive military innovation is that, at the demonstration point, it does not 

have sufficiently high barriers to entry to limit the number of early adopters. The remainder of 
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this framework proceeds on this assumption. 

 

State Reaction 

 

After any significant military innovation is demonstrated, other states will react in an attempt 

to preserve or improve their status within the international system. Those states with the 

resources, ability and organisational capacity will begin to innovate along similar lines, aiming 

to adopt the RMA to protect their level of relative power. This is particularly the case when the 

innovation has low barriers to adoption or is more reliant upon software (knowledge, expertise, 

digital code etc.) than hardware (material resources, special manufacturing process etc).277 For 

example, after the demonstration of the standoff strike capacity for UCAVs in late 2001, it was 

only a few months before a violent non-state actor was detained for a plot to fly a remote-

operated aircraft filled with Anthrax into the British House of Commons and less than two years 

before Hezbollah began to utilise UAVs (provided by Iran) for surveillance.278 By 2018 the use 

of civilian UAVs (primarily manufactured by the Chinese company DJI) by both state and non-

state actors had been documented in multiple conflict zones, including Syria,279 Iraq,280 

Afghanistan281 and eastern Ukraine.282 

However, attempting to emulate or surpass the first mover is only one of the potential 
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responses is only one of five options available to states confronted with a major military 

innovation, two internal and three external.283 States often attempt, or vacillate between, 

multiple responses. The two internal responses are attempting to adopt the innovation, in this 

case autonomous military technology; and developing a counter-innovation. The external 

responses are to attempt to re-assert neutrality in the event of conflict; establish a balancing 

alliance against the first mover, for example consider the formation of the Non-Aligned 

Movement during the Cold War; or ‘band-wagon’ with the first mover state, as is the case with 

the American Nuclear deterrence umbrella. 

 

Figure 3.2: Potential State Responses.284 

 

This phase also sees the initial deployment of the completed RMA, the results of which 

then spur further evolution. Returning to armoured warfare, the German army reviewed and 
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altered aspects of Blitzkrieg after the surrender of France, learning from the lessons of initial 

tank deployments.285 As a more modern example, the use of UAVs has now spread to multiple 

states and non-state corporate entities. More than 80 states have developed the capacity to 

deploy UCAVs and it is estimated that every state will have reliable access to combat drones 

before 2025.286 These platforms are also getting rapidly more advanced, with some civilian 

UAVs now capable of greater autonomous operation than the initial block model of the MQ-9 

Reaper. This secondary development is a key factor in considering the diffusion and 

proliferation of military technology throughout a given region.  

 

3.2.4: Impact: 

 

Regional Instability 

 

The key impact of RMAs is that they undermine the existing paradigm of warfare. An inevitable 

result of this level of disruption to how states exercise power is a de-stabilisation of the 

international balance of power.287 Historically, RMAs have enabled rising states to challenge 

the hegemony of more powerful states (e.g. mounted archers), for non-state actors to undermine 

the power of the state (e.g. firearms) or, in the case of automatic weapons, for states to impose 

hegemony over foreign lands. This understanding of power transition draws on the impact of 

disruptive innovation in the civilian business environment.288  
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The levelling impact of autonomous weapon systems (and increasingly autonomous 

military technology more broadly) contributes to the risk involved in their emergence. Due to 

the comparatively low entry-level adoption barriers (following a demonstration point) their 

emergence will have a pronounced impact on the international balance of power. Their diffusion 

is therefore theorised to have a de-stabilising impact on any concurrent hegemonic competition 

and transition, such as the one emerging between the United States and China.  

 

Ongoing Development of Complete RMA 

  

It is important to note that even disruptive innovations generally continue to develop following 

their initial diffusion. Some of these innovations, like cars, retain their core architecture for 

decades, while others might undergo continuous development or even spurts of rapid change. 

After their initial disruptive introduction RMAs have historically continued to evolve within 

the new warfare paradigm. Although these evolutionary changes may be dramatic they continue 

to build on the paradigm established by the RMA. The machine gun is a suitable example; 

although there have been substantial improvements made to the weapon’s rate of fire, lethality 

and portability over the last century the basic invention at its core (gas-operated automatic 

cycling) is still fundamentally unchanged. Furthermore, the United States doctrinal approach to 

how their infantry deploy machineguns has not changed dramatically since the Cold War. This 

stage in the process, therefore, reflects the ongoing improvements that will be made to 

autonomous weapons by their myriad of users after the deployment of the first-generation 

models, and the maturation and diffusion of the enabling technologies; which, based on prior 

RMAs, are likely to centre on improving reliability, interoperability, lethality and survivability. 
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Transition to New Balance of Hegemonic Power  

 

Differing levels of mastery of the major military innovation contributes to uneven power growth 

within the shifting force paradigm. Any substantial shift in comparative power, particularly in 

a contested region such as Southeast Asia, increases the security dilemma faced by all states in 

the region. As elucidated in the neo-realist power transition and hegemonic war theories, while 

these transfers can be peaceful, historically, the emergence of paradigm-shifting weapons has 

generally precipitated a hegemonic war. 289  This is because the initial adoption of prior RMAs 

was limited to large states, ensuring their comparative advantage over minor states and limiting 

the scope of the conflict. The archetypical example of such a conflict was the Peloponnesian 

War, although other examples of hegemonic conflict (if not always armed warfare) include the 

Great Game, the Cold War and the current Sino-American tensions.290 

While the ideal situation for middle power states in a region like Southeast Asia is to exist 

in a stable dual hegemony, these are relatively rare and difficult to sustain. 291 When a dual 

hegemonic system leads to conflict, due to the emergence of an RMA or some other power 

imbalance, smaller states rarely have the security or economic capacity to alienate a potential 

hegemon.292 Therefore, it has been in the best interests of smaller states to integrate themselves 

into coalitions behind the competing hegemons. Abiding by the existing balance of power and 

normative framework, gives middle power states an institutional lever to protect their interests 

despite their lower capacity.     
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Following the cessation of a hegemonic conflict, the prevailing state has historically been 

able to exert its influence through a favourable balance of power. The hegemonic state is then 

able to consolidate its position and gain resources from smaller states under its influence. This 

process returns the region to stability under a new power paradigm, encouraging economic 

growth and reducing the security dilemma of smaller states. If the hegemonic conflict does not 

end or, in the case of autonomous military technology, spreads intra-regional conflict, there is 

no guarantee that overall balance of power would return to hegemonic stability.  

This thesis argues that major states will not be able to maintain this comparative 

advantage in the case of autonomous weapon systems, de-stabilising the hegemonic 

competition process. Furthermore, it argues that, as more minor states gain comparative power 

by adopting the RMA or a derivative, regional tensions will deteriorate and the likelihood of 

intra-region conflict or unexpected escalation into crisis deterioration will increase. 

 

3.3: Research Design 

 

This thesis draws on a composite theoretical framework to guide its exploration of the impact 

of LAWS as a disruptive military innovation. Its departure from the orthodoxy to examine an 

emerging innovation as its referent object is reflective a key contention of this thesis: that 

LAWS have such disruptive potential that it is vital to understand what factors will influence 

their proliferation before they reach a demonstration point.  

 

3.3.1: Identifying Resource Capacity and Organisational Capital Capacity Benchmarks 

 

The first step in determining the most effective response for Singapore and Indonesia is to 
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identify the level of resource intensity and organisational capital capacity required for 

successful adoption. Part of the challenge in determining this requirement in the case of Lethal 

Autonomous Weapon Systems is that a demonstration point has not yet occurred, which makes 

it difficult to completely eliminate uncertainty as to the final parameters of this innovation.293 

This thesis has limited the impact of this uncertainty by carefully limiting its analytical scope 

to the state of enabling technology development and publicly documented operational concepts 

as of mid-2019. Furthermore, neither Singapore nor Indonesia possess sufficient resource 

capacities to compete with the United States, China or Russia as potential first mover states, 

nor would they be able to maintain a first mover advantage in this space. Therefore, this thesis 

limits itself to considering Singapore and Indonesia as potential fast followers. Within these 

parameters, this thesis hypothesises that secondary adoption of Lethal Autonomous Weapon 

Systems will have a low resource capacity requirement and a medium organisational capital 

capacity requirement.  

The increasing disparity between the resources required to procure and deploy advanced 

manned platforms and their remote-operated equivalents (itself a precursor innovation and an 

enabling technology for LAWS). One of the initial arguments in support of developing aircraft 

carriers was the belief that reliance on aircraft would have a lower financial requirement than 

battleships.294 The often-quoted “Augustine's Laws”,295 illustrate that a similar process is 

occurring with modern manned platforms whose per-unit procurement and development costs 
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continue to increase in both real terms and as a percentage of military spending. 296 The F-35 

Joint Strike Fighter is the premier example. The Australian Defence Force allocated 27.5% of 

its total capital expenditure in 2018/19 to the JSF, more than four times what it spent acquiring 

its new fleet of MHR90 multi-role helicopters.297 Traditionally, proponents have defended these 

cost increases with the argument that their superior combat, first-strike and survivability 

capabilities offset the correspondingly lower numbers that militaries could afford. However, as 

the pace of technology diffusion quickens (as seen with remote-operated UAVs), it will become 

more difficult to maintain an increasingly transient capability edge.  

This incentivises militaries, particularly those of middle power states, to instead invest 

in procuring increasingly autonomous, AI-enabled, unmanned platforms, which have a lower 

resource requirement. Without human operators these platforms do not need the same 

sophisticated stealth or survivability features, which would reduce the procurement and 

ongoing operation costs for secondary adopters. Further, unmanned platforms concentrate 

manpower requirements for militaries that are struggling with recruitment, shifting human 

soldiers away from routine, dangerous or politically sensitive roles.  

Additionally, the enabling technologies for LAWS are largely dual-use in nature and 

have attracted significant civilian interest, investment and research, the results of which could 

be transferred into military platforms. Focusing here on the most important enabling 

technology, Artificial Intelligence,298 it is apparent that there would be significant overlap 

between the software used to enable civilian innovation and military application, for example 
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the AI that allows a UAV to interpret LIDAR data to independently search a building for 

survivors following an earthquake could be used to search a building for hostile forces or 

civilians. There are two important caveats though. The first is that current machine learning 

techniques require large and task-specific datasets to ‘train’ a program. For example, an 

encapsulated torpedo would have to be programmed with the data of potential enemy vessels 

prior to a conflict beginning. There is no guarantee that firms (even in the defence industry) 

would be able to secure this data in sufficient quantities or at the requisite specificity. The 

second caveat is that military platforms would require a significantly higher level of durability 

and ‘hardening’ against electronic warfare than is required in civilian platforms in order to 

survive in the modern battlespace. Overall, since the cost-per-unit is intentionally designed to 

be lower, and there is greater than expected potential for the use of dual-use enabling 

technologies, the resource capacity required for a secondary adopter to pursue autonomous 

weapon systems is hypothesised to be low, although it would be medium-high for initial 

developers. 

Horowitz identifies three variables for measuring organisational capital capacity, Critical 

Task Focus, Level of investment in Experimentation, and Organisational Age.299 However, 

since a clear first mover has not yet emerged this analysis cannot use the original theory’s 

preferred benchmark. Therefore, it will draw on the diffusion of remote-operated unmanned 

combat vehicles (evaluated in Chapter Four) and the emerging evidence of experimentation by 

LAWS-developing states toward an operational concept for integrating autonomous military 

technology.  

Based on prior RMAs and the characteristics of this innovation, successful integration of 

increasingly autonomous platforms would require Singapore and Indonesia to possess a 

medium level of organisational capital capacity. None of the ASEAN member state militaries 
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have a particularly advanced organisational age, have not been involved in a major inter-state 

conflict in the Post-Cold War era, and both the TNI and SAF went through significant 

organisational shifts in the last twenty years. Therefore, the main points of divergence among 

ASEAN member states is hypothesised to be in how their critical task focus affects their 

perception of autonomous platforms in each military domain, and their level of effective 

investment in experimentation over time. Reviewing the diffusion of remote-operated 

unmanned vehicles demonstrated that the organisational capital requirement for limited 

adoption are significantly lower for secondary adopters than, for example, carrier or battlefleet 

warfare. This view shifts, however, when one discards low capability, unarmed aerial platforms. 

Only one ASEAN member state has adopted armed UAVs (Myanmar), while a handful have 

experimented with remote-operated ground and maritime vehicles. Overall, therefore it is 

hypothesised that the organisational capital capacity required to emulate elements of a first 

mover’s use of LAWS will be low, but independently innovating in their operational use of 

LAWS would require a medium level of organisational capital capacity. 

 

3.3.2: Regional Focus and Case Study Selection 

 

This thesis uses Indonesia and Singapore as its primary case studies to evaluate the potential 

impact of the diffusion of autonomous weapon systems on regional security and stability in 

Southeast Asia. The primary method for this thesis is a qualitative, cross-case comparison based 

on the five adoption capacity variables set out below. This is supported by documentary analysis 

and policy process-tracing. This research design is particularly suited for studying multiple state 

diffusion of technology (which is rarely statistically quantifiable while ongoing) because it will 

also include non-scholarly budgetary, policy, technical and doctrinal evidence alongside the 

existing academic writings. Indeed, this variety of selective case study approach has been 
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utilised prolifically across scholarly research, government policy papers and military doctrinal 

notes, and was explicitly advocated by Starke in his evaluation of methods for researching 

policy diffusion.300  

These states share a common regional location and are founding member states of the 

Association of Southeast Asian Nations (ASEAN), which reflects the broader analytical focus 

of this thesis on Southeast Asia. This focus reflects the fact that Southeast Asia is among the 

fastest-growing and politically influential geographic regions, especially in the light of the 

growing hegemonic tension between China and the United States. As part of a wider shift in 

regional power across the Indo-Pacific, ASEAN member states are predicted to grow in 

influence and relative power. While they have generally profited from the international stability 

maintained by the ‘international rules-based order’, one of the foundational purposes of 

ASEAN was to discourage attempts by great power states outside the region to dictate policy 

within Southeast Asia.301 Unlike during the Cold War, as we move toward this hegemonic 

conflict some Southeast Asian states have undergone significant economic growth, which has 

been translated into a noted regional military modernisation effort that has turned Southeast 

Asia fastest-growing arms importation market globally;302 although neither increase has been 

uniform across ASEAN membership. This confluence of factors makes Southeast Asia a more 

effective source to draw case studies from than East Asia or the Middle East, despite its lack of 

states that are designing autonomous military technology.  

It is into this environment that increasingly autonomous weapon systems are emerging. 

The decision to focus this thesis on Indonesia and Singapore is reflective of their influence 
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within Southeast Asia, the variety of active ongoing traditional and non-traditional threats to 

regional security and their status as the greatest military spenders among ASEAN member 

states.  

 

3.3.2.A: Case Study 1: Indonesia 

 

The first case study focuses on Indonesia, a leading economic and military power within 

Southeast Asia. Indonesia exercises significant influence among the ASEAN member states 

and has already begun to hedge in its attachments to China and the United States in response to 

rising tensions between the two great powers. Situated at the southern edge of Southeast Asia, 

Indonesia is the world’s largest archipelagic state, spread across a wide spread of thousands of 

islands (from Aceh to Papua); while some are uninhabited, others are densely populated. For 

example, the current capital, Jakarta, is situated on Java, which is the most populated island on 

the planet. Indonesia is the 7th largest state globally in terms of combined land-sea territory and 

is home to over 261 million people.303 The ethnic makeup of this population is diverse, while it 

hosts the largest Muslim population in the world,304 the Indonesian population speaks more 

than 300 native languages.305 Although there is a strong element of nationalism running through 

Indonesian society,306 this is not simply a natural element of Indonesian culture; rather, it was 

deliberately stimulated during the post-Suharto transition to democracy. The recent presidential 

election illustrated the illiberal turn that Indonesian democracy has taken, with long-standing 

clientelist practices and concerns about inequality fuelling an, increasingly religiously 
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influenced, nationalist undercurrent that is in turn being courted by political leaders.307 Over 

this system looms the Indonesian military which, despite having no official political role and 

stridently proclaiming its neutrality, is widely considered to remain an important variable in 

domestic politics.308 

After being among the hardest-hit countries by the 1997 Asian Financial Crisis, Indonesia 

has now emerged as the largest economy in Southeast Asia,309 with its GDP rising from USD 

95.45 billion to USD 1.04 trillion in the twenty years to 2018.310 However, this economic 

growth has not been equally distributed, on a per-capita basis Indonesia’s GDP is only ranks 

tenth in Southeast Asia as of 2019 (based on IMF estimate)311 and inequality remains high with 

around 10% of Indonesians living below the poverty line.312 Rather than improving internal 

welfare, a significant portion of Indonesia’s recent wealth has been committed to the on-going 

efforts to modernise the Indonesian military, presumably in response to rising regional tensions. 

An important aspect of this modernisation has been a renewed emphasis on developing a 

globally competitive domestic defence production capability. Beyond a level of self-sufficiency 

and resilience from sanctions (an enduring concern for the Indonesian military), this offers 

economic benefits and improves a state’s soft power influence over its customers. There is also 

a level of nationalistic prestige to be gained through producing and exporting arms.313 Pursuit 

of this prestige was a driving factor behind the Suharto regime’s development of state-owned 
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arms producers in the 1970s.314 

Indonesia is a valuable case study because it is a rising middle power Southeast Asian 

state and an influential member of ASEAN that has demonstrated an interest in unmanned 

systems and networked warfare. Indonesia is faced with multiple non-traditional security 

threats (such as piracy, climate change, persistent poverty and terrorism) against the backdrop 

of an encroaching China and simmering intra-regional tensions with its neighbours. 

Furthermore, Indonesia has demonstrated a past willingness to militarily intervene in territory 

that is nominally independent or under the influence of other states (such as East Timor). 

Finally, Indonesia maintains the second largest military budget among ASEAN member states 

315 and maintains ongoing arms exchange relationships with key developers of autonomous 

military technology. 

Based on its economic and military growth, Indonesia’s influence within southeast Asia 

and beyond is expected to grow substantially over the next two decades. While this growth is 

not unique to Indonesia among ASEAN member states, the combination of this economic 

growth and military modernisation efforts within the context of Indonesia’s myriad of security 

threats and unstable provincial politics, results in an unique case study for understanding the 

impact of state and non-state actors adopting weapon systems of increasing autonomy or their 

derivatives. 

 

3.3.1.B: Case Study 2: Singapore 

 

The second case study state utilised by this thesis is Singapore, a fellow founding member of 
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ASEAN. Singapore is a major economic centre that is highly dependent on international trade 

and commerce, and has close security ties with the United States, which reflects Singapore’s 

strong foreign policy goal of contributing to regional stability. While it maintains the most 

advanced military among ASEAN member states, Singapore remains in a precarious security 

position. Singapore is surrounded by rival states, borders the South China Sea territories 

(although is a non-claimant state)316 and is reliant on secure international commerce, a reliance 

that emphasises to the continuing threat of piracy and violent non-state actors in the region. 

Singapore has significant severe geographic constraints and is beginning to feel the effects of 

ageing on its, comparatively, small population.317 These factors make increasingly autonomous 

military technology, and fully autonomous weapon systems, highly attractive to the 

Singaporean military. Indeed, unmanned platforms are central to the Next Generation 

Singapore Armed Forces strategic concept published in 2019,318 and have declared their interest 

in pursuing artificial intelligence for military purposes.319  

Examining Singapore as the second comparative case study for this thesis presents a 

decidedly different Southeast Asian perspective than Indonesia while retaining the geographic 

focus of this thesis’ analysis. Singapore is an established power in the sub-region operating 

under a British-derived, albeit utilitarian and somewhat authoritarian, democratic system. 

Singapore’s GDP is thirteen times higher than the Southeast Asian average in per capita 

terms,320 however, its economic strength is highly reliant on international trade. Given that 

Singaporean policymakers have consistently stated that Singapore’s capacity to maintain a 

 
316 Chan, J. (2016). "Singapore and the South China Sea: Being an Effective Coordinator and 

Honest Broker." Asia Policy 21, 41-46.  
317 Jamrisko, M. and H. Amin (2017). Could Tech Relieve Singapore's Aging Woes? 

Bloomberg Technology. 
318 Wong, K. (2019). Singapore outlines next-generation armed forces in latest transformation 

roadmap. Jane's Defence Weekly, IHS Markit. 
319 Online, T. (2016). SAF looks to artificial intelligence to gain punch, Singapore 

Government. 
320 Centre, P. G. M. (2018). The Future of ASEAN - Time to Act, PwC. 
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regional economic and security edge is dependent on advanced technology, it is unsurprising 

that this city-state has made independent inroads into the development of key enabling 

technologies for autonomous weapon systems.   

While both states have identified violent non-state actors as major security challenges and 

have a vested interest in maintaining regional stability and a consistent balance of power, their 

motivations and security focuses are different. Furthermore, while both states maintain strong 

defence ties to states with autonomous military technology, the nature of these relationships is 

quite different. Singapore has been matching its strong history of emulating the military 

practices of larger states with major recent military purchases from the United States, while 

Indonesia has a far more diverse arms supplier base, remaining wary of the threat of a renewed 

arms embargo. Finally, Singapore’s involvement in the primary threat to regional stability, the 

rise of China and the connected territorial disputes is demonstratively different to that of 

Indonesia and other ASEAN states. Combined, these factors mean that choosing Singapore as 

a case study will provide a unique perspective on the role for autonomous military technologies 

in future regional security efforts. 

 

3.4: Evaluating the Adoption Capacity of Indonesia and Singapore 

 

The primary purpose of this research design is to evaluate the potential diffusion pattern of 

increasingly autonomous weapon systems in Southeast Asia, using Singapore and Indonesia as 

case studies. This evaluation comprises two components; first, an assessment of the Indonesian 

and Singaporean adoption capacity, which then informs the second component, an evaluation 

of how Indonesia and Singapore response options based on their adoption capacity. The five 

response options available to states confronted with the demonstration of a Revolution in 

Military Affairs were described above. As Horowitz argues, it is insufficient to merely 
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determine which response option would be preferred by a given state, to be impactful analysis 

must examine which of the preferred options (or combination of responses) is most likely to 

succeed.321  

This thesis evaluates the capacity of Indonesia and Singapore to successfully adopt 

increasingly autonomous weapon systems based on five variables derived from Adoption-

Capacity Theory and Organisation theory. The first variable is the state’s security threat 

environment, the influence of traditional and non-traditional security threats on its doctrinal and 

procurement decisions. The second variable is resource capacity (this is referred to as “Financial 

Capacity” in Horowitz, 2010) which includes military expenditure, the sophistication of the 

state’s domestic military-industrial base and foreign arms acquisition capacity. The third 

variable, Organisational Capital Capacity, has three sub-variables; Critical Task Focus, Level 

of investment in Experimentation, and Organisational Age.322 The fourth variables is the 

receptiveness of domestic audience toward autonomous military technology, and the final 

variable is the military’s demonstrated capacity to develop or emulate the specialised 

operational praxis required to effectively deploy the disruptive invention. The following section 

will explain each of these variables in greater detail.  

3.4.1: Security Threat Environment 

 

The first adoption variable is the extent to which the primary traditional and non-traditional 

threats to a state affect its defence policymaking and expenditure. The first important factor to 

consider when applying this variable is the historic tensions between Southeast Asian states. 

 
321 Ibid. 
322 Ibid. 
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This was informed by a useful timeline published by the Singaporean government323 and 

scholarly articles from authors such as Butcher.324  

 The core of this variable is identifying the key significant security threats in the minds 

of strategic planners in these states, which then has an influence in how resources are 

committed. Through reviewing government working papers, such as the 2017-19 issues of the 

Singapore Terrorism Threat Assessment Report325 and scholarly papers from authors such as 

Syailendra,326 and Santikajaya,327 this thesis identifies territorial intrusion, terrorism and piracy 

as regional security threats that would influence how Indonesia and Singapore perceive the 

value of autonomous systems. It draws on the broader existing literature from authors such as 

Ray,328 Hoesslin,329 Haacke,330 and Purbrick331 to inform its analysis of how Indonesia and 

Singapore are responding to their evolving threat environment.  

 

3.4.2: Resource Capacity 

 

 
323 Division, P. S. (2015). "Securing Singapore: From Vulnerability to Self-Reliance." 

acccesible at https://www.psd.gov.sg/heartofpublicservice/our-institutions/securing-

singapore-from-vulnerability-to-self-reliance/. 
324 Butcher, J. G. (2013). "The International Court of Justice and the territorial dispute 

between Indonesia and Malaysia in the Sulawesi Sea." Contemporary Southeast Asia: A 

Journal of International and Strategic Affairs 35:2, 235-257. 
325 Affairs, M. o. H. (2017). Singapore Terrorism Threat Assessment Report 2017; Affairs, M. 

o. H. (2019). Singapore Terrorism Threat Assessment Report 2019. 
326 Syailendra, E. A. (2017). "A Nonbalancing Act: Explaining Indonesia’s Failure to Balance 

Against the Chinese Threat." Asian Security 13:3, 237-255. 
327 Santikajaya, A. (2016). "Walking the middle path: The characteristics of Indonesia’s rise." 

International Journal 71:4, 563-586. 
328 Ray, T. (2018). "Beyond the ‘Lethal’ in Lethal Autonomous Weapons: Applications of 

LAWS in Theatres of Conflict for Middle Powers". ORF Occasional Paper, Observer 

Research Foundation. 
329 Hoesslin, K. von. (2016). 'The Economics of Piracy in South East Asia', The Global 

Initiative Against Transnational Organized Crime. 
330 Haacke, J. (2009). "The ASEAN Regional Forum: from dialogue to practical security 

cooperation?" Cambridge Review of International Affairs 22:3, 427-449. 
331 Purbrick, M. (2018). "Pirates of the South China Seas." Asian Affairs 49:1, 11-26. 
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Evaluating whether Indonesia and Singapore possess sufficient resources to adopt increasingly 

autonomous military technology requires analysis beyond a simple budgetary analysis to a more 

holistic consideration of the state’s capacity to direct its economic, technological and political 

resources; therefore, government white papers, defence spending disclosures and doctrinal 

documents are all important sources. Both Indonesia and Singapore irregularly publish defence 

white papers, and both militaries maintain in-house research journals, which proved to be a 

useful source of doctrinal information. Unfortunately, while Indonesia publishes some military 

spending data as part of the annual national budgetary papers and allowed the United Nations 

to publish historic spending figures, official data on Singapore’s military spending from official 

sources was less accessible and had to be supplemented.  

To supplement the insufficient availability of official budgetary data, this analysis draws 

on non-government research published between 2014 and 2019, a timeframe that ensured 

relevance. These alternative sources included scholarly literature published during this period 

from authors including Laksmana, Bitzinger and Raska. In addition to traditional literature, this 

thesis draws on think tank publications, such as the 2018-2019 issues of the Military Balance,332 

published by the International Institute for Strategic Studies, and reviews of military 

expenditure published by the Stockholm International Peace Research Institute during the same 

period. This section also draws on the 2018 Defence Economic Trends in the Asia Pacific report, 

which is published annually by the Australian Department of Defence as an official reference 

guide.333  

Corporate defence industry research proved vital in evaluating this variable, particularly 

in the case of Singapore. Sources include industry outlook reports published by the McKinsey 

 
332 Studies, I. I. f. S. (2018). 'Chapter Six: Asia'. in J. Hackett (ed.), The Military Balance, 

Routledge. 219-314; Studies, I. I. f. S. (2019). "Chapter Six: Asia." in J. Hackett (ed.), The 

Military Balance, Routledge, 222-319. 
333 Organisation, D. I. (2018). Defence Economic Trends In The Asia-Pacific 2018. Australia: 

Australian Department of Defence. 
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Institute 334 and the 2015 Deloitte Asia-Pacific Defence Outlook report.335 Finally, this analysis 

draws on market research from IHS Janes, from which the author accessed data on Singaporean 

military spending and specific research allocations for the Indonesian military.336 Drawing on 

a broad selection of documents supported a more effective analysis of the resource capacity of 

these states than could be derived from the limited official military spending data.   

 

3.4.3: Organisational Capital Capacity 

 

The second adoption variable is the state’s organisation capital capacity, which “represents a 

virtual stockpile of change assets needed to respond to changes in the character of warfare”,337 

and has three sub-variables: Critical Task Focus, Level of investment in Experimentation, and 

Organisational Age.338 In addition to the previously mentioned sources, assessing this variable 

draws on research published by Matthews and Yan,339 Sebastian and Gindarsah,340 and Arif and 

Kurniawan,341 as well as working papers from researchers at the S. Rajaratnam School of 

 
334 Dowdy, J., D. Chinn, M. Mancini and J. Ng (2014). 'Southeast Asia: The next growth 

opportunity in defense', McKinsey Innovation Campus: Aerospace and Defense Practice; 

Chitturu, S., D.-Y. Lin, K. Sneader, O. Tonby and J. Woetzel (2017). 'Artificial Intelligence 

and Southeast Asia’s Future'. Discussion Paper, McKinsey & Company. 
335 Bars, P. (2015). 'Asia-Pacific Defence Outlook 2015: Tension, Collaboration, 

Convergence', Deloitte. 
336 Asia, J. s. S. S. A.-S. (2018). 'Singapore - Armed Forces', Jane's by IHS Markit; Asia, J. s. 

S. S. A.-S. (2018). 'Defence Production and R&D', Jane's By IHS Markit. 
337 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
338 Ibid. 
339 Matthews, R. and N. Z. Yan (2007). "Small country ‘total defence’: a case study of 

Singapore." Defence Studies 7:3, 376-395. 
340 Sebastian, L. C. and I. Gindarsah (2013). "Assessing military reform in Indonesia." 

Defense & Security Analysis 29:4, 293-307; Sebastian, L. C., E. A. Syailendra and K. I. 

Marzuki (2018). "Civil-Military Relations in Indonesia after the Reform Period." Asia Policy 

25:3, 49-78. 
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International Studies.342 Addressing this variable also draws on the official English translation 

of the 2015 Indonesian Defence White Paper (the most recent iteration),343 the 2019 Singapore 

Terrorism Threat Assessment Report, and speeches made in 2017 and 2018 by Singaporean 

government officials344 for evidence of Critical Task Focus. This variable also utilises data 

drawn from a combination of media articles, government press releases, the official statements 

of the Non-Aligned Movement,345 and publications in Indonesian and Singaporean military 

journals written by serving (or retired) military personnel, which are reflective of the emerging 

nature of state responses to autonomous weapon systems. 

 

3.4.4: Receptiveness of Domestic Environment to Innovation 

 

Unfortunately, when evaluating Indonesia and Singapore against this variable, there is a dearth 

of specifically applicable quantitative data published on public opinion toward artificial 

intelligence in a military context or autonomous systems, which is a major gap in the literature 

 
342 Studies, S. R. S. o. I. (2014). 'Indonesia’s Emerging Defence Economy: The Defence 

Industry Law and Its Implications'. Indonesia Programme, S. Rajaratnam School of 

International Studies. 
343 Indonesia, D. M. o. t. R. o. (2015). 'Defence White Paper'. Defence Ministry of the 

Republic of Indonesia. 
344 Baharudin, H. (2019). 'Digital defence to be sixth pillar of Total Defence'. The Straits 

Times; Iswaran, S. (2019). 'Speech by Mr S Iswaran, Minister for Communications and 

Information and Minister-in-Charge of Cybersecurity', delivered at the Total Defence Day 

Commemoration Event 2019 on 15 February 2019, Ministry of Communications and 

Information. 
345 Krisnamurthi, I. (2017). 'Statement by H.E. Ms. Ina H. Krisnamurthi Ambassador Deputy 

Permanent Representative of the Republic of Indonesia to the United Nations on behalf of the 

Non-Aligned Movement'. The General Debate of the First Committee of the 72nd Session of 

the United Nations General Assembly; Venezuela, B. R. o. (2018). 'General principles on 
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Conventional Weapons Which May Be Deemed to Be Excessively Injurious or to Have 

Indiscriminate Effects. Geneva: United Nations. 
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that should be the subject of future inquiry. Early studies on public opinion toward LAWS 

include studies authored by Carpenter,346 Open Robo-Ethics Institute347 and Horowitz,348 which 

were all primarily focused on the United States. More recently, the Campaign to Stop Killer 

Robots commissioned two studies (2017349 and 2019),350 however, these did not directly survey 

citizens of Indonesia or Singapore.  

Without direct data, this thesis draws on published research that examined Indonesian and 

Singaporean citizens attitudes toward the United States drone strike program, as well as relevant 

government legislation, regulation of civilian use of remote-operated UAVs in these states and 

submissions to the Centre for a New American Security’s Proliferated Drones report series.351 

This is further supplemented by reviewing official statements from government ministers and 

the Non-Aligned Movement, evidence of corporate investment in modernising defence industry 

capability toward autonomous platforms, research investments in this technology and position 

statements from leading universities, for example, the Indonesian Universitas Gadjah Mada 

joined the Campaign to Stop Killer Robots in November 2018. Taken together, these alternative 

sources provide sufficient data to inform a position on whether the public would effectively 

oppose the introduction of military platforms with increasing levels of autonomous capability. 

 

 
346 Carpenter, C. (2013). "US Public Opinion on Autonomous Weapons." Duck of Minerva 

Blog http://duckofminerva.dreamhosters.com/wp-content/uploads/2013/06/UMass-

Survey_Public-Opinion-on-Autonomous-Weapons.pdf. 
347 Initiative, O. R. (2015). Summary Report - The Ethics and Governance of Lethal 

Autonomous Weapons Systems: An International Public Opinion Poll, Open Roboethics 

Initiative  
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on Indonesia'. Proliferated Drones, Center for a New American Security 



Page | 111  
 

3.4.5: Ability to Develop or Emulate a Specialised Operational Praxis 

 

The final variable is the ability of the state to develop or emulate a specialised operational 

praxis. Similar to the previous variables, applying this variable to the case study states draws 

on evidence from scholarly literature published during the 2014-19 period. Primary authors 

utilised for this variable include Laksmana, Raska, Rosin and Bitzinger. Academic sources were 

then supplemented by working papers published by IHS Janes and the Mapping the 

Development of Autonomy in Weapon Systems report, published by the Stockholm International 

Peace Research Institute.352 This is complemented by the accounts and analysis of prior major 

military innovations contained in existing scholarly diffusion literature. 

This variable also draws on defence white papers, graduate papers written by serving 

military officers from Indonesia, Singapore and the United States, and working papers 

published by the Indonesian Ministry of Defence and Singaporean Defence Science and 

Technology Agency. This combination of resources provides evidence crucial for process-

tracing the diffusion of operational praxis of prior military innovations, which offers an insight 

into how these states would respond to the emergence of autonomous weapons. An 

understanding of the process by which Singapore and Indonesia are able to develop or emulate 

a novel operational praxis for the deployment of autonomous military technology is highly 

useful because states are intelligent actors that are influenced by the public actions of larger 

neighbours and first adopters.  

 

Adoption Variables 

Security Threat Environment 

 
352 Boulanin, V. and M. Verbruggen (2017). Mapping the Development of Autonomy in 

Weapon Systems, Stockholm International Peace Research Institute. 
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Resource Capacity353 

- Military expenditure,  

- Capacity of Domestic Military Industrial Base 

- Foreign Arms Acquisition Capacity 

Organisational Capital Capacity354 

- Critical Task Focus 

-  Level of Investment in Experimentation 

- Organisational Age 

Ability to Develop or Emulate A Specialised Operational Praxis 

Receptiveness of the Domestic Environment to Innovation 

Figure 3. 3: State Adoption Capacity Variables 

 

3.5: Conclusion 

 

While recognising that actors in an innovation process often attempt, or vacillate between, 

multiple responses options, the structure of this research design reflects the diffusion cycle of 

military innovation through the lens of its novel theoretical framework. This framework 

provides an analytical structure to guide the application of the research methods that underpin 

the thesis’ main contribution, which is evaluating the capacity of Singapore and Indonesia as 

case study regional middle powers to respond to Lethal Autonomous Weapon Systems as an 

emerging RMA, and the impact this will have on security and stability in Southeast Asia. 

The core methodology of this research design is a case-study based approach, supported 

by process-tracing and documentary analysis of identified adoption variables. This is 

particularly suited for studying military diffusion and has been utilised by a number of scholars 

in the fields of policy diffusion, military innovation and disruptive commercial innovation. 

Alongside traditional academic literature, this research draws extensively on a combination of 

 
353 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 
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data and analysis from defence research bodies, civilian state agencies, and non-government 

think tanks.  

The structure of this thesis reflects the four phases that engage with the lifecycle of a 

particularly disruptive major military innovation or rapidly proliferating Revolution in Military 

Affairs. The first phase is Foreshock: it covers the development of precursor technologies 

(which may in their own right be initially lauded as RMAs), their impact on the development 

of a disruptive weapon innovation and their proliferation once the precursor becomes 

normalised. In the case of LAWS, the precursor technology was Unmanned Combat Vehicles, 

principally armed Unmanned Aerial Vehicles, whose demonstration point occurred in 2001 

with their use by the United States as a strike weapon. Chapter Four explores how Southeast 

Asian states have interacted with and been impacted by the diffusion of armed UAVs.  

The second phase is Innovation; it engages with the initial development of the 

revolutionary technology and the emergence of new strategic or operational doctrine that 

capitalises on the invention, leading to the achievement of operational praxis. Applying this 

phase to autonomous weapon systems occurs in Chapter Five, which evaluates the current 

development of the hardware and software components of LAWS by the key developing actors 

(such as the United States and China).  

The third stage, Response, begins with the demonstration point of the RMA, which 

triggers states to respond to the shift in the balance of power. This relates directly to the core 

research questions of this thesis and, as such, is the main application of the two case study 

states. Chapters Six and Seven apply the adoption capacity variables to Indonesia and 

Singapore, while Chapter Eight addresses how adoption would factor into the responses of these 

states to a future LAWS demonstration point.  

The final stage of this framework is Impact. This phase covers how the international 

community goes about the ongoing development of the initial RMA, the regional instability 



Page | 114  
 

caused by its diffusion and the possibility of a transition of hegemonic power, at least on a 

regional level. This stage is reflected in the Discussion chapter of the thesis, which evaluates 

the impact of LAWS proliferation in Southeast Asia and hegemonic transition conflict between 

the United States and China. 
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Chapter 4: Development and Diffusion of Unmanned Combat Vehicles 

 

“Science gathers knowledge faster than society gathers wisdom” - Isaac Asimov355 

 

4.1: Introduction 

 

While the emergence of Lethal Autonomous Weapon Systems is the focus of this thesis, 

military and civilian policymakers have consistently drawn a conceptual link in their public 

commentary to existing remote-operated platforms, primarily Unmanned Aerial Vehicles. This 

practice reflects the fact that policymakers are generally conservative and draw directly on 

knowledge gained from the implementation of functionally similar precursor systems to inform 

their approach to emerging innovations.356 Therefore, this chapter is comparative in nature, 

offering an analysis of how Indonesia and Singapore are responding to the proliferation of 

remote-operated Unmanned Combat Vehicles (UCVs). Its purpose is to identify factors, 

institutions and actors within these militaries that would inform how Indonesia and Singapore 

would conceptualise increasingly autonomous weapon systems. 

Examining prior Revolutions in Military Affairs demonstrates this tendency for prior 

experience with the development, deployment and diffusion cycle of precursor technologies 

inform how states respond to emerging technology. A prime example of this effect can be seen 

in inter-war British tank doctrine and design philosophy, which drew on their experiences in 

the First World War and naval warfare, splitting their efforts between the infantry tank and the 

 
355 Quoted in Singer, P. W. (2009). 'Wired for War: The Robotics Revolution and Conflict in 

the 21st Century'. Penguin Publishing Group 
356 Goldman, E. O. and R. B. Andres (1999). "Systemic Effections of Military Innovation and 

Diffusion." Security Studies 8:4, 79-125. 
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cruiser tank, with neither proving well-suited to the armoured warfare paradigm pioneered by 

their German counterparts, which instead focused efforts on unit-level radio communications, 

combined arms operations and integrated aerial support. Therefore, analysis of an emerging 

Revolution in Military Affairs should begin by examining the development and diffusion of its 

precursor innovation. In the case of Lethal Autonomous Weapon Systems, a significant 

precursor innovation is Unmanned Combat Vehicles (UCVs), which are distinguished by the 

fact that their ‘critical functions’ remain under the control of a human operator, albeit remotely. 

The first section of this chapter outlines the current status of Unmanned Combat Vehicles 

across the aerial, maritime and terrestrial combat domains utilising prominent examples and 

explains the emerging operational concepts underpinning their ongoing development. This is 

followed by an examination of the role of key states in the development and proliferation of 

UCVs. At the core of this chapter is evaluation of Indonesia and Singapore against the adoption 

variables (identified in the preceding chapter) using data from the years following the initial 

demonstration point of armed UAVs. This chapter will also argue that factors that contributed 

to the evident preference among ASEAN member states for low cost, unarmed platforms over 

complex strategic strike capable variants would inform their preferred response in the event of 

a future LAWS demonstration point.  

Overall this chapter demonstrates that rising resource capacities in the region and the 

centrality of a dual-use technological component (remote-operated aircraft) contributed to the 

successful adoption of remote-operated UAVs by leading ASEAN member states. However, it 

also establishes that security environments, critical task focus, and regional tensions had a 

greater impact on the success of these attempts than comparative adoption cost. This should 

offer pause to those who argue that only large, advanced states will be important actors in the 

early post-demonstration period of Lethal Autonomous Weapon Systems. 
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4.2: The Current Status of Unmanned Combat Vehicles  

 

The precursor innovation for increasingly autonomous weapon systems, remote-operated 

Unmanned Combat Vehicles have proliferated at a remarkable rate. As with any innovation, 

understanding this proliferation requires an exploration of the development of its technological 

(hardware) and organisational change (software) components. The purpose of this section is to 

demonstrate how the ongoing development of remote-operated weapon platforms is mutually 

influencing the emergence of a series of identifiable praxes which would, in turn, influence 

policymakers’ approach to increasingly autonomous weapon platforms. 

The most prominent form of UCV has been Unmanned Aerial Vehicles (also known as 

‘Drones’), which have also been the primary subject of media coverage and are therefore the 

version of military robotics foremost in the mind of the general public. However, this should 

not be allowed to minimise the military importance of unmanned ground and maritime vehicles, 

which are also perceived as critical to the security of ASEAN member states by defence 

policymakers. While the last fifteen years has only seen five actors use armed UAVs (drones) 

in combat (US, UK, Hezbollah, Israel and Pakistan); seven other states possess deployable 

armed drones, 10 are developing combat drones, and 50 (including Australia) are developing 

domestic production capability.357 There are 80 states that have acquired some form of combat 

deployable drone technology,358 and it is estimated that every state will have reliable access to 

combat drones before 2025,359 with global expenditure expected to reach US$91 billion by 

2024.360 

 
357 Miller, P. M. (2006). 'Mini, micro, and swarming unmanned aerial vehicles: A baseline 

study', Federal Research Division, Washington DC: Library of Congress. 
358 Davies, P. (2015). "The ADF and Armed Drones." The Strategist 
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360 Stohl, R. (2015). "Exercising Restraint? The New US Rules for Drone Transfers." Arms 

Control Today 45:4, 20. 
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4.2.1: Unmanned Aerial Vehicles  

 

Given their status as the most prominent and well-funded variety of unmanned combat vehicle, 

it is best to start with Unmanned Aerial Vehicles (UAVs). The recent wave of interest in remote-

operated combat aircraft arguably began with the development of the MQ-1 Predator and its 

deployment by the United States into the Balkan conflict. Although its demonstration point was 

arguably the first use of an armed UAV in a stand-off strike role, which occurred in late 2001. 

While this was not the first modern UAV to be used by the US military, the armed Predator 

captured the public fascination and its image (and that of its larger successors) became 

synonymous with unmanned weapon systems.  

UAVs are typically divided by endurance and flight altitude; for example, the MQ-9 

Reaper is considered a Medium Altitude, Long Endurance (MALE) UAV. However, because 

there is no universal agreement as to what specific benchmarks should be used, a definitional 

grey area remains. To avoid confusion, this thesis includes the categorisation system published 

in the US Army’s Unmanned Aircraft Systems Roadmap 2010–2035 (Figure 4.1).361  

While the majority of the 80 states that possess UAVs only have access to unarmed 

Intelligence, Surveillance, Reconnaissance (ISR) models, this is changing; ten states (including 

Iraq, Myanmar, Pakistan, and Turkmenistan) had acquired armed UAVs from China by the end 

of 2017.362 While United States UAVs are generally significantly more capable than 

competitors, due to their advanced technology and sophisticated information infrastructure, 

 
361 Excellence, U. S. A. U. C. o. (2010). 'Eyes of the Army: U.S. Army Unmanned Aircraft 

Systems Roadmap 2010-2035'. Fort Rucker: U.S. Army. 
362 These states were: Egypt, Iraq, Jordan, Kazakhstan, Myanmar, Nigeria, Pakistan, Saudi 

Arabia, Turkmenistan and United Arab Emirate – Ewers, E. C., L. Fish, M. C. Horowitz, A. 

Sander and P. Scharre (2017). 'Drone Proliferation: Policy Choices for the Trump 

Administration'. Papers for the President, Center for a New American Security.. 
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they proved significantly more difficult to acquire. This was largely due to a previous policy 

position that explicitly restricted the sale of armed UAVs (including those equipped with a laser 

designator); however, adherence to the Missile Technology Control Regime further limited the 

export of UAVs with a payload above 500kg. As a result, only a small number of United States 

allies have successfully purchased United States UAVs, including Australia and France.  

Although UAVs offer substantial benefits over manned aircraft, including reduced 

economic cost, reduced risk to personnel, and longer mission endurance, they are also far more 

vulnerable to conventional air defence methods and electronic warfare, which limits their 

impact. Additionally, states that are unaligned with the US are limited by the technological and 

data processing obligations of comparable long-term UAV surveillance. The US Air Force 

found that 83 personnel were required to process the information gathered during a single 

operational flight by a MQ-9 Reaper.363 By 2012 they had accumulated a processing backlog 

of over 400,000 hours of footage.364 The United States is the only state that currently has the 

data processing and linkage capacity to operate UAVs on an intercontinental scale. While only 

a handful of states have used UAVs in lethal operations to date, the underlying technology is 

rapidly proliferating globally. China, Russia and Iran have domestic production capacity, and 

even minor powers such as Nigeria, Pakistan, and Iraq have acquired armed UAVs.365 While 

they are not comparable to their US counterparts, they are still relatively effective platforms. 

Furthermore, with the exception of Brunei,366 there has been a clear resource commitment 

among ASEAN states to improve their capability to produce or purchase military UAVs. 
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Finally, there has been a boom in civilian manufacturing and sale of commercial 

unmanned aircraft. While no serious comparison can be made with military models, 

Commercial Off the Shelf (COTS) drones are becoming ever more advanced, a factor that has 

already contributed to their use by violent non-state actors. This boom has direct relevance to 

increasingly autonomous weapon systems, which also rely on dual-use technologies (such as 

machine learning-based artificial intelligence algorithms, computer vision and sensors). 

 

 

Figure 4. 1: United States Army UAS MTOW Classification367 

 

4.2.2: Unmanned Ground Vehicles  

 

An Unmanned Ground Vehicle (UGV) is a platform that operates in contact with the ground 

without the physical presence of a human operator. Typically controlled remotely, they are 

designed to extend the capabilities of human soldiers or to undertake ‘dirty, dull, or dangerous’ 

roles under supervision, rather than to operate independently. Remote-operated ground 

platforms are appealing to states with inaccessible or remote land borders, which are difficult 

to police, monitor and defend, particularly the case of internal unrest. Myanmar’s northern 

 
367 Excellence, U. S. A. U. C. o. (2010). 'Eyes of the Army: U.S. Army Unmanned Aircraft 

Systems Roadmap 2010-2035'. Fort Rucker: U.S. Army. 
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border region is a good example of this.368 In other cases UGVs could be suitable to monitor 

contested or disputed land borders, which otherwise generate tension or even sporadic conflict, 

such as between Thailand and Cambodia,369 and India and China’s Himalayan border.370 The 

importance of understanding how states are approaching unmanned ground vehicles is 

highlighted by the existence of the Super-Aegis II, a supervised autonomous weapon platform 

which has already seen limited deployment by South Korea. 

Existing UGVs can be divided along task lines. Firstly, there are unmanned ground 

combat vehicles, which are typically large and heavily armoured. Resembling a tank, the role 

of these vehicles is to participate directly in combat while reducing risk to human soldiers. 

These platforms are operated remotely by other human soldiers who are nearby but not 

(typically) in direct contact. Modern examples include the SWORDS platform (USA), the 

Sharp Claw (China) and the Uran-9 (Russia). In May 2018 the latter became the first armed 

UGV (reportedly with the capability to operate autonomously) to be deployed directly into 

modern combat zone.371 This variety of direct combat UGV appears to have appealed to Russian 

defence planners, who have several operationally similar vehicles under development. 

The second type of unmanned ground vehicles are those designed for explosive disposal. 

They are generally operated from a short distance away with simple controls. Examples of this 

variety of UGV include the Packbot and the MARCbot. The lethal use of this kind of UGV was 

dramatically brought into the public eye in July 2016 when police in Dallas, Texas used a 

similar UGV (Remotec Andros Mark V-A1) carrying a C-4 charge, to kill an armed suspect 

 
368 Jenne, N. J. (2017). "Managing Territorial Disputes in Southeast Asia: Is There More than 

the South China Sea?" Journal of Current Southeast Asian Affairs 36:3, 35-61. 
369 Kocak, D. (2013). "Insurgencies, Border Clashes, and Security Dilemma--Unresolved 
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during an active shooter incident. Prior to this law enforcement agencies had used Packbot style 

UGVs for a variety of non-lethal tasks beyond their intended bomb disposal duties, from 

surveillance to removing a blanket to see if a suicidal individual was armed. Whether the Dallas 

police were entitled to utilise a UGV in this way is beyond the scope of this thesis, but it did set 

an interesting precedent regarding the use of unmanned platforms for law enforcement and the 

sub-national exercise of state power.372  

 The third variety of unmanned ground vehicles are designed as re-supply and logistics 

tools. They are typically lightly armed or unarmed and are either remotely operated or possess 

a limited, task-based autonomy that allows them to follow a command signal carried by friendly 

soldiers. Prominent examples of this type of UGV include the Big Dog and Alpha Dog (which 

were both cancelled) as well as the Israeli RoBattle and the US Crusher.  The final variety are 

armed, fast vehicles that are capable of limited task-based autonomy but are generally remotely 

operated. These are typically intended for defensive patrols and can remotely engage intruders. 

Examples include the MDARS-E and the Guardium, which are both capable of lethal force.  

 Land-based operation present the most complex environment for any level of autonomy, 

especially in the context of low-intensity or irregular conflicts. This makes it impossible to 

deploy current generation autonomous technology on ground-based weapons without an 

unacceptable level of risk to civilians and friendly combatants. It is worth noting that this is not 

as severe a restriction in remote or inaccessible border areas where there is only a small 

concentration of civilians and non-legitimate targets in the event of conflict. Overall, it is far 
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Multidisciplinary Approach, John Wiley & Sons Incorporated; Heyns, C. (2016). "Human 

rights and the use of autonomous weapons systems (AWS) during domestic law 

enforcement." Human rights quarterly 38:2, 350-378; Gregg, A. (2019). 'Autonomous Police 

Vehicles: The Impact on Law Enforcement'. Monterey: DTIC. N. P. School; Schulzke, M. 

(2018). "Drone Proliferation and the Challenge of Regulating Dual-Use Technologies." 

International Studies Review 21:3, 497–517. 
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more likely that, at least in the near future, remote operation of unmanned ground vehicles will 

remain the norm, especially among smaller militaries.  

 

4.2.3: Unmanned Maritime Vehicles  

 

The final category of unmanned combat vehicles is Unmanned Maritime Vehicles (UMV). This 

category includes both Unmanned Surface Vessels (USV) and Unmanned Underwater Vehicles 

(UUV), both of which have been employed in a wide range of military and civilian uses. Given 

the importance of maritime boundaries and controlling violent non-state armed groups within 

the Southeast Asian security environment, it is unsurprising that ASEAN member states have 

been closely following the development of unmanned maritime vehicles. The emerging 

operational praxes around their remote-operated predecessors would indicate that the use of 

increasingly autonomous platforms in Southeast Asian waters is likely to continue to revolve 

around surveillance, force protection and area denial.  

The maritime environment is generally considered the least technically and ethically 

challenging combat theatre for deploying autonomous and remote-operated weapons.373 This is 

a comparative statement, as there is still risk involved in deploying unmanned platforms into a 

region that is characterized by ongoing territorial disputes, inter-state tensions, and multiple 

armed non-state actors. For example, consider the December 2016 interception and seizure of 

a United States Navy unmanned underwater vehicle in the Philippines Economic Exclusion 

Zone by a People’s Liberation Army Navy vessel.374 The UUV was returned less than a week 
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later following a formal complaint by the US military.375 This incident highlighted one of the 

key risks posed by deploying UMVs in Southeast Asia: that a state could react unexpectedly 

toward an unmanned platform, potentially due to differing interpretations of their status under 

international law, a scenario that is even more volatile when the UMV is operating in disputed 

maritime territory.  

A major cause for interest in unmanned maritime vehicles among Singaporean and 

Indonesian policymakers was the resurgence of small boat-based attacks, typified by the earlier 

attack on the USS Cole. Given the prevalence of both piracy and terrorist groups in Southeast 

Asia, this style of attack would be a significant concern to the security services of both Indonesia 

and Singapore. From a military standpoint, remote-operated unmanned maritime vehicles have 

been utilised primarily for surveillance and force protection. As of late 2019 there has not been 

major progress made by either Singapore or Indonesia towards designing a remote-operated or 

autonomous vehicle whose primary purpose is to be a surface combatant.376 

Arguably the most influential aspect of UMV development is their potential to act as a 

‘force multiplier’, improving the effectiveness and efficiency of state surveillance. This has 

been a driving factor behind their acquisition by militaries and state security agencies across 

Southeast Asia. Deployed surveillance USVs include the American Fleet-Class Unmanned 

Surface Vehicle, which resembles a small motorboat and is used for short-range surveillance 

and early detection. As an example, consider the difference in manpower required to conduct 

surveillance patrols in a disputed littoral area between using multiple USVs under the 

supervision of a single human officer and, for example, a Thailand Navy M21-class patrol boat, 

 
375 Lin-Greenberg, E. (2016). 'So China seized a U.S. drone submarine? Welcome to the 
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which is operated by a nine-man crew.377 Unmanned Underwater Systems are substantive more 

efficient for long-term surveillance, especially in antisubmarine role. The Wave Glider, which 

is a two-part system that is designed for longer-term surveillance using acoustic sensors and 

passive sonar, is an example of a surveillance orientated UUV. 

Closely linked to their surveillance capacity, UMVs offer an increasingly effective 

alternative to surface vessels or aircraft for force protection. States have been forced to re-think 

their strategies for protecting vessels, particularly those that are making re-supply visits or 

deployments to ostensibly friendly foreign ports by the resurgence in the use of small, fast boats 

as suicide weapons, a tactic reminiscent of the fireships in the age of fighting sail. Because they 

can loiter in high-risk environments for hours at lower cost under rotating operators, mobile 

UMVs are seen as an effective solution to this threat. The Fleet Class USV is illustrative of the 

common characteristics of a force protection UMV, modelled on the chassis of a small 

speedboat with multiple sensors and limited autonomy (with a human operator supervising its 

patrol pattern). The B850 High-Speed Patrol USV is a Chinese platform designed to fulfil a 

similar role.  

While based on their security environments and geographic factors, Southeast Asian 

states should emphasise procurement of maritime and aerial platforms; however this would 

have challenged the dominance of army leaders within ASEAN militaries, which has previously 

limited spending and resource allocation to regional navies and air forces.378 The proliferation 

to date of unmanned aircraft in the region and Indonesia’s adoption of the Global Maritime 

Fulcrum strategy (which emphasised the need for greater naval capability modernisation), 

would indicate that policymakers have made progress in overcoming this traditional barrier.   
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4.3: Key Actors in the Post-Demonstration Point Proliferation  

 

Even after significant investment in recent years in military modernisation in the region, none 

of the ASEAN states has developed the capacity to domestically produce a UCV that could 

compete on the international export market with those produced by the United States, with the 

possible exception of Singapore. However, both Indonesia and Singapore have long-established 

track records of purchasing advanced military platforms where they lack the capacity to 

reasonably produce a comparative model. It is also interesting that the key arms exporters into 

Southeast Asia are also among the leading states in the development of unmanned combat 

vehicles, including the United States, China, Russia, South Korea and Israel. Within this region 

it is becoming increasingly common to for ASEAN member states to tie mandatory technology 

transfer provisions such as Indonesia’s Defence Industry Law 2012) with agreements to 

procurement advanced weapon platforms ‘off the shelf’, while other ASEAN members have 

entered into domestic development programs with states outside of the region (such as Belarus) 

to improve their indigenous models.  

The influence of arms exporting states goes beyond merely selling platforms, especially 

when the platform is an emerging technology. In addition to the platform itself, procurement 

arrangements regularly include training, maintenance and access to spare parts, all of which 

enable to exporter to exert influence over the adopter’s deployment of those systems. This 

section will demonstrate the role played by exporting states in the proliferation of UCVs and 

outline the limited efforts to date by great powers to influence their use by purchasing states in 

Southeast Asia.  
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4.3.1: USA 

 

The United States is a major exporter of unarmed UCVs, which is reflective of their status as 

the leading developer of unmanned military systems and home to an advanced arms industry. 

However, despite rising demands from its allies and the occasional congress delegation, the 

United States has only authorized two sales of armed UAVs to before the end of 2018. In both 

cases, MQ-9 Reapers were transferred, first to the United Kingdom and second to Italy,379 

although Australia has reportedly purchased Reapers subsequent to this after a period of 

delay.380  American allies that have become frustrated with the approval delays and export 

barriers for United States designed armed UAVs, such as Jordan, have generally turned to China 

or Israel.381 France’s decision in September 2017 to arm its United States made, and initially 

unarmed, Reaper UAVs was potentially a response to this frustration.  

Despite its leading role in their emergence, the United States has a comparatively less 

influential role in international efforts to emplace norms and regulations around the sale of 

armed unmanned platforms. The main regulatory framework that currently governs the 

exportation of unmanned aerial vehicles, armed and unarmed, is the Missile Technology Control 

Regime (MTCR). The MTCR is a legacy regulation, initially introduced in 1987, that relies 

upon voluntary compliance. Its original purpose was to restrict the proliferation of unmanned 

ballistic missile systems that could be used to deliver weapons of mass destruction. Because 

armed unmanned vehicles with a payload over 500kgs are considered Category I items, they 
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are subject to an ‘unconditional, strong presumption’ of denying export authority, while many 

of the guidance systems and aeronautics components are considered Category II and require 

strong assurances that transferred components will not be on-sold. Aside from the United States, 

notable signatories include India, Russia, and the Republic of Korea, however, none of the 

ASEAN member states are signatories. This protocol is generally considered to be one of the 

few internationally recognized methods for limiting the proliferation of UAVs, but it does not 

appear to apply to unmanned maritime vehicles or unmanned ground vehicles. 

In a renewed effort to shape and limit the proliferation of unmanned systems, the United 

States has implemented two additional policies to which potential export partners must agree. 

These policies were effectively normative behaviour tools, attempting to establish a framework 

of international norms around the use of armed UAVs before they had fully diffused. The first 

was the 2015 US Export Policy for Military Unmanned Aerial Systems, which bound receiving 

states to only utilize US-produced UAVs within certain behaviour guidelines. The latest US-

led effort was the 2016 Joint Declaration for the Export and Subsequent Use of Armed or Strike-

Enabled UAVs, which has been signed by 53 states,382 including the Philippines and Singapore. 

This document encouraged signatories to abide by international law and conduct UAV 

operations with an appropriate level of transparency.383 Adopting a normative framework to 

govern, regulate and shape unmanned aircraft exports is more likely to succeed than attempting 

to implement an outright ban of a technology that is rapidly proliferating through multiple state 

and non-state exporters.384  However, the Joint Declaration has been criticised by academics385 
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and Amnesty International386 for setting standards too low, while other reports have questioned 

whether these efforts will be effective unless the United States is able to better capitalise on its 

existing arms transfer arrangements to become the main exporter, gaining leverage to influence 

purchasing states.387 This criticism is supported by the fact that Russia, China and Israel, none 

of which are signatories,388 have proven very willing to sell armed unmanned combat vehicles 

to ASEAN member states. 

 

4.3.2: China 

 

The modernization and rapid expansion of the Chinese military is often described in both the 

media and scholarly literature as the main reason for instability in Southeast Asia. While this 

downplays the impact of other regional security challenges, it does reflect the fact that regional 

middle powers are operating within an emerging hegemonic competition.389 Within this 

competition, it is becoming increasingly clear that Chinese military technology is gaining on 

the United States in operational capacity and strategic reach.390 Chinese military development 

doctrine enshrines the idea that Chinese and US military development is triggering a series of 

global Revolutions in Military Affairs and that, therefore, the PLA needs to accelerate its 
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development efforts in “domains of emerging military rivalry,”391 such as increasingly 

autonomous weapon systems and cyber warfare. 

China has emerged as one of the two leading exporters of armed unmanned aerial vehicles 

and, like their nearest competitor, Israel, are not signatories to the Missile Technology Control 

Regime. In the comparative absence of the United States from the international armed UAV 

market, China has had considerable success marketing its Caihong-4 surveillance and strike 

UAV. The Caihong-4 has roughly comparable specifications to the MQ-9 Reaper and more 

than a passing resemblance. Per a June 2017 policy paper from the Centre for a New American 

Security, China has sold armed UAVs to Egypt, Jordan, Saudi Arabia, Iraq, Kazakhstan, 

Myanmar, Nigeria, Pakistan, Turkmenistan, and the United Arab Emirates.392 Another Chinese 

UAV that has been promoted for export is the Wing Loong II (also called the Pterodactyl), 

which is capable of being armed.  

Chinese development of unarmed UAVs is also continuing at a rapid pace. Even in 2014, 

the PLA publicly displayed four new UAV models, and China subsequently stated an objective 

to acquire over 40,000 UAVs by 2023.393 Current Chinese surveillance UAVs range from 

tactical, short-range models (such as the ASN-206) to longer endurance models (like the BZK-

005). China has also developed sophisticated High-Altitude Long Endurance (HALE) UAVs, 

such as the SYAC Divine Eagle. The most interesting development, however, has been the 

Sharp Sword (Lijian) armed combat UAV. The Sharp Sword is designed to deliver a first strike 

payload while protected by stealth features. It appears to be an answer to the British and 
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American stealth unmanned combat aerial vehicle programs, yet it is unclear at this point 

whether the Sharp Sword or its derivatives will be offered for export. 

In addition to China’s development and export of increasingly sophisticated armed 

UAVs, it has also made significant investment in developing unmanned maritime vehicles. A 

2015 RAND Corporation report stated that the Chinese government had funded at least 15 

research teams specifically to develop unmanned maritime platforms for military use.394 

Furthermore, the People’s Liberation Army Navy has access to remote-operated underwater 

vehicles with surveillance capabilities. In 2017, China deployed multiple unmanned underwater 

vehicle prototypes for “scientific research” in the South China Sea.395 Further committing to 

UUV development, the Zhuhai municipal government began construction in February 2018 on 

what it claimed was the world’s largest unmanned maritime vehicle testing area.396 Developing 

unmanned underwater vehicles would enable the People’s Liberation Army Navy to project 

power or deny access without the same risk of escalation as committing manned vessels.397 A 

capability that would obviously be a serious concern for China’s neighbours, particularly those 

ASEAN states affected by its claims to territory in the South China Sea. While there is little 

evidence that China has exported unmanned surface vehicles at the time of writing, this does 

not mean that exports will not occur in the future. 
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4.3.3: Israel 

 

Israel has emerged as a major exporter of complete UAV systems398 and is Singapore’s 

longest-standing arms export partner. Between 2005 and 2012, Israel was estimated to have 

exported $4.62 billion worth of UAV technology to 30 states, with the Asia-Pacific being its 

second-largest market.399 For small scale, low endurance operations, Israeli UAVs include the 

IAI Heron, IAI Panther, and Elbit Skylark I-LE. In terms of MALE UAVs, Israeli offerings 

include armed (IAI Eitan) and unarmed (Elbit Heron 900) aircraft. Israel also offers loitering 

attack munitions, or suicide drones, such as the Harpy. These explosive tipped drones are 

designed to semi-autonomously track and identify enemy radar sites before diving bombing 

them.  

Complementing their UAV exports, Israel is also a major developer of unmanned 

maritime vehicles. Israeli made unmanned maritime vehicles include the Protector and the 

Seagull. The Protector was originally designed by Rafael Advanced Defense Systems and 

initially deployed by the Singaporean Navy in 2005. The Protector is remote-operated, armed, 

and highly manoeuvrable. Its key purposes are surveillance and force protection. In 2017, a 

third-generation upgraded model demonstrated its ability to fire Spike ER missiles.400 Fulfilling 

a similar role with a greater emphasis on anti-submarine warfare, the Seagull (designed by 

Elbit) is capable of autonomous operation and able to deploy an autonomous unmanned 

underwater vehicle to aid its efforts to intercept and engage submarines. 
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Importantly, Israeli unmanned platforms are generally smaller and less complex than 

those built in the United States. There has been little public evidence that Israeli firms would 

be interested in committing to large scale or high cost platforms, such as stealth UAVs or 

unmanned surface combatant ships. The fact that Israeli defence companies are actively 

promoting unmanned maritime and aerial vehicles at trade shows indicate that they will 

continue to export to the Asia Pacific and, given that Israel is not bound by the MTCR and is 

the major arms supplier to multiple ASEAN states, it seems likely that the presence of Israeli 

designed weapon systems in Southeast Asia is not likely to decrease. 

 

4.3.4: Republic of Korea 

 

Although the Republic of Korea has not achieved the same export profile as the states described 

above, it has emerged over the last decade as a major arms supplier to Southeast Asian states. 

Given its ongoing efforts to develop increasingly autonomous unmanned ground, maritime, and 

aerial weapon platforms, it would be remiss not to briefly engage with its role in remote-

operated UCV proliferation. In addition to its advanced military technology, the Republic of 

Korea (ROK) is viewed more favourably by the ASEAN member states compared to its East 

Asian neighbours. This is because the ROK is considered to be more neutral than Japan, China, 

or the United States, yet maintains influence with all three.401 This perception increases the 

value of the ROK as a potential supplier of advanced weaponry for ASEAN states that are wary 

of offending one of the superpower states by purchasing too much from the other. It was also a 

key reason behind the Republic of Korea being invited to join the East Asia Summit.  
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The Republic of Korea has plainly benefited from the burgeoning arms race in Southeast 

Asia. Since 2009, South Korean arms exports have risen 1,100%, and the majority of purchases 

were in the Asia Pacific.402 Since 2007 South Korea signed 39 bilateral security agreements,403 

and IHS Markit (owner of Jane’s Defence) predicted that ROK defence export revenue would 

surpass China’s by 2020.404 As an example, the major partner in the KF-X Future Fighter 

program was Indonesia,405 although this particular deal has subsequently been under a cloud 

with the Indonesian Air Force reportedly considering Russian fighter jets. Existing South 

Korean UAVs include a tactical UAV developed by Korea Aerospace Industries and the Korea 

Aerospace Research Institute. While recently unveiled efforts in developing unmanned surface 

vehicles include the armed Haegeom USV, which is designed to patrol waters near the Northern 

Limit Line with limited autonomous navigation capability. As a signatory of the Missile 

Technology, South Korea’s ability to export advanced weapon systems is vulnerable to 

intervention by the United States. The 2015 intervention by the US to torpedo a potential deal 

to sell advanced T-50 trainer aircraft to Uzbekistan406 was illustrative of this potential. While 

there does not appear to have been any similar interventions in the UAV space, their MTCR 

obligations would be impacting which markets that the Republic of Korea defence industry 

engages with. 

The United States, China, Israel and the Republic of Korea all major producers of 

advanced weapon systems with ongoing arms export relationships with ASEAN member states, 

through which they contributed to the development of unmanned combat vehicles and their 

rapid proliferation. The ability to purchase advanced unmanned platforms ‘off the shelf’ was a 

 
402 Harris, B. (2016). 'Global instability drives S Korean war industry'. Financial Times. 
403 Cronin, P. M. and S. Lee (2017). 'Expanding South Korea's Security Role in the Asia-

Pacific Region'. Discussion Paper, Council on Foreign Relations. 
404 Ibid. 
405 Grevatt, J. (2017). 'Korean-Indonesian fighter project hits licensing delays'. IHS Jane's 

Defence Industry. 
406 Caverley, J. D. (2017). "Slowing the Proliferation of Major Conventional Weapons: The 

Virtues of an Uncompetitive Market." Ethics & International Affairs 31:4, 401-418. 



Page | 135  
 

crucial enabler of proliferation into Southeast Asia, offsetting the lack of domestic capacity in 

the military-industrial base of key ASEAN states. Combined with developing operational 

praxes which have been emulated by secondary adopters, these actors have played a significant 

role in shaping how the mid-adopter ASEAN states have engaged with UCVs. 

 

4.4: Applying Adoption Variables to UCVs in Southeast Asia 

 

It is insufficient to argue that Unmanned Combat Vehicles proliferated at such a rate in the 

2010s purely because there was sufficient demand from smaller states to persuade advanced 

states to allow the export of complete, ‘off the shelf’, remote-operated weapon platforms. 

Intention must be paired with capacity, and therefore it is important to evaluate the capacity of 

early-majority and late-majority responding states to understand whether each state was able to 

acquire UCVs. The second half of this chapter will demonstrate how non-resource variables 

shaped the response of Indonesia and Singapore to the proliferation of unmanned combat 

vehicles to the extent that, while both states pursued a limited adoption strategy, this was largely 

limited to lower complexity platforms, which would still address their perceived capability 

requirements. This analysis offers an illustrative example of the effect that non-resource 

adoption variables could have on Indonesian and Singaporean reaction to the emergence of 

Lethal Autonomous Weapon Systems. 

  

4.4.1: Security Environment 

 

The security posture of ASEAN members is reflective of the myriad traditional and non-

traditional challenges that threaten regional security in Southeast Asia, and has shaped how 
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Indonesia and Singapore perceived the value of adopting UCVs. Major regional security issues 

include China’s aggressive policy in the South China Sea, regional military modernization and 

North Korean provocation. However, it is important to also consider the continued pressure 

non-traditional threats (such as human trafficking, piracy, and terrorism) are placing on ASEAN 

states that have been operating comparatively ancient weapon platforms. Interestingly, 

Indonesia and Singapore have both indicated that they perceive a greater risk stemming from 

the threat posed by current non-traditional security issues to internal and regional stability than 

the more traditional risk of direct state aggression. 

However, this is not to say that these militaries have abandoned their traditional concern 

with preventing territorial intrusion, deterring state aggression and projecting state power. The 

increasingly assertive, even aggressive, posturing by China in territorial disputes in the South 

China Sea has certainly played a role in promoting Southeast Asian military modernisation. As 

an example, consider the repeated clashes between Chinese fishing fleets and Indonesian 

authorities near the Natuna Islands, which have escalated to include standoffs between 

government vessels, the demolition of captured fishing vessels407 and prompted Indonesia to 

establish a formal military presence and regional command in the area.408  

Unfortunately for regional stability, the self-perpetuating aspect of concurrent military 

modernisation is particularly problematic in Southeast Asia due to the historical tension and 

political disputes between Southeast Asian states. For example, while Singapore has made 

improving defence cooperation and relations with Malaysia and Indonesia a priority since the 

 
407 Parameswaran, P. (2019). "What’s in Indonesia’s New Natuna Fishing Zone in the South 

China Sea?" The Diplomat https://thediplomat.com/2019/02/whats-in-indonesias-new-natuna-
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early 2000s, the re-ignition of tensions around disputed territory near Tuas between Malaysia 

and Singapore in January 2019,409 emphasised that fragility remains in the relationship. 

In terms of non-traditional security issues, ASEAN member states (particularly Indonesia 

and Singapore) have been increasingly threatened by terrorism and organised criminal groups 

and pirates continue to operate in their territorial waters. Furthermore, ASEAN states, including 

Indonesia and the Philippines, have recently suffered from significant internal instability and 

even outright rebellion. These issues pose significant to member state’s ongoing economic 

growth and political stability, which are vital to their broader military modernisation efforts.  

Given that 2.5% of the world’s ocean surface is encompassed within Southeast Asia,410 it 

would stand to reason that ASEAN states should prioritise the adoption of maritime and aerial 

unmanned platforms, although this has not always been the case.411 Unmanned platforms are 

notably more resource-efficient for active surveillance and can be deployed without human risk 

into dangerous or difficult-to-navigate sections of coastal waters to interdict territorial 

intrusions or to track and intercept the movement of militants, pirates and contraband. Remote-

operated platforms allow multiple operators to rotate through piloting a single UAV, improving 

its capacity for long-term surveillance while somewhat offsetting the impact of boredom, 

distraction and fatigue. Finally, remote-operated platforms can be used to assist human law 

enforcement or military personnel to respond safely to ongoing terror incidents, reducing 

overall casualties in situations that are too dangerous for first responders, the obvious example 

being the long-standing use of remote UGVs for explosive device disposal.  

The need for a regional response to transnational security issues and inspired by their use 

by western forces and China, ASEAN member states have begun efforts to acquire and utilise 
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‘intrusion’". Jane's Navy International, Jane's 360. 
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411 Raymond, G. V. (2017). "Naval modernization in Southeast Asia: under the shadow of 

army dominance?" Contemporary Southeast Asia, 39:1, 149-177. 
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UAVs. So far the maritime focus of their security environment has contributed to six ASEAN 

nations developing the capability to produce or acquire to small-medium size surveillance 

UAVs (Indonesia, Singapore, Thailand, Malaysia, Vietnam,412 and the Philippines413).  

 

4.4.2: Resource Capacity 

 

In response to these issues, there has been a marked increase in military spending across the 

region,414 funded by dynamic economic growth across the region. Southeast Asia is one of the 

fastest-growing regions in terms of economic growth, ahead of Latin America and Africa, with 

a regional average of 5% growth over the last five years.415 Driven by regional distrust and the 

increasingly belligerent territorial claims by China, the overall trend among ASEAN states has 

been to increase their defence spending at a regional average rate of 9% since 2009.416 

Singapore maintains the largest military expenditure in Southeast Asia, with a total defence 

budget of SGD 14.2 billion (USD 10.2 billion) in 2017,417 while Indonesia’s defence budget is 

the second largest, reaching 120 trillion Indonesian Rupiah in the same year (USD $8.98 

billion).418 The significance of Singaporean and Indonesian defence spending is further 
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illustrated by the fact that 50 percent of defence imports in the region are destined for these two 

states.419  

While there are some states that have not followed suit, the overall trend among ASEAN 

states has been sustained increases in defence spending, a trend that has not gone unnoticed by 

the international military industry. In 2016, 43 percent of global arms imports were destined for 

the Asia-Oceanic region420 and Southeast Asia was collectively the second-largest military 

import market between 2007 and 2012. Since 2009, ASEAN spending of defence imports has 

spiked by 71 percent.421 Between 2000 and 2010, arms exports to Malaysia rose by 722 percent 

and those to Indonesia by 84 percent.422 Vietnam’s arms purchases rose 699 percent between 

2011 and 2015.423 

These increases in defence spending have been focused on modernizing military 

equipment, especially upgrading or replacing ageing major combat platforms. For example, 

Southeast Asian air fleets were characterized by aircraft acquired in the 1970s and 1980s, and 

have been targeted for modernization. Singaporean and Indonesian combat aircraft averaged at 

16 years old until modernization efforts saw the former invest $2.43 billion in modernising its 

F-16 fleet and the latter joined the Republic of Korea’s KF-X Future Fighter program as a major 

investment partner.  
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The development of domestic capacity to produce remote piloted unmanned platforms 

among ASEAN member states (bar Brunei) has largely,424 but not exclusively, occurred through 

military technology transfer and dual-investment agreements with traditional trading partners. 

Levels of success certainly vary, while Vietnam was successful in its efforts to develop a 

competitive indigenous high endurance UAV with the support of Belarus,425 Indonesia’s 

domestic arms producers are still in the process of converting recent increases in resource 

allocation into greater capacity to produce internationally competitive UCVs. Despite entering 

production in 2004, the indigenously produced Indonesian Wulung UAV only entered 

production in 2013 and possessed limited endurance and payload capacity.426 The Indonesian 

Air Force allocated more than USD 16 million in 2011 to procure for UAVs from the domestic 

company PT Dirganatra.427 Singapore has enjoyed greater success, with the ST Aerospace 

designed Skyblade family of tactical level UAVs being issued to army units,428 and the 3D-

printed UAV developed by civilian commercial company O’Qualia.429  

Indonesia, Singapore, Myanmar and Thailand have also purchased remote piloted aircraft 

and related technologies ‘off the shelf’ through existing arms agreements with states that are 

known to be developing increasingly autonomous weapon systems. Examples include 

Indonesia’s purchase of Heron II UAVs from an Israeli firm, which were intended to be the 

first of 80 foreign purchased UAVs by 2017. 430 The Singapore Armed Forces (SAF) also 
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purchased Heron UAVs as well as Protector USVs, which were subsequently deployed by their 

Navy. This appears to be part of a broader pattern of ASEAN states capitalising on existing 

arms agreements to procure unmanned, remote-operated, platforms from foreign powers to 

cover capability gaps until their domestic production capacity advances. 

 

4.4.3: Organisational Capital Capacity 

 

The second adoption variable for consideration is whether the state possessed sufficient 

organisational capital capacity to incorporate unmanned combat vehicles into their power 

projection apparatus. Horowitz describes three tests for measuring a state’s organisational 

capital capacity; critical task focus, level of investment in experimentation, and organisational 

age.431 In the case of remote-operated unmanned combat vehicles, Indonesia and Singapore 

diverge in these variables, but not to the level seen in the case of autonomous weapon systems. 

Despite this divergence, both states demonstrated a preference for aerial and maritime 

unmanned vehicles that could be deployed in border security and surveillance roles. 

 

4.4.3.A: Critical Task Focus 

  

The critical task focus of the Indonesian and Singaporean militaries shifted procurement efforts 

in the mid-2000s toward acquiring and improving platforms that responded to internal, non-

traditional and non-state threats. The Singaporean Ministry of Home Affairs explored the use 

of unmanned platforms for law enforcement purposes, while the Navy’s adoption of the 

 
431 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
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Protector USV reflected a concern for the safety of military and commercial vessels in harbour. 

From the Indonesian perspective, the 2015 Defence White Paper reaffirmed the military’s 

commitment to responding to non-state threats432 and, in the same year, the Ministry of 

Transport issued a regulation that explicitly allowed for the use of UAVs for border and 

maritime patrols.433 The Indonesian navy has also financed the development of “kamikaze” 

UAVs to be deployed against illegal fishing vessels.434 This internal focus is not unusual among 

Southeast Asian states, whose naval vessels spend the majority of their deployed time 

supporting internal security agencies to police territorial waters and contributing to multilateral 

efforts to combat regional non-traditional security threats.435   

 

4.4.3.B: Level of Investment in Experimentation 

 

Unsurprisingly given its powerful, advanced economy, strong commercial research and 

development sector and long-standing commitment to maintaining a “secret technological 

edge”436 over its neighbours, the Singaporean Armed Forces further outpaces their Indonesian 

counterparts in the level of resources consistently committed to experimentation. Singapore’s 

defence technological community includes the major civilian developers such as the 
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conglomerate Singapore Technologies Engineering (STE) and its component companies, the 

Defence Science Organisation National Laboratories (which focuses on defence research and 

development), the Defence Science and Technology Agency (which coordinates the SAF’s 

innovation, development and procurement processes), and the Future Systems and Technology 

Directorate (which develops innovative operational concepts). The latter is the product of a 

2013 merger of the Defense Research and Technology Office and the Future Systems 

Directorate, which was given 1% of the total defence budget in its first year to challenge the 

SAF’s exiting strategic thinking. These agencies each played a significant role in the adoption 

of remote-operated platforms as part of the Third Generation SAF.437  

Indonesian interest in UAVs started with the commercially designed Sky-Spy-5 in 

2003,438 seven years before the establishment of the Defence Industry Policy Committee, or 

Komite Kebijakan Industri Pertahanan (KKIP), which would become the guiding agency for 

its military modernisation efforts. The main Indonesian military research body is the Ministry 

of Defence’s Research and Development Agency (Badan Penelitian dan Pengembangan, also 

known as Balitbang). Government research is supported by a slowly developing domestic 

military industry, which has demonstrated a capacity to successfully integrate military 

technology transfers from foreign weapon platforms. While Indonesia’s domestically produced 

drones are technologically inferior to those sourced from Israel, there are multiple civilian and 

state actors actively participating in further development.439  
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4.4.3.C: Organisational Age 

 

Theoretically, the more advanced the organisational age of a given military; the more resistance 

would be encountered in an attempt to adopt an innovation. Horowitz proposes two measures, 

the first being the length of time since the state lost a major war or underwent regime change, 

the second is the nature of civil-military relations in a given state.440  

This first variable is not very applicable in the case of Southeast Asia because, despite 

ongoing regional tensions and inter-state territorial disputes, the ASEAN member states have 

quite remarkably avoided major conflict over the last twenty years, although some (such as 

Singapore) participated in the western-led Global War on Terror and others have suffered from 

internal conflicts (including Indonesia, Myanmar and the Philippines). Similarly, Singapore’s 

People’s Action Party (PAP) has consistently retained power since independence, although the 

Singaporean military has undergone three major evolutionary changes. On the other hand, while 

Indonesia renewed its interest in UAVs and establishing a green water capability following the 

election of President Widodo; overall the post-Suharto de-politicisation of its military has not 

been completely successful, and the TNI remains a powerful force in domestic politics.  

There are substantial differences in the civil-military relationship between Indonesia and 

Singapore. The Indonesian military remained top-heavy and committed to its Total Peoples 

Defence strategic doctrine in the face of the civilian-led Minimum Essential Force and Global 

Maritime Fulcrum strategic concepts, which would have placed greater emphasis on naval and 

air assets than is typical in the army-dominated TNI. As a result, the majority of the UAVs 

operated by the TNI are short and medium endurance variants designed for surveillance, with 

seemingly little interest in strike capability. As noted by Rahakundini and Prasetia, further 
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engagement with UCVs is blocked by a lack of funds (which are largely spent on personnel 

costs for the army) and a lack of political will.441 Contrastingly, Singapore’s civil-military 

relationship is heavily slanted in favour of civilian leadership,442 who have embraced the use of 

remote-operated vehicles as a cost-effective solution for their small population and a useful way 

to promote further, economically lucrative, commercial development of related technologies.443 

Singapore’s more advanced organisational capital capacity resulted in a greater willingness to 

experiment with and acquire UCVs compared to Indonesia. 

 

4.4.5: Receptiveness of domestic audience 

  

Unfortunately, there are no published statistics illustrating public opinion toward increasingly 

autonomous or remote-operated unmanned combat vehicles in Indonesia. None of the major 

surveys conducted as of the end of 2018 had a significant number of respondents from ASEAN 

member states. However, there are other sources of data that can inform this variable. For 

example, a 2014 survey by the Pew Research Center found that 74% of Indonesians opposed 

the United States’ use of remote piloted UAVs for targeted strikes.444 However, this is balanced 

by evidence of support from the Indonesian government and defence contractors. For example, 

the Indonesian Ministry of Transport released a regulation in 2015 that explicitly allowed the 
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state to utilise UAVs in roles ranging from border patrols to weather observation,445 while PT 

Dirgantara Indonesia (PTDI) announced that it would be collaborating with Turkish Aerospace 

Industries to develop UAV platforms as recently as January 2018.446 

 Public opinion data is also lacking in the case of Singapore; however, unmanned 

platforms have been a major component of the third generation SAF with support noted in 

scholarly, commercial and government research papers. Furthermore, the Singaporean Ministry 

of Transport is the head of a multi-agency task force whose purpose is to promote the 

“innovative use of unmanned aircraft” in both the private and public sectors.447  While the FSTD 

is credited with playing a major role in developing the Airspace Management Technology,448 

necessary for the safe commercial use of UAVs in Singapore’s crowded airspace. In 2015 

Singapore’s Parliament discussed the risks and benefits of further promoting the commercial 

use of UAVs through the Unmanned Aircraft (Public Safety and Security) Bill 2015.449 Finally, 

it is unlikely that Singapore would risk the substantial economic benefits of robotics, artificial 

intelligence and unmanned systems with overly restrictive regulation of civilian commercial 

developers.450 

 Despite the lack of published data on public opinion toward remote-operated military 

platforms in Indonesia and Singapore, there is evidence from both states of notable commitment 

to remote-operated systems by military, political and commercial actors. This supported the 

limited adoption of unmanned aerial vehicles by state agencies beyond the military, and both 
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states committed significant resources to improving the capacity of their domestic industrial 

bases to participate in the rapidly expanding civilian market for unmanned aerial vehicles.  

 

4.4.6: Adopt Specialised Operational Praxis 

 

The development or emulation of a specialised operational praxis is essential for a military to 

successfully integrate a given innovation. In the case of unmanned combat vehicles, Southeast 

Asian states have followed their developer-state peers in exhibiting a preference for deploying 

remote-operated systems in the aerial and maritime domains over ground-based platforms. 

Singapore is one of the few states in the region which has expressed an interest in UGVs beyond 

the prolific ordinance-disposal robots, flagging an interest in utilising UGVs for battlefield 

logistics and casualty recovery. This is unsurprising given the SAF’s documented interest in 

learning from United States doctrine.451  

 In the case of unmanned aerial vehicles, there has been a clear recognition among most 

ASEAN member states of the benefits UCVs offer for surveillance at both the tactical and 

strategic levels. While it is commonly acknowledged that Southeast Asian states would lack the 

informational infrastructure to sustain an intercontinental deployment of unmanned aircraft in 

either a strike or surveillance role,452 there has been widespread adoption of UAVs for border 

surveillance and limited integration into counter-piracy efforts. As an example, Indonesia’s 

interest in developing UAVs has favoured low and medium endurance models, which are less 

technically demanding while still possessing the capabilities required for its internally oriented 
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Critical Task Focus. Interestingly, however, there was little apparent interest among ASEAN 

member states in arming their developing UAV stocks. The major exception to this, Myanmar’s 

decision to purchase the strike-capable CH-4 Caihong-4 UCAV from China,453 demonstrates 

that the lack of armed UCV adoption by the other ASEAN member states is not necessarily the 

result of a lack of resources. This conclusion is further reinforced by the instances of non-state 

actors in Syria, Iraq and the Ukraine utilising modified civilian remote piloted aircraft for 

kinetic strikes. In the case of Singapore, the decision not to outwardly pursue armed unmanned 

platforms reflects a long-standing aversion to adopting weapon systems that would be seen by 

neighbouring states as aggressive.454  

 Given the centrality of maritime territorial disputes to the security environments of 

Singapore and Indonesia, the adoption of an operational praxis for the deployment of unmanned 

maritime vehicles has emerged as an understandable priority. For example, Singapore adopted 

the Israeli-made Protector USVs, which can be used for both surveillance and force protection, 

and subsequently deployed them in a limited counterpiracy role.455 Furthermore, there are clear 

operational benefits to be achieved from deploying remotely operated maritime vehicles for 

surveillance in waters that are too dangerous or difficult to navigate for the reliable deployment 

of manned vessels. Finally, the potential to utilise remotely operated platforms for area-denial 

and force protection are both appealing to ASEAN militaries who have identified that the threat 

of violent non-state actors as their main security priority.  
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4.5: Outlining ASEAN Member State Engagement with UCVs 

 

Overall, analysing the proliferation of Unmanned Combat Vehicles in Southeast Asia through 

the prism of the above diffusion variables demonstrates that Indonesia and Singapore were able 

to achieve a sufficient resource capacity to pursue a strategy of limited engagement with UCVs, 

while their security environments and organisational capital capacity informed a preference for 

unarmed aerial and maritime platforms.  

Although it first experimented with unmanned technology in 2003, Indonesia’s adoption 

of unmanned combat vehicles is still at its early stages. The key barrier to further development 

or acquisition of unmanned systems has been a lack of clear strategic direction, a conservative 

senior military leadership and the longstanding allocation of a significantly lower percentage 

of GDP to defence than the regional average. However, the benefits, resource efficiencies and 

the prestige associated with acquiring unmanned platforms all indicate that Indonesia is likely 

to pursue unmanned combat vehicle technology as part of its broader modernisation goals. 

For Singapore, with its restricted geographic footprint and ageing population, maintaining 

a military technology offset is considered the great force multiplier against rival states. The 

adoption and development of unmanned weapon systems was a core component of Singapore’s 

third-generation transformation. The adoption of remote-operated platforms also influenced the 

shift from the ‘porcupine’ doctrine, which essentially advocates deterrence based on perceived 

ability to outlast an invader through attrition and forward defence,456 to the smart-power based 

‘dolphin’ strategy.457 Unmanned platforms allow Singapore to offset its smaller population, 

increase the combat effectiveness of its comparatively small military and enable lower cost 

forward defence in the event of inter-state conflict. Interestingly, Singapore has not 

 
456 Ibid. 
457 Tan, S. S. (2015). "Mailed fists and velvet gloves: The relevance of smart power to 

Singapore’s evolving defence and foreign policy." Journal of Strategic Studies 38:3, 332-358. 



Page | 150  
 

demonstrated a strong interest in acquiring armed UAVs, however, SAF would have the 

capacity to rapidly adapt current platforms in the event of a significant security incident or 

threat to its territory.458 

Beyond Indonesia and Singapore, the overall response of ASEAN member states has been 

variations of a similar scale limited adoption. This adoption varies in scope, source and extent 

between member states, for example Malaysia produces four variants of short and medium 

range UAVs, while Thailand purchased Elbit Hermes 450 medium UAVs from Israel,459 

Vietnam partnered with Belarus460 to develop a respectable domestic UAV production 

capability461 and Myanmar purchased CH-4 Caihong-4 surveillance and strike UAVs from 

China.462 Adoption has not been a uniform response, for example Brunei has not adopted 

military UAVs, although the Crown Prince was given a tour of the Republic of Singapore Air 

Force’s Unmanned Aerial Vehicle Command during a state visit in October 2018.463  

The analysis in this section partially supports the prevailing contention in existing 

scholarly literature that ASEAN member states do not possess the resource capability to procure 

or produce comparably advanced platforms or maintain the sophisticated C4ISR and data 

infrastructure (for transfer and storage) necessary to adopt a comparable operational praxis to 

that of the United States or China. However, examining the critical task focus and security 

environment of these states demonstrates that neither Indonesia nor Singapore would have been 
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well served by platforms with this level of capability. Nevertheless, this should not be used as 

an excuse to dismiss the potential impact of even tactical level use of remote-operated weapon 

platforms in the South China Sea.  

The widespread adoption of Unmanned Aerial Vehicles in Southeast Asia is 

demonstrative of the disruptive element of UCVs, which is shared by increasingly autonomous 

weapon systems. That as an inherently dual-use innovation diffuses, smaller states and violent 

non-state actors that do not require the high-level capabilities of advanced United States 

military grade systems have a variety of alternatives for acquiring a platform of lower, but 

sufficient, capability through domestic production, foreign partnership, or simply buying from 

the civilian market.  

 

4.6: Conclusion 

 

In the modern geostrategic climate, the Southeast Asian region hosts one of the most important 

and concerning flashpoints for inter and intra-state conflict. Yet these risks are combined with 

immense economic potential. The result is a region where states are developing toward middle 

power status, with the economic and political growth that entails, under the shadow of ongoing 

hegemonic tensions between the existing superpower and a rapidly strengthening rival. This 

confluence of events has sparked justifiable concern among security academics, military 

personnel and policymakers. 

This chapter has argued that the rapid proliferation of remote-operated Unmanned 

Combat Vehicles, the precursor innovation to AWS, offers a crucial insight into how regional 

state actors, including Indonesia and Singapore are likely to respond to the subsequent 

emergence of increasingly autonomous weapon systems. Thus far, ASEAN states have enjoyed 
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low-adoption barrier access to remote-operated unmanned vehicles and have modelled their 

organisational integration on the approach taken by larger states outside the region. While the 

majority of the regional military modernisation spending has been invested in upgrading 

existing military assets and production capacity, existing arms-transfer relationships have 

offered some ASEAN member states ready access to remote-operated platforms without 

significant initial investment. This has been complemented by a rapidly expanding civilian 

commercial market that has already been co-opted by state and non-state actors, which has 

allowed states with lower resource capabilities to instead purchase COTS platforms.  

As with previous disruptive technologies, as the underlying technology matures the unit 

cost will fall and diffuse and it is into this environment that unmanned military platforms are 

proliferating, a path that will also be followed by the first generation of lethal autonomous 

weapon systems. Therefore, the broader purpose of this chapter was to demonstrate how state 

actors responded to the emergence of Unmanned Combat Vehicles as a military innovation, 

itself the precursor innovation to autonomous weapon systems, with a particular focus on 

Indonesia and Singapore as leading actors in Southeast Asia. The analysis within this chapter 

feeds into the thesis’ broader enquiry into how the emergence of Lethal Autonomous Weapon 

Systems, a paradigm-shifting military innovation, will impact the security and stability of 

Southeast Asia. 
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Chapter 5: The Rise of Lethal Autonomous Weapon Systems 

 

Our “dream machine” is one that would confront an enemy combatant on the battlefield, 

physically remove the rifle from his hands, saw the rifle in half with a diamond-tipped saw, 

hand the two halves back to him, and then tell him to “Have a nice day!”.464 

 

5.1: Introduction 

 

While the development of LAWS has relatively recently become the focus of public interest 

and scholarly concern, developing technology capable of operating with limited or no human 

involvement reflects a longstanding idea in both science-fiction and real-world policy. Ignoring 

for a moment the significance of their impact, a Revolution in Military Affairs (RMA) still 

shares definitional elements with other forms of disruptive military innovation. This chapter 

argues that, while a LAWS demonstration point is not currently imminent, the development of 

its ‘hardware’ and ‘software’ components is already underway. This chapter offers important 

insight into how major states are acting during the current incubation period, as well as how 

their participation would affect a future demonstration point.  

This chapter opens with a succinct exploration of each of the three classifications of 

autonomous weapon systems, as well as how AWS overlap with unmanned platforms and the 

military application of artificial intelligence.  

This is followed by the main analytical component of this chapter, which contends that 

both components of LAWS remain under-developed at this stage. Beginning with the hardware 

 
464 Canning, J. S. (2009). "You've just been disarmed. Have a nice day!" IEEE Technology 

and Society Magazine, 28:1, 13-15. 
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component, this chapter will demonstrate that current technology would not allow for the safe 

deployment of a platform with complete autonomous control over its target identification and 

selection, but that a basic level of operability can be achieved in the other critical functions of 

movement through the battlespace and target engagement. This will be followed by a section 

that outlines some of the most prominent operational concepts that are visibly being developed 

to identify common themes and approaches.  

 The third section of this chapter offers a short comparative analysis of the progression 

made by both hegemonic competitor states in the region toward developing Lethal Autonomous 

Weapon Systems. In addition to comparative analysis, this section will outline how each state 

is responding to two major barriers to adopting LAWS as a first mover: developing and securing 

top-level expertise and maintaining adequate access to the relevant data sets required to train 

AI-enabled systems. Although this thesis is focused on regional middle powers, it is important 

to understand how the United States and China are approaching LAWS. Beyond the direct 

impact on their hegemonic competition, the investments by both states in Artificial Intelligence 

and Autonomous Weapon Systems are already influencing the perceptions of key ASEAN 

member states.  

 This chapter closes by outlining the involvement of four additional extra-regional states 

that are active within Southeast Asia and are publicly developing artificial intelligence and 

increasingly autonomous systems for military purposes. The unique characteristic of 

Autonomous Weapon Systems is the extent to which adoption would not necessarily require 

exotic materials, advanced manufacturing apparatuses or specialist knowledge. At its most 

simplistic an AWS is a computer that is analysing data input from multiple conventional sensors 

to inform its actions. This chapter will demonstrate how the comparative lack of these 

traditional acquisition chokepoints has already prompted greater participation by both state and 

non-state actors in the development of autonomous military technology. While a demonstration 
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point would not be imminent, it is important to understand the role each of these states are 

playing in the current incubation period, both in anticipation of a future demonstration point 

and as an acknowledgement that AMT development is already influencing state behaviour in 

Southeast Asia. 

 

5.2: “Autonomous” Weapon Systems, Unmanned Platforms and Artificial Intelligence 

 

Given the ongoing debate over the definition of autonomous weapon systems and the 

fact that the disruptive element of this innovation is a capability rather than a discrete weapon 

platform, it is important to start with an outline of the pertinent definitions and distinctions in 

this space. While the majority of systems referred to in this thesis could also be characterised 

as ‘unmanned’, the distinguishing characteristic of autonomous weapon systems is that they 

can exercise a level of independent control over their ‘critical functions’. Narrowly focused 

artificial intelligence465 is arguably the most important underlying technology for this 

innovation, enabling a LAWS to independently act within the battlespace, based on its 

interpretation of sensor data taken from its surroundings.  

At the time of writing there have been no publicly acknowledged deployments of fully 

autonomous weapon systems. This is largely due to the ongoing legal and definitional 

uncertainty, although a genuine question remains as to the feasibility of imbuing a weapon 

system with capabilities that could be objectively classed as ‘autonomous’.466  While there have 

been deployments of weapon systems that have the capacity to operate in a manner independent 

 
465 Artificial Intelligence can be described as “the use of computing power, in the form of 

algorithms, to conduct tasks that previously required human intelligence” - Horowitz, M. C. 

(2019). "When speed kills: Lethal autonomous weapon systems, deterrence and stability." 

Journal of Strategic Studies 42:6, 764-788. 
466 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
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from human supervision; the DoDaam Super Aegis II is an example,467 a division must be 

drawn between whether these weapon systems are truly ‘autonomous’ weapon or merely 

‘highly automated’.468 Despite the continued definitional inconsistencies and debate (detailed 

in Chapter Two), it is possible to broadly distinguish semi-autonomous and supervised 

unmanned platforms from a ‘full’ LAWS based on a function-based, platform focused 

approach.469  

Also known as ‘human in the loop’ platforms, semi-autonomous weapon systems are 

human-activated with a limited capacity to autonomously manoeuvre and/or engage designated 

categories of target within geographic limitations.470 Despite superficial similarities, semi-

autonomous weapons are functionally different from automatic weapons (like landmines), 

which merely react to a particular stimulus, and remotely operated unmanned platforms. Rather, 

a semi-autonomous weapon system is capable of independently distinguishing between 

potential targets and operates without direct human control within its pre-defined boundaries.  

The Mobile Detection Assessment and Response System – External (MDARS-E) was a 

prime early example of a system in this category. The MDARS-E was developed by the Space 

and Naval Warfare Systems Centre San Diego (SSC Pacific). The MDARS-E was able to 

autonomously patrol within an assigned territory (such as a fenced facility). 471 Upon detecting 

an intruder, it gave an audible warning to turn back. If the intruder did not leave the guarded 

 
467 Parkins, S. (2015) "Killer Robots: The soldiers that never sleep.", 16.07.2015, BBC News. 
468 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
469 ‘A fully autonomous Lethal Autonomous Weapon System (LAWS) is a weapon delivery 

platform that is able to independently analyse its environment and make an active decision 

whether to fire without human supervision or guidance’ - Wyatt, A. and J. Galliott (2018). 

"Closing the Capability Gap: ASEAN Military Modernization during the Dawn of 

Autonomous Weapon Systems." Asian Security, 1-20. 
470 ICRC (2014). 'Autonomous weapon systems: Technical, military, legal and humanitarian 

aspects'. Expert Meeting, Switzerland. 
471 Mullens, K. D., E. B. Pacis, S. B. Stancliff, A. B. Burmeister and T. A. Denewiler (2003). 

'An automated UAV mission system', DTIC Document. 
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area, then the MDARS-E had the capability to engage with its pepper-ball (paintballs containing 

tear gas) gun,472 while calling for assistance from human guards. It also had the ability to 

independently launch an onboard UAV to pursue a fleeing intruder.473 In 2005 the MDARS-E 

successfully completed a 12-month Operations Assessment and Early User Appraisal at 

Hawthorne Army Depot Nevada, the largest Army munitions depot in the world.474 The 

MDARS-E was subsequently deployed to guard United States nuclear facilities in 2010 and an 

upgraded version is in development.  

Taking a step further, supervised (human on the loop) platforms are capable of selecting 

and attacking targets independent of human command yet include a mechanism that allows a 

human supervisor to interrupt or terminate the weapon’s engagement process within a limited 

timeframe. Unmanned platforms with these limited levels of autonomous control are the main 

category of autonomous military technology that are publicly under development. Supervised 

autonomous weapon systems are most commonly deployed in defensive roles, such as Close-

In Weapon Systems (CIWS), which passively scan for incoming threats to the host vessel when 

in automatic mode. Upon detection of an incoming threat the human supervisor is alerted and, 

unless overridden, the weapon system engages the threat. The Russian Uran-9 unmanned 

ground combat vehicle, which was deployed to Syria in 2018 and the Fleet class USV are both 

further examples of armed supervised weapon systems.  

Finally, it is important to note that direct military applications of artificial intelligence 

and other related technologies comprise only a comparatively minor section of the broader 

research efforts in these fields. In a reverse of the traditional development burden of an 

 
472 Carroll, D., H. Everett, G. Gilbreath and K. Mullens (2002). 'Extending mobile security 
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474 Shoop, B., M. Johnston, R. Goehring, J. Moneyhun and B. Skibba (2006). 'Mobile 

Detection Assessment and Response Systems (MDARS): A Force Protection, Physical 

Security Operational Success'. San Diego: Space and Naval Warfare Systems Center. 
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emerging major military innovation, development is primarily occurring outside of the security 

space. Rather commercial and university-based research has been principally intended to 

contribute to civilian projects, such as self-driving cars and home automation. As dual-use 

technologies, advances in related enabling components are still relevant in outlining our 

progress toward a future demonstration point of LAWS. However, in addition to the fact that 

artificial intelligence software requires task-specific data, military co-option of these 

technologies would require far more robustness and resistance to interference than is generally 

present in civilian-designed systems. 

 

5.3: Development Towards a LAWS Demonstration Point  

 

The purpose of this section is to assess progress toward a demonstration point, where a first 

mover reaches the requisite level of autonomy and operational integration to demonstrate the 

capability to deploy an unmanned platform that reaches the working definition used in this 

thesis. Although there is no that a first mover will maintain their advantage over a fast follower, 

the status does offer significant opportunities, not least of which is the opportunity to convert 

this early development lead into an enduring influence over the future use of that military 

innovation. 

While the ‘hardware’ component of an RMA typically attracts more public attention, an 

innovation is not simply a new weapon system or formulation for armoured plate, rather the 

technological breakthrough must be paired with organisational change. A basic analogy would 

be that a desktop personal computer makes a decent coffee table, but it requires an operating 

system for the user to fully access its potential. This section will demonstrate that, despite the 

efforts of various developmental actors, it is not yet technologically feasible to reliably deploy 

a LAWS that would meet the definition used by this thesis. Therefore, it remains an 
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‘incomplete’ innovation that does not yet support a demonstration point. This is not unusual in 

an RMA, the time between the development of one component and the other is not set, it could 

occur immediately alongside the invention (as with nuclear weapons), within a few years of the 

technology maturing (such as with the first UCAVs) or extend decades (in the case of armoured 

warfare). Even though advanced, lethal autonomous weapon systems may remain out of reach 

for smaller states and non-state actors in the foreseeable future, it is equally clear that LAWS 

developing states are focusing on weapon systems that maintain some level of human input into 

the Observe, Orient, Decide, Act loop in the near-term.  

 

5.3.1: ‘Hardware’ – Progress toward autonomous control over critical battlefield 

functions: 

 

The main difficulty in evaluating technological progress toward deployable fully autonomous 

weapon systems is that ‘autonomy’ is a non-binary capability,475 it is not a stand-alone or easily 

identifiable weapon platform. Indeed, Horowitz recently described artificial intelligence, 

arguably the most important enabling technology for LAWS, as closer to the steam engine or 

electricity than prior self-contained major military innovations.476 The key is in the detail of 

which functions that an unmanned system can operate autonomously, this section presents three 

approaches for evaluating this capacity. The first focuses the platform’s ability to sense, decide 

and act independent of a human operator. The second focuses self-mobility, self-direction and 

self-determination.477 Finally the third approach measures the platform’s level of independent 

 
475 Anderson, K. (2016). " Why the Hurry to Regulate Autonomous Weapon Systems - But 

Not Cyber-Weapons”. Temple International and Comparative Law Journal 30:1, 17-42 
476 Horowitz, M. C. (2018). "Artificial Intelligence, International Competition, and the 
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control over its ‘critical functions’, which are the processes used to “select (i.e. search for or 

detect, identify, track, select) and attack (i.e. use force against, neutralize, damage or destroy) 

targets without human intervention”.478 Based on these approaches, a fully autonomous weapon 

system would need the capacity to maintain a high level of independent control over its key 

functions: movement, target identification, and target engagement. Therefore, this section 

evaluates the extent to which it is technologically possible for a platform to operate with 

autonomous control over these critical functional areas. 

 

5.3.1.A: Movement 

 

It is unsurprisingly that this functional area is the most mature given that a significant 

requirement for an unmanned platform to autonomously manoeuvre through the battlespace 

(across all three domains) is the capacity to interpret data from sensors that are largely identical 

those used in civilian robotics. Three of the most commonly used sensor types in unmanned 

platforms are GPS (or other forms of satellite positional navigation),479 LIDAR480 and computer 

vision technology;481 which are also the primary sensors used for autonomous navigation in 

civilian systems. Unmanned platforms process data from these sensors to build an 

understanding of the environment around them, a mathematical map, which is updated as the 

device manoeuvres. While the clear majority of research in related fields, such as robotics, 

computer vision and human-machine interaction, is focused on civilian innovation (for example 
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self-driving cars and indoor flight capability for civilian quadcopters), there is little difference 

in the sensors or the interpreting software. 

‘Follow me’ platforms utilise the most straightforward variety of automated manoeuvre 

capability. These platforms typically rely on computer vision and lidar to maintain a connection 

with an assigned ‘leader’ and to independently avoid obstacles.482 However, this is a very low-

level autonomous capability that is generally not able to identify a new leader (if the original 

was disabled). Despite its limited potential, ‘follow me’ movement capability is a convenient 

and effective way to bring heavy firepower or additional supplies to a small unit of soldiers, 

without the need to allocate limited mental resources to actively controlling a remote platform. 

Aside from collaborative-reactive swarming, checkpoint-based navigation is the most 

common method for independent manoeuvre in the aerial and naval domains. This is based 

around pre-designated (or remotely assigned) waypoints.483 The unmanned platform draws on 

data from onboard sensors and collision-avoidance software484 to autonomously manoeuvre 

through the battlespace, independently altering its route to increase efficiency, respond to 

changing objectives, or to avoid obstacles and potential threats.485 A powerful indicator of the 

sophistication of waypoint navigation for aerial and maritime platforms is that effective 

versions are common in affordable civilian hobby UAVs.486 However, this is significantly more 

difficult to achieve for ground vehicles because their environment is more actor dense and 

subject to rapid change.  
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5.3.1.B: Target identification and selection 

 

The intense scholarly scrutiny that has been placed on the prospect of enabling an unmanned 

weapon platform to autonomously engage a target, the decision to pull the trigger, reflects a 

misunderstanding of the issues. The core distinction of ‘autonomous’ weapons lies in their 

capacity to “undertake” the process of identification, rather than merely to respond to a 

particular stimulus.487 Without the capacity to reliably identify and select legitimate (and, 

arguably more importantly, illegitimate) targets there is a danger that human supervisors would 

operate on the basis of overly enthusiastic interpretations of the platform’s capability, even 

where “meaningful human control” is theoretically maintained (which itself presents an 

inconsistency with existing IHL).488 

The effectiveness of current technology for reliably identifying targets varies 

dramatically between vehicular, structural and human targets. Vehicular and structural targets 

are easier for autonomous systems to recognise with visual cameras and image recognition 

software. While current technology can identify that a given object is human, this is largely 

based on their shape. The platform would be unable to reliably distinguish individuals in real-

time without human involvement, especially in a complex or unconventional battlespace. 

Despite its prominence in media accounts, using real-time facial recognition has serious 

reliability problems outside of sterile laboratory conditions.489 While computers can identify 

basic behaviours (such as walking), they cannot intuitively leap from observing a behaviour 

(walking, running, putting hands up) to an inferred intention (surrendering) or a deduced 
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conclusion (setting up an ambush).490 This is particularly limiting considering the risk that 

combatants may just learn to avoid the behaviours that identify them as legitimate targets, or 

simply pretend to surrender, until the platform has moved on to another area of the battlespace. 

Furthermore, even if we disregard reliability issues and the black box problem, current machine 

learning techniques mean that training artificial intelligence requires significant amounts of 

relevant data, a process that would require developers were given access to classified databases 

of active targets.  

Overall it is clear that technology has not developed to a point that it would be feasible 

to deploy a weapon system with full autonomy over its target identification and selection 

process into a ground combat role without accepting a high level of risk to non-combatants and 

friendly personnel.491 This position is supported by the fact that the vast majority of unmanned 

ground combat vehicles and sentry guns currently retain human oversight.492 However, given 

the limited capabilities of sensor and processing technologies, these human supervisors must 

exercise meaningful human control over their weapon systems, rather than merely relying on 

the target identification by unmanned platforms at face value. 

 

5.3.1.C: Engagement 

 

The third function, selection of a method of engagement and target persecution is well within 

the capacity of modern technology. Recall that a LAWS is an advanced unmanned platform 

with autonomous control over its critical functions, not a completely stand-alone weapon 
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Weapon Systems', Stockholm International Peace Research Institute. 



Page | 164  
 

system.493 Indeed, allowing unmanned platforms to autonomously engage targets designated by 

human operators could offer significant advantages in terms of accuracy, reliability and reaction 

time over human-directed engagements. This is the logic underpinning the Loyal Wingman 

program, which would pair a supervised wingman with a human lead-pilot, with the latter 

retaining responsibility for designating targets.  

Consider the following scenario. A modified (so as to have autonomous target 

engagement capability) MUTT (an armed UGV) is operating with a squad of United States 

Marines in an urban counter-insurgency environment, when the squad comes under accurate 

sniper fire from multiple windows of a nearby apartment complex. The supervising marine 

utilises the MUTT’s onboard cameras to designate the shooter as a legitimate target from the 

safety of cover. Unlike human soldiers the MUTT is not affected by adrenaline or the need to 

avoid being shot and has the benefit of audio direction finding and precision tactical radar,494 

which allows it to rapidly and accurately track the trajectory of incoming shots as the shooter 

moves between windows. It quickly becomes clear that, in this scenario, a human-directed 

LAWS could effectively engage the target with less risk to human life (civilian and soldier) 

than the alternative, which would likely be an airstrike or significant application of suppressive 

fire.  

Assuming a constant supply of energy, autonomous weapon systems are simply more 

effective at maintaining a constant defence because they do not suffer from fatigue, distraction 

or boredom. Furthermore, these systems do not have a self-preservation instinct and thus are 

less likely to over-react to a non-lethal threat than a human border guard. That is not to say that 

AWS are infallible, Chapter Nine contains an in-depth engagement with the potential negative 
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consequences of deploying autonomous systems in these roles. Furthermore, increasingly 

autonomous systems remain vulnerable to cyber warfare or enemy interference, either at the 

programming stage or within their data-interpretation processes, a serious flaw given the 

damage that could be done by even a small alteration by a hostile actor. Overall though it 

appears that current technology would enable a weapon platform to exert autonomous control 

over engaging a designated target, following positive identification by a human.  

 

5.3.2: ‘Software’ - Exploring emerging operational concepts 

 

It is difficult to evaluate overall progress toward a final operational concept for an innovation 

that is capability-based, as opposed to a distinct platform, and still in development. However, 

the most widespread operational concepts in terms of concrete development efforts in state 

military doctrinal documentation to date, centre on Human-Machine Teaming (HMT). HMT is 

a broadly applicable series of concepts that focus on semi-autonomous and supervised 

autonomous weapons systems, as well as incorporating autonomous military technology into 

existing platforms. By definition, a human-retentive approach, HMT present fewer ethical, legal 

and technological challenges, however, this comes at the cost of willingly sacrificing some of 

the disruptive potential of fully autonomous systems. The underlying principle of human-

machine combat teaming is capitalising on AMT to improve the lethality, survivability and/or 

utility of otherwise conventional human-centric combat units.  

 

5.3.2.A: Human-Machine Teaming - Integrating Semi-autonomous and Supervised Weapon 

Systems 
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Adopting a Human-Machine Teaming approach has substantive benefits, especially when 

paired with current (and expected) technology. Incorporating autonomous capabilities into 

modified existing platforms and operational structures would substantively more practical for 

Singapore and Indonesia than attempting to adopt fully autonomous weapon platforms. HMT 

also capitalises on evidence that the public is more willing to accept the deployment of 

autonomous weapon systems to protect their own soldiers.495 The adoption of HMT operational 

concepts reflects Kasparov’s observation that: 

“Weak human + machine + better process was superior to a strong computer alone 

and, more remarkably, superior to a strong human + machine + inferior process… 

Human strategic guidance combined with the tactical acuity of a computer was 

overwhelming”.496  

Although Kasparov was referring to a 2005 chess tournament, it is telling that this quote 

appears in Joint Concept Note 1/18, written by the Development, Concepts and Doctrine 

Centre.497 At the heart of HMT is the recognition that computers, especially those with an 

autonomous learning capability, are better than humans at certain activities but inferior at 

others. These superior capabilities, when paired with humans, mean that autonomous systems 

can be used to achieve operational benefits even with today’s technology. 

The first operational concept recognises the benefit of teaming autonomous systems 

with human supervisors for logistics both in and out of combat. Multiple states have expressed 

an interest in utilising onboard artificial intelligence to manage the maintenance schedules of 

complex manned platforms. For example, enabling aircraft to autonomously conduct 

diagnostics, coordinate maintenance cycles and predict when future repairs are likely to be 
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496 Development, C. a. D. C. (2018). 'Joint Concept Note 1/18 Human Machine Teaming'. 

Joint Concept Note, U.K. Ministry of Defence. 
497 Ibid. 



Page | 167  
 

necessary.498 Furthermore, taking their lead from civilian organisations, such as mining 

companies in Australia,499 militaries have realised that land supply convoys can be cheaply 

converted to drive themselves along pre-planned supply routes.500 In addition to increased 

resource efficiencies, eliminating the need for human drivers lowers the risk of casualties 

among a military logistics train. From a tactical perspective, using autonomous vehicles to ferry 

supplies and ammunition to soldiers in combat reduces both the risk to soldiers and the amount 

of weight they have to carry into combat. The fact that the UGVs designed for this purpose (like 

the MUTT) are often armed would be an operational bonus for small combat units. 

Another example would pair AWS with manned platforms that provide guidance but, 

crucially, not active supervision. This would be more effective in high tempo combat situations 

where the human partner cannot spare the mental bandwidth to control their robotic support 

platform or where the delay from an active control/data link would critically compromise the 

unmanned platform’s effectiveness. Under programs like Loyal Wingman,501 human pilots 

would enable the use of lethal force by their autonomous wingmen immediately before an 

engagement, allowing the AWS to independently participate in aerial combat. An extension of 

this concept would be for an otherwise manned platform to autonomously fly the aircraft along 

an adaptive route to a given objective. This would allow the pilot to rest or focus on other tasks, 

increasing the endurance of strike aircraft at a comparatively low cost. The United States Air 

Force and Navy’s interest in Boeing’s autonomous air refuelling aircraft reflects an interest in 
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developing a similar capability for a discrete supervised system to conduct the in-air refuelling 

of aircraft, further increasing the endurance of their strike fighters.  

One of the most promising HMT concepts being explicitly pursued by multiple state 

actors, including the United States, China, Australia and the United Kingdom, is the integration 

of artificial intelligence into operational headquarters. Their intent is to improve the Command 

and Control (C2) capability of commanders, and accelerate their Observe, Orient, Decide and 

Act (OODA) process. Current military headquarters are typically static, vulnerable high-value 

targets, in large part due to the number of support personnel who effectively act as intelligent 

filters between the battlespace and the commander. Even in situations where the operational 

tempo remains comparatively low, the average human command staff is not well suited to 

efficiently analysing large quantities of data from multiple sources in real-time. This vein of 

operational concept revolves around developing a ‘virtual assistant’ artificial intelligence 

program that would leverage a “cloud brain” to analyse incoming intelligence data in real-

time,502 providing commanders with prioritised information and accelerating their OODA loop. 

Bringing Lieutenant Siri into the headquarters (at the strategic, theatre and operational levels) 

would be an effective response to the increasing tyranny of scale confronting commanders in a 

data-rich battlespace. 

There are also disadvantages that stem from the human-centric nature of semi-

autonomous and supervised weapon systems deployed within HMT operational concepts. From 

a military effectiveness perspective, by tying their deployment of autonomous military 

technology to human team members, a state is wilfully abandoning some of the main 

advantages of AWS; including their ability to operate in higher tempo combat situations than 

human soldiers, and their immunity to psychological strain.  
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From a deployment perspective, maintaining a human-centric approach has two 

detriments. The first is that human operators need to develop a high level of trust in autonomous 

platforms, especially in combat. Anyone who has been in a self-driving car (or even one with 

adaptive cruise control) will know the feeling of unease when the car heads toward a red light. 

Trust can only be built over time with the benefit of high-quality training. Some scholars have 

suggested using augmented or virtual reality-based training to acclimatise soldiers to fighting 

alongside autonomous platforms. Related to this issue, deploying first-generation AWS in 

support of humans in combat creates risk. Complex computer systems typically either crash 

spectacularly or unexpectedly demand operator intervention, usually without enough time for 

a human to reasonably notice and intervene. The 2007 Oerlikon GDF-005 friendly fire incident 

was a tragic example of this.503 Even when they do not lead to an ‘unintended engagement’,504 

critical failures of supervised autonomous systems would endanger their human operators and 

damage the trust that is so vital to the success of human-machine teaming. 

 

5.3.2.B: Embracing the Robotic Warrior: Operational Concepts for Deploying LAWS 

 

Although pairing autonomous weapon systems with human operators appears to have 

significant advantages, it would be folly to assume that militaries will always retain human 

involvement. This is simply because operational LAWS would outperform their human-

supervised equivalents, at a lower economic and political cost, especially in combat operations 

with a higher tempo than humans can physically maintain. Morris summarises the issue: 
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“When robots with OODA loops of nanoseconds start killing humans with OODA loops 

of milliseconds, there will be no more debate.”505  

This is particularly apparent when considering the deployment of AWS in an air 

superiority role. This would require the AWS have the capacity to operate autonomously, as 

the delay inherent in relying on a data link to convey instructions, further delayed by human 

reaction times, would cause them to be easily destroyed by foes that do not rely on relayed 

instructions. While current technology does not support deploying LAWS into unstructured 

combat environment with sufficient reliability that they consistently defeat human opponents, 

this has not stopped scholars and military planners from theorising.  

 The first proposal centres on the military advantage that could be gained from installing 

autonomous robotic pilots in outdated aircraft.506 Whether the robots would consistently defeat 

human pilots is debated,507 but irrelevant, given the sheer numbers of relatively effective 

combat aircraft this approach would allow a state to deploy.  This is directly related to 

the popular conception of ‘swarms’ using artificial intelligence to interpret general guiding 

principles. There is value in deploying a self-guiding swarm of cheap unmanned aircraft to 

disrupt airfield operations, harass or attack combat units, destroy material targets or provide 

near-constant surveillance.508 Multiple actors are developing autonomous ‘motherships’ that 

include the capability to refuel UAVs and even 3D print replacements, increasing the endurance 

of a deployed swarm. Even if unmanned aircraft are not intended to be used for lethal force, we 

have already seen that individual soldiers are willing to adapt ostensibly non-lethal robotics to 
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fulfil combat requirements, even if that entails duct-taping plastic explosive to the front.509 

The second scenario would be a direct but non-nuclear military confrontation between 

the United States and a near-peer military, especially if that peer has sophisticated A2AD 

capabilities or possesses autonomous weapon systems, for example China. This scenario is 

reflected in US military documentation referring to a need for unmanned systems that can 

operate in denied environments. The third operational concept to consider here is cyberwarfare. 

While not a focus of this thesis, the benefits of weapons that can act without human 

authorisation are stark given the incredible operational tempo of outright cyberwarfare. In this 

regard the focus on the Lethal component of LAWS, is somewhat diverting attention from the 

fact that the recognition of the utility of autonomous systems in cyberwarfare is apparent in 

strategy documents across every state developer referenced in this chapter. 

Finally, autonomous weapon systems could be utilised to strike a target that is located 

within a denied or hostile environment, which is too dangerous (or politically sensitive) for 

human combatants. Such an environment would not support the deployment of a UAV that is 

remote-operated via datalink, conventional air/missile strike or the deployment of a special 

forces team, the three most common targeted killing methods. In this scenario, a LAWS that is 

pre-taught to recognise its target based on a combination of biometric data, facial recognition 

and electronic signature (from a mobile phone for example), could be despatched. The 

development of stealthy, fast autonomous UCAVs (like the Taranis and X-47B) is a clear 

response to this operational concept.  

It would appear that the development of operational praxes for LAWS has reached a 

comparable point to armoured warfare during the interwar period. While there are clear themes 

emerging among conflicting concepts of how to integrate AWS into state arsenals, it has not 

yet become clear which strategic approach (or combination thereof) will become widely 
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adopted in each domain as we move closer to a demonstration point. However, the common 

emphasis among developing states on Human-Machine Teaming and swarming unmanned 

platforms is indicative that LAWS developers are influencing each other.  

 

5.4: Level of Recognition of LAWS as a RMA among Hegemonic Competitors 

 

The United States defence establishment has clearly indicated an interest in pursuing 

increasingly autonomous military technology as part of a strategy to offset the rising strength 

of its competitors (alone or in alliance). This is not the first time that the United States has 

reflexively implemented an offset strategy in response to the challenge of a rival military. Prior 

offset strategies capitalised on major military innovations to disrupt and overcome the 

conventional (first) and nuclear (second) superiority of the Soviet Union. Contrastingly, the 

Third Offset Strategy reflects the dual-use nature of AMT and its low proliferation barriers. 

Instead of a single peer military gaining an advantage, in this case the United States fears that 

losing the race to develop and deploy AWS will allow near-peer militaries to subvert and disrupt 

its conventional military strengths, undermining the power projection that is essential to its 

hegemony. The Third Offset Strategy is therefore focused on encouraging the United States 

military to rapidly innovate, failing fast alongside civilian partners in an effort to innovate, 

adopt and integrate increasingly autonomous military technologies, with an additional emphasis 

on cyber warfare.510  

Although the Third Offset Strategy was less visible in official documents in the first two 

years of the Trump presidency, the government confirmed its commitment to securing a lead in 
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artificial intelligence in July 2018.511 This commitment was reinforced over the subsequent year 

by its inclusion in the 2019 National Defense Authorization Act,512  the singing of an Executive 

Order,513 and the release of a Department of Defense Artificial Intelligence Strategy. The latter 

demonstrated a renewed level of recognition of the dangers of failing to adopt increasingly 

autonomous systems and ceding initiative in related technologies to rival states. The strategy 

was also clearly influenced by the Third Offset Strategy. It primarily points to the benefits of 

incorporating artificial intelligence for reducing risks to soldiers, improving resource 

efficiencies and shifting human personnel to focus on strategic decision making rather than 

dirty, dull or dangerous taskings.514 More controversially this strategy made the claim that 

incorporating artificial intelligence would improve implementation of international 

humanitarian law and reduce civilian casualties, claims that have been strongly questioned by 

various scholars and non-government organisations, such as the Campaign to Stop Killer 

Robots and Noel Sharkey.  

It is also clear that the Chinese military is gaining on the United States in operational 

capacity and strategic reach.515 Despite the lack of explicit formal military doctrine (at least 

publicly), it is becoming increasingly clear, not least from public statements by senior Chinese 

leaders and defence scholars,516 that China believes that a new revolution in military affairs is 

beginning and that they do not want to risk being left behind again. Instead the PLA is aiming 

 
511 Harwell, D. (2018). 'Defense Department pledges billions toward artificial intelligence 

research'. 7 September 2018, The Washington Post. 
512 Cronk, T. M. (2018). 'Artificial Intelligence Experts Address Getting Capabilities to 

Warfighters' 12 February 2019, United States Department of Defense. 
513 Baker, J. (2019). "President Trump’s Executive Order on Artificial Intelligence." 28 

February 2019, Lawfare. 
514 Defense, D. o. (2019). 'Summary of the 2018 Department of Defense Artificial Intelligence 

Strategy: Harnessing AI to Advance Our Security and Prosperity'. Department of Defense. 
515 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydide's 

Trap?'. Scribe Publications. 
516 Kania, E. B. (2019). 'Chinese Military Innovation in Artificial Intelligence'. 7 June 2019, 

 U.S.-China Economic and Security Review Commission Hearing on Trade, Technology and 

Military-Civil Fusion. 



Page | 174  
 

to capitalise on artificial intelligence to improve their command decision making and military 

performance.517 Indeed the Third Offset Strategy appears to have had a greater initial impact 

on Chinese policymakers than those in the United States, a reaction that was further reinforced 

by the 2016 success of AlphaGo, which Chinese officials saw as a “sputnik-moment”.518 It is 

unsurprising therefore that Chinese policymakers and military research organizations 

“routinely” translate, analyse and cite scholarly and policy research published by their western 

counterparts on this topic.519  

More broadly, Chinese military development doctrine enshrines the importance of 

gaining superiority in “domains of emerging military rivalry”.520 For example, the director of 

the Central Military Commission’s Science and Technology Commission stated that “if you 

don’t disrupted, you’ll be disrupted”.521 In some respects, China derives a level of advantage 

from being the rising challenger state, Chinese military expansion and modernisation is guided 

by the recognition that a conflict will likely turn on the PLA’s capacity to counter and minimise 

the traditional power projection superiority of the United States. LAWS are seen as a pathway 

for overtaking US military power in the Asia Pacific region, an approach that has been called a 

“leapfrog strategy”522 and reflects a view that the character of warfare is changing to an 

‘intelligentized (智能化)’ paradigm.523  

 
517 Work, R. O. and G. Grant (2019). 'Beating the Americans at their Own Game: An Offset 

Strategy with Chinese Characteristics', Centre for a New American Security. 
518 Ibid 
519 Allen, G. C. (2019). 'Understanding China's AI Strategy: Clues to Chinese Strategic 

Thinking on Artificial Intelligence and National Security', Centre for a New American 

Security. 
520 Raska, M. 'Strategic Transformation and Military Modernization in the Asia-Pacific 

Region' (Draft Paper). 
521 Horowitz, M. C., G. C. Allen, E. B. Kania and P. Scharre (2018). 'Strategic Competition in 

an Era of Artificial Intelligence'. Artificial Intelligence and International Security, Centre for 

a New American Security. 
522 Kania, E. B. (2017). 'Battlefield Singularity: Artificial Intelligence, Military Revolution, 

and China's Future Military Power'. Center for a New American Security. 
523 Ibid. 



Page | 175  
 

 

5.5: Comparative Capacity of the United States and China to Meet the Development & 

Operationalisation Requirements of LAWS 

 

5.5.1: Level of Resource Commitment to AWS-Related Research and Development 

 

The United States has secured a prominent role in the initial development of unmanned and 

autonomous systems, reflecting its status as the most well-funded military in the world.524 The 

sheer level of research and development funding has previously dwarfed that of competitor 

states. The United States Department of Defense invested USD $149 million in the autonomous 

technology priority area in 2015, followed by an additional $18 billion across the 2016-20 

period.525 More recently, the 2019 DoD budget allocated a USD $9.6 billion to programs related 

to unmanned and autonomous systems,526 and the 2020 DoD budget request included a 

significant allocation for research related to autonomous systems (USD $3.7 billion) and 

artificial intelligence (USD $927 billion).527 It is particularly interesting to note that the United 

States Army is funding over 60% of unique, cross-domain autonomous systems research 

projects in 2019, whereas its investment in unmanned ground vehicles in 2016-17 only 

amounted to just over 10% what the USAF concurrently spent on UAV research.528 From a 
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purely monetary perspective, it is apparent that the United States has recognised the importance 

of autonomous military technology to the effectiveness of their future military. 

China’s commitment to becoming a leader in artificial intelligence research and 

development was made explicit in the 2017 New Generation AI Development Plan, but was a 

clear priority in the Made in China 2025 policy (2015).529 While exact nationwide investment 

figures are not publicly visible,530 it is apparent that China is heavily investing in this area. 

Annual Chinese defence spending believed to have risen 620% in real terms between 1996 and 

2015,531 and effectively tripled between 2007 and 2017.532 Importantly this resource investment 

has been guided by an explicit recognition that modernisation and replacement of legacy 

platforms is vital for future success.533 It is worth noting that the central government is not the 

only source of funding for research efforts in this field. For example, the cities of Xiangtan and 

Tianjin invested over USD $7 billion between them.534 The Beijing municipal government has 

announced plans to invest USD $2.12 billion in an AI development park535 and a next-

generation innovation fund that is expected to reach funding levels around USD $14.86 

billion.536 While China is orchestrating a strong campaign of investment in developing 
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autonomous military technology, its efforts remain vulnerable to being undermined by a 

weakening economy and its hierarchical, top-down structure would have a cooling effect on the 

experimentation necessary for disruptive innovation.537  

 

5.5.2: National Security Innovation Base 

 

The United States has been able to draw on a world-leading National Security Innovation Base 

that includes many of the most influential civilian researchers, companies and military 

contractors to aid in its efforts to develop autonomous weapon systems. As the primary United 

States defence research body, DARPA receives the lion’s share of military research funding 

(29%),538 and was allocated an additional USD $2 billion for artificial intelligence research and 

development as part of the ‘AI Next’ strategy.539 In addition, DARPA runs competitions for 

civilian researchers and engineers with large cash prizes, which has proven an effective way to 

encourage innovation and participation by a variety of actors, and has been copied by other 

states (including Russia, China and the United Kingdom). Their interest in AI and autonomous 

systems has filtered into the service branch research organisations, which focus on shorter term 

research projects that have the potential to impact the battlefield directly. For example, the US 

Army’s Robots and Autonomous Systems Strategy identified five ‘capability objectives’ to 
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guide their integration of autonomous military technology (in combat and non-combat roles);540 

while the US Navy maintains a focus on AI across all six of its Integrated Research Portfolios; 

and the US Air Force’s Unmanned Aircraft Systems Flight Plan 2016-2036 focused on mini-

UAVs.541  

Roughly coinciding with the signing of the Executive Order on Maintaining American 

Leadership in Artificial Intelligence,542 the establishment of the Joint Artificial Intelligence 

Center (JAIC) was one of the centrepieces of the DoD Artificial Intelligence Strategy. The JAIC 

was allocated USD $1.7 billion to support its initial establishment.543 The initial purpose of the 

JAIC was to provide the ‘critical mass of expertise’ needed to rapidly identify, prioritise and 

operationalise AI research efforts across the DoD. Where DARPA focuses on long-term 

projects, the JAIC is closer to the service branch laboratories in its focus on short term AI-

enabled projects that can be rapidly developed into capabilities for warfighters.544 The JAIC 

also plays a role in developing an integrated library of shared tools for AI research and acts as 

the main linkage builder between DoD and civilian experts. The latter line of effort is supported 

by the Defense Innovation Unit, effectively a physical DoD outpost in Silicon Valley, which 

was intended to encourage start-up led rapid defence innovation.545 Considered effective, at 

least by near-peer competitors (Russia and China developed similar offices), the DIU was 
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subsequently allocated USD $139 million of core funding and USD $25 million for university 

partnerships under the 2020 DoD budget request.546  

By comparison, the common focus on intellectual property theft and cyber-espionage 

belies the fact that China is also developing a surprisingly advanced national security innovation 

base, which has a particular focus on emerging technologies. Recent developments include 

committing to spending 2.5% of GDP on research and development as part of the 13th Five 

Year Plan of 2016-2020 “Internet Plus” and building the world’s fastest supercomputer in 

2016.547 Propelled by a rapid expansion and diversification of funding, with access to the 

second-largest talent pool,548 Chinese domestic research institutions are making significant 

contributions to the development of increasingly autonomous unmanned platforms. For 

example, the National University of Defence Technology opened two research centres in the 

past year that are focused on unmanned systems and artificial intelligence.549 Furthermore, 

China has already overtaken the United States in several metrics of innovation in this space, 

including filing almost twice as many relevant patents and securing the same number of places 

as the United States in engineering university rankings as far back as 2015.550 Overall it is 

becoming increasingly clear that the view of China as limited to emulating and stealing 
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technology because it lacks the capacity to compete with western powers as innovators at the 

forefront of emerging military technologies is not fully reflective of the facts.551 

 

5.5.3: Civilian Participation 

 

Following the Third Offset Strategy’s approach to innovation, the US Department of Defence 

operates in partnership with non-military research bodies and has historically been a major 

funder of civilian research, both commercially and within universities. The DoD is providing 

additional research funding to attract talented researchers into “strong and stable … clustered” 

research partnerships with Defense. The DoD AI strategy further reflected a commitment to 

promoting research partnerships with the “open-source community”, multinational firms and 

international partners to advance emerging technologies.552 However, the United States civilian 

research sector has demonstrated a marked reluctance to participate in military research, 

especially when it is directly related to weapon systems.553  Only a limited number of prominent 

civilian universities have accepted military funding for research related to artificial intelligence 

and unmanned platforms, these include Carnegie Mellon University, which has its own robotics 

program and cooperates with both DARPA and the Army Research Laboratory; and the Caltech 

Center for Autonomous Systems, which has a particular focus on developing autonomous 

systems for disaster relief and public safety. The majority of related research is therefore being 

conducted without military funding and is intended for civilian applications. An increasingly 

significant amount of related research is even being funded by private firms. While corporate 
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developers including Apple, Alphabet and Boston Dynamics have all made substantial 

advances in related research, the withdrawal of Google from Project Maven demonstrated that 

private firms are not immune to this resistance among their staff.554  

China’s active “innovation driven” military-civil fusion has been notably more 

successful than the United States, partially due to the personal commitment of Xi Jinping.555 

Large technology firms such as Ali Baba Cloud and Baidu are participating in Chinese 

government-funded national research laboratories, and even became part of a “national team” 

developing AI.556 Commercial firms have been joined by ostensibly civilian university 

researchers in this effort, with several reports identifying the Harbin Institute of Technology, 

the North China University of Technology and Tsinghua University as having significant 

research partnerships with the PLA. For example, over the past two years the latter (which is 

regularly referred to as the Chinese MIT) partnered with the Central Military Commission to 

launch the Military-Civil Fusion National Defense Peak Technologies Laboratory and the 

High-End Laboratory for Military (Artificial) Intelligence.557;558 China is clearly prioritising 

military-civil fusion with the goal of becoming the global leader in artificial intelligence by 
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2030.559 However, it is important to reiterate that the higher level of control exercised by the 

Chinese government over domestic technology companies will limit their ability to pursue the 

sort of risky, experimental innovation that leads to revolutionary, as opposed to incremental, 

advances.560 

 

5.5.4: Challenges Developing and Securing Top-Level Talent Relevant Expertise 

 

Despite this level of resource commitment, both states are struggling to attract and retain top-

level talent in relevant fields, such as artificial intelligence and robotics. The United States 

recognised this challenge in the DoD Artificial Intelligence Strategy. One of the priority areas 

noted in the strategy was targeted recruiting of world-class researchers, supported by a renewed 

emphasis on multilateral research partnerships and investment in younger researchers.561 

Interestingly the DoD flagged an interest in building its organic AI skill base through providing 

“curated training programs” to in-service DoD civilians and military personnel. Supported 

through non-traditional recruitment and secondment of civilian experts, this training would 

build relevant skills and interest across all levels of the US military.562 While this is a novel 

approach, the participation of high-profile civilian researchers and engineers in NGOs opposed 

to the military application of autonomous systems suggests that it will be difficult to attract the 

necessary interest from the admittedly deep pool of related expertise in the United States.  

China also possesses a rapidly expanding STEM qualified workforce, which it draws 

from universities that graduate four times as many STEM undergraduates and more STEM-

 
559 Allen, G. C. (2019). 'Understanding China's AI Strategy: Clues to Chinese Strategic 

Thinking on Artificial Intelligence and National Security', Centre for a New American 

Security. 
560 Kania, E. B. (2018). 'China's AI Giants Can't Say No to the Party'. Foreign Policy. 
561 Defense, D. o. (2019). 'Summary of the 2018 Department of Defense Artificial Intelligence 

Strategy: Harnessing AI to Advance Our Security and Prosperity'. Department of Defense. 
562 Ibid. 
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related PhDs than their US counterparts.563 This advantage is further reinforced by the fact that 

Chinese nationals compose 25% of all US university graduates in STEM fields.564 Furthermore, 

China continues to build connections with innovative foreign firms, with Chinese investment 

evident in 16% of all venture capital investments in US-based start-ups between 2015 and 

2017.565 However, China lacks comparable access to the most skilled and experimental 

researchers.566 This gap threatens China’s capacity to innovate on the cutting edge, or even to 

integrate illicitly gained information into domestic research efforts. The government has clearly 

recognised this weakness and is actively promoting cooperative research with foreign 

universities in response.567   

 

5.5.5: Maintaining Sufficient Access to Relevant Data for Training AI-enabled Systems 

 

The requirements for developing and operationalising autonomous platforms go beyond the 

number of scientists, dollars or programs. One of the major issues with artificial intelligence is 

that it needs to be ‘taught’ so to speak. With current machine learning techniques this requires 

masses of task-specific data, running hundreds of scenarios that the artificial intelligence 

software can then learn from. For example, the Google AlphaStar AI that defeated StarCraft II 

professional gamers was in fact a series of AI agents, which were initially ‘trained’ using the 

 
563 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydide's 

Trap?'. Scribe Publications. 
564 Brown, M. and P. Singh (2018). 'China’s Technology Transfer Strategy: How Chinese 

Investments in Emerging Technology Enable A Strategic Competitor to Access the Crown 

Jewels of U.S. Innovation', D. I. U. Experimental. 
565 Ibid. 
566 Kania, E. B. (2019). 'Chinese Military Innovation in Artificial Intelligence'. 7 June 2019, 

 U.S.-China Economic and Security Review Commission Hearing on Trade, Technology and 
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567 Allen, G. C. (2019). 'Understanding China's AI Strategy: Clues to Chinese Strategic 
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data from professional replays before competing in iterative tournaments against each other 

across the equivalent of up to 200 years of real-time gameplay. In order to gather the data 

necessary to its training, StarCraft II recently allowed players using its European servers to 

compete in ranked matches against AlphaStar agents for a limited time on an opt-in basis.568;569   

While the United States currently has an advantage in this space (stemming from the number 

of popular internet services, like Gmail, that are based in the United States) and superior access 

to high-level computing power, this advantage is decreasing. China is expected to become home 

to almost 30% of global data by 2030, a market share that will increase its ability to develop 

and train artificial intelligence software.570 

However, an important caveat is that the term ‘relevant’ is used quite specifically here. 

‘Teaching’ a system requires that the developer have access to significant amounts of task-

specific data.571 For example, if a developer intended for an unmanned maritime vehicle to 

autonomously scan passing vessels and only fire on those identified as being from an opposing 

state, the enabling software would have to be trained with sensor data from those opposing 

vessels not friendly or civilian ships. While computer-generated or “synthetic” data can be used 

to reduce this requirement,572 it is only a stopgap and does not fully replace the need for high-

quality relevant data when ‘training’ AI. 

 
568 Kan, M. (2019). 'DeepMind's AI to Take on Human StarCraft II Players on Battle.net.' 11 

July 2019, PC Magazine Australia. 
569 Interestingly, following this initial opt-in, players would encounter AlphaStar opponents 

anonymously through the normal matchmaking process. Obscuring their identity from players 

was intended to ensure that the AI agents were able to train in ‘realistic’ game conditions.  
570 Carter, W. (2018). Statement Before the House Armed Services Committee Subcommittee 

on Emerging Threats and Capabilities - “Chinese Advances in Emerging Technologies and 

their Implications for U.S. National Security”. House Armed Services Committee 

Subcommittee on Emerging Threats and Capabilities. Rayburn House Office Building. 
571 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
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Overall it would be unwise to assume that there is some kind of permanent barrier to 

China gaining a technological advantage in this space, even purely from a comparative resource 

standpoint. Rather Chinese research efforts and partnerships are already producing world-class 

technologies even, on occasion, ahead of the United States. While China still lags behind the 

United States in significant areas and their doctrinal approach to LAWS is not fully developed, 

it is no longer feasible to assume that the United States is necessarily guaranteed to secure a 

relative advantage following the emergence of LAWS. 

 

5.6: Other State Developers of Autonomous Weapon Systems Active in Southeast Asia 

5.6.1: Russia 

 

Russian research and development efforts in AMT are less well reported in the western media 

than US or Chinese developments. The lack of media attention belies the fact that Russia has 

identified military robotics as a priority research area, committing approximately USD $346 

billion across 2016-25.573 The Russian Foundation for Advanced Studies (FPI) fills a similar 

role to DARPA in this effort.574 The FPI controls an annual research budget of USD$78 

million,575 which is allocated along the lines of its five priority “directions” (Направления), 

one of which is the National Centre for the Development of Technologies and Basic Elements 

of Robotics.  

 
573 Boulanin, V. and M. Verbruggen (2017). 'Mapping the Development of Autonomy in 

Weapon Systems', Stockholm International Peace Research Institute. 
574 Horowitz, M. C., G. C. Allen, E. B. Kania and P. Scharre (2018). 'Strategic Competition in 

an Era of Artificial Intelligence'. Artificial Intelligence and International Security, Centre for 

a New American Security. 
575 Cooper, H. (2016). 'U.S. Demands Return of Drone Seized by Chinese Warship'. 16 

December 2016, The New York Times. 
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To an even greater extent than their Chinese and American counterparts, the FPI 

emphasises long term partnerships with other research institutions. An interesting example is 

the Laboratory of "Intelligent Constructions" (Интеллектуальных конструкций), which 

operates in conjunction with the Institute for the Development of Research, Development and 

Technology Transfer. Another FPI laboratory is the Laboratory for the Development of Optical 

Devices of the New Generation, which is a collaboration project with staff from 15 Russian 

(and one Japanese) universities that is using quantum mechanics, plasmonics576 and advanced 

lidar to develop next-generation sensors that are sensitive to the molecular level.577 While the 

official descriptions provided by FPI of each of their programs emphasises their domestic 

impacts, this research has clear AWS applications. To increase engagement with researchers 

that are not partners of FPI laboratories, the FPI also holds innovation competitions, styled on 

DARPA’s approach. For example, in 2018 a design tournament was held in Vladivostok, which 

featured twenty-six Russian universities and a defence contractor, competing with remote-

operated and autonomous unmanned maritime vehicles. 

Where its domestic research or production capacity falls short, Russia has previously 

purchased platforms from other states. For example, Russia purchased Israeli made UAVs, 

while developing a modern domestic model (it now has the KT Orion and Zala 421-20). This 

complements a powerful and innovative defence industry that is actively developing AMT. For 

example, MiG Corporation578 and Sukhoi have disclosed proposals for unmanned next-

generation strike aircraft. The Sukhoi Su-57 would allegedly be able to autonomously “decide 

exactly what type of arms and ammo it needs” and operate at significantly higher speeds than 

 
576 The study of the interaction between electromagnetic field and free electrons in metal. 
577 Unknown (2016). The Laboratory For The Development Of Optical Devices Of The New 

Generation Was Created With The Support Of The Foundation For Advanced Studies. The 
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578 Tucker, P. (2018). 'This Stealthy Drone May Be The Future of Russian Fighter Jets'. 23 
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would be safe for a human pilot.579 The Su-57 was initially deployed in Syria in February 2018 

and is being used as a technology testbed for in-development sixth-generation autonomous 

strike aircraft.580 Of the limited public information available it appears that the Russian military 

is also pursuing autonomy for ground and maritime vehicles. The most advanced Russian 

Unmanned Ground Combat Vehicle is the Uran-9. While officially a remote-operated ‘drone’, 

the Uran-9 is closer to a supervised autonomous weapon system with the ability to 

autonomously manoeuvre, and identify and acquire targets, although firing requires 

authorisation from the human operator. In May 2018, the Russian Deputy Minister of Defence 

confirmed that the Uran-9 had been deployed in Syria, although whether it engaged in combat 

is unconfirmed.581 This is the first time a state has admitted to deploying an autonomous ground 

combat vehicle into an active combat zone. 

The Russian Federation’s efforts to develop increasingly autonomous weapon systems 

can be seen largely as an effort to gain a greater level of military parity with the United States 

and Europe. This position seems to have been summarised by Putin’s statement that “the one 

who becomes the leader in [autonomy] will be the ruler of the world”, which was followed by 

a less commonly cited acknowledgement that “it would be strongly undesirable if someone 

wins a monopolist position”. Russia’s has been opposed to a development ban during the 

intergovernmental group of experts on LAWS but has not actively blocked discussion.  

5.6.2: United Kingdom 

 

The United Kingdom has also emerged as a major state developer of AMT. The UK 

 
579 News, S. (2017). "Aerial Ghosts: Russia's Autonomous 5th Gen Su-57 to Dominate the 
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Ministry of Defence’s (MOD) approach to integrating AMT into their force organisation is 

guided by its internal think tank, the Development, Concepts and Doctrine Centre (DCDC). A 

recent DCDC paper of interest is Joint Concept Note 1/18. Released by the DCDC in May 2018, 

this document seemed to signal a shift away from the prior UK MOD definition of autonomy 

(which required a device be capable of understanding higher-level intent and direction).582;583 

In JCN 1/18, the DCDC suggests that autonomous systems will develop across three stages of 

maturity. First, they will augment existing capabilities, requiring only a slight modification of 

existing operational concepts; eventually AWS will parallel the capabilities of their manned 

equivalents in key tasks; before they finally supersede manned platforms in key operational 

areas, rendering manned platforms obsolete. Examining the policy and strategic discussion 

emanating from the DCDC, it becomes clear that the UK MOD is focusing on Human-Machine 

Teaming in a similar manner to its US counterpart. 

 This focus is also apparent in the direction of UK state research and investment. UK 

MOD research and development investment primarily occurs through the Defence Science and 

Technology Laboratory (DSTL), which is roughly equivalent (albeit significantly smaller) to 

DARPA. Relevant internal research focuses include the Future Sensing and Situational 

Awareness Programme, which is developing sensor systems can operate in denied 

environments;584 and the Future Threat Understanding and Disruption Programme, which is 

specifically intended to identify and develop responses to emerging technologies or capabilities 

 
582 This definition was originally presented in Development, C. a. D. C. (2011). 'Joint 

Doctrine Note 2/11: The UK Approach To Unmanned Aircraft Systems', Joint Doctrine Note, 

U.K. Ministry of Defence. This was replaced by Development, C. a. D. C. (2017). 'Joint 

Doctrine Publication 0-30.2: Unmanned Aircraft Systems'. Joint Doctrine Note, U.K. 

Ministry of Defence., which retained the same definition, in August 2017. 
583 Development, C. a. D. C. (2018). 'Joint Concept Note 1/18 Human Machine Teaming'. 

Joint Concept Note, U.K. Ministry of Defence. 
584 Laboratory, D. S. a. T. (2018, 1 January 2018). "Guidance: Future Sensing and Situational 

Awareness Programme." DSTL's Work: Programmes and Facilities, from 

https://www.gov.uk/guidance/future-sensing-and-situational-awareness-programme. 



Page | 189  
 

to lessen the effect of “future shock” on the British military.585 As part of its broad responsibility 

for innovation across the British military, the DTSL funds external researchers in the university 

and commercial sectors, and even purchases technology off the shelf where it has a military 

application. DTSL holds similar competitions to its American cousin, although more frequently 

at a smaller scale. However, efforts to encourage civilian participation in autonomous weapon 

related research have been hampered by opposition from sections of the scholarly community. 

UK and European Union researchers are disproportionately represented in groups opposed to 

the development of LAWS, including Researchers for Peace. 

Although the UK has expressed support for some form of regulation being placed on 

LAWS, it has not supported a developmental ban. This has allowed the defence industry in the 

UK to participate in several high-profile development projects. These include the 

EuroSWARM, which is a distributed swarm logic-based system for deploying cheap unmanned 

robots in tactical surveillance roles; the Taranis UCAV, which can conduct fully autonomous 

strike missions, although BAE has ostensibly only produced a demonstrator model; and the 

European Future Air Combat System, which incorporates Human-Machine Teaming to 

improve the performance of manned fighter aircraft. All of which are smaller in scope than 

Ocean 2020, which aims to develop unmanned platforms for integration with manned combat 

vessels. Overall it is clear that the United Kingdom is embracing autonomous technology within 

the bounds of a declared repudiation of what it considers to be fully autonomous weapon 

systems.  

 

5.6.3: Israel 

 
585 Laboratory, D. S. a. T. (2018, 1 January 2018). "Guidance: Future Threat Understanding 
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Israel certainly is not new to the realm of military robotics. They were among the first 

states to effectively use unmanned aircraft in combat and are a leading exporter of unmanned 

combat vehicles. Israel’s decision to invest in robotics and unmanned technology is 

understandable given their small population, the hostility of its neighbours and the ongoing civil 

war in neighbouring Syria. Further, exporting military robotics has proven both lucrative and 

influence winning for Israel. Remote-operated and semi-autonomous weapon systems 

developed by Israel have turned up in several states, including Iraq and Jordan.586 

Unfortunately, very little specific information about Israeli military research and development 

funding is publicly available.587   

 Israel has made progress in developing autonomous capability in all three theatres. 

Autonomous ground vehicles like the IMI Systems AMSTAFF and the Guardium are available 

to purchase, as are autonomous sentry turrets like the Samson series from Rafael. These are 

complemented by a wide range of underwater and surface vessels and an expansive series of 

UAVs with varying levels of autonomy. Overall Israel is developing autonomous technology 

at a remarkable rate, subsidised by ongoing sales of increasingly autonomous systems to state 

and non-state actors.  

 

5.6.4: Republic of Korea 

 

As a highly technologically advanced society with highly influential research institutions and a 
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burgeoning industrial robotics market it should not be surprising that the Republic of Korea 

(ROK) is one of the leading developers of autonomous military technology. The ROK 

government has invested heavily in the development of robotics ($840 million in the 2016-2020 

period)588 and plans to put a robot “in every household” by 2020.589 This funding has spurred 

the participation of South Korean Chaebols (conglomerates) and universities, particularly 

KAIST and POSTECH.  

 The ROK state organisations responsible for encouraging defence research reflect a shift 

in domestic military thought that occurred in 2005.590 Marked by the release of the Defense 

Reform 2020 Plan, the South Korean government has been actively working to increase the 

sophistication of its domestic defence industry.591 The main ROK organisations responsible for 

encouraging military innovation, research and development are the Defense Acquisition 

Programme Administration, which is mainly responsible for managing the acquisition of new 

weapon systems and technology from domestic and international suppliers; the Agency for 

Defense Development, the main research arm of the Ministry of Defense, operating 

approximately 56 major research laboratories; and the Korea Institute for Defense Analyses, 

which is an external analysis body that provides expert advice to the Ministry of Defense on 

what innovations best fit the current needs of the ROK military. These state bodies are 

collectively responsible for investing the military’s resources in research, development and 

procurement.  

 The other side of the Defence Reform 2020 Plan is the South Korean defence industry. 

 
588 Ibid. 
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South Korea was ranked the 12th largest global arms exporter in 2017.592 The export market for 

ROK weapons rose from USD$ 253 million in 2006 to USD $3.19 billion in 2017, an increase 

of 1160.86%.593 Most large ROK defence companies are component parts of Chaebols, 

reflecting the dual-use nature of autonomous technology. For example, two of Hyundai’s 

subsidiary companies build military systems,594;595 while another section is developing 

autonomous civilian cars.596 South Korean companies are generally less circumspect than their 

American counterparts when describing the autonomous capabilities of their systems. For 

example, a senior DoDaam engineer admitted to the BBC that they had designed the Super 

Aegis II as fully autonomous and only added a human supervisory mode after a customer 

expressed concern.597  

The final South Korean research actor is civilian universities. While there is military-

related research occurring at almost every university in South Korea, it is worth focusing here 

on Korea’s premier engineering and science university, KAIST. By design, the state-run KAIST 

is situated in Daejeon, the heart of the Korean defence industry and is heavily involved in 

military research. Consider the Unmanned Systems Research Group (USRG), which is a single 

laboratory in the College of Aerospace Engineering. USRG researchers have developed a 

human-scale robot that can effectively fly an unmodified fighter jet in simulated combat 

conditions; they are currently developing deep learning based object avoidance software and an 
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artificial intelligence models for fully autonomous capable UCAVs.598 The majority of senior 

researchers at KAIST have completed their compulsory military service, which typically 

involves at least one deployment to the de-militarised zone and are generally more aware of the 

realities of combat conditions than the average engineer.  

 

5.6: Conclusion: Moving Toward a Demonstration Point 

 

Considering the status of LAWS as an RMA through the lens of current technology it appears 

that the ‘hardware’ component of this RMA has not sufficiently matured. Even with the massive 

resource investment, front line combat robots would continue to struggle in a dynamic ground 

combat environment. However, it is also clear, even from publicly available data, that the rate 

of technological development is rapidly bringing that point closer. The main factor will be 

related to improving the reliability with which machines adapt to unexpected conditions in a 

combat setting. 

The development of LAWS operational concepts is also clearly underway. To date there 

has been a clear preference for incorporating AI and autonomous weapon systems into a human-

centric conception of warfare. Improving the efficiency and effectiveness of the OODA loop of 

human commanders will be vital as the operational tempo and complexity of warfare continues 

to increase. It will be interesting to see whether states continue to focus on the development of 

doctrine that preserves traditional operational structures and remains human-centric. 

In concluding this chapter, it appears likely that only large, wealthy states will have the 

infrastructure and resources to initially acquire and effectively deploy full LAWS. However, 
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this should not constrain a scholar from examining the impact of less sophisticated semi and 

supervised autonomous weapon platforms and the spread of related technology in the aftermath 

of a LAWS demonstration point. Indeed, the emerging consensus among academic, industrial 

and policy literatures increasingly holds that, in the absence of a pre-emptive and effective 

development ban, autonomous weapon systems will mature and begin to proliferate. A study 

conducted by the US Joint Forces Command estimated that the LAWS demonstration point 

could arrive by 2025.599 Which response is taken by leading ASEAN states will be largely 

determined by their individual security priorities and resource availability; and is the focus of 

the following chapters. 

  

 
599 This study is no longer publicly accessible, a public citation of the study can be found in 

Krishnan, A. (2009). "Automating War: The Need for Regulation." Contemporary Security 
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Chapter 6: Evaluating Indonesia’s Adoption Capacity 

 

“Jakarta cannot escape the imperative of having to conduct its foreign policy in the context of 

the complex relationship between the U.S. and China. Leaning to one side is not an option. 

Indonesia needs and wants both the U.S. and China as friends and partners, and would not 

want to see the superpowers become rivals, competing for influence in its neighborhood.”600 

 

6.1 - Introduction 

 

Indonesia has emerged as a leading economic and military power among the Association of 

South-East Asian Nations (ASEAN) member states. Setting aside the contention that 

Revolutions in Military Affairs have historically been the province of great powers and their 

rising competitors, this chapter analyses the extent to which Indonesia as a small but influential 

regional power is likely to become a secondary adopter, whose reaction to the emergence of 

LAWS will have a meaningful and disruptive effect on the hegemonic tension between China 

and the United States as well as on the future of security in the Asia-Pacific.  

This chapter will evaluate Indonesia’s adoption capacity, which is based on five diffusion 

variables and can be used to evaluate which response option would be most effective for 

Indonesia following a LAWS demonstration point. The first diffusion variable is the security-

threat environment, the influence of traditional and non-traditional security threats on doctrinal 

 
600 Sukma, R. (2012) “Indonesia and the Emerging Sino-US Rivalry in Southeast Asia.” in 
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United States, and the Future of Southeast Asia, New York: New York University Press, 113-
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and procurement decisions. The second variable is resource capacity,601 which includes military 

expenditure, the sophistication of Indonesia’s domestic military-industrial base, foreign arms 

acquisition and the national security innovation base. The third variable, Indonesia’s 

Organisational Capital Capacity, has three sub-variables; Critical Task Focus, Level of 

investment in Experimentation, and Organisational Age.602 The final two diffusion variables 

are the receptiveness of domestic audience toward autonomous military technology and the 

Indonesian military’s ability to develop or emulate a specialised operational praxis to 

effectively deploy the disruptive innovation. 

There has been a recent push by Indonesian policymakers for the archipelago state to be 

recognised as a rising regional great power, a nationalistic push for prestige and influence in a 

region expected to rise in importance. Statistically this push has some merit, by 2017 Indonesia 

had reached a four-year GDP growth rate peak of 5.2%603 to become the largest economy in 

Southeast Asia,604 with a level of military expenditure second only Singapore among ASEAN 

member states.605 Buoyed by this growth, Indonesia has pursued a foreign policy of regional 

independence from China and the United States, known as ‘Pragmatic Equidistance’.606 Unlike 

other rising powers, particularly in the BRICS block, Pragmatic Equidistance is based in 

strategic positioning, non-confrontation and soft-revisionism; favouring the assumption of the 

role of a trusted interlocutor rather than that of an overt leader.607 This distinction can be seen 
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in Indonesia’s influence within ASEAN as well as its self-appointed role as a ‘neutral 

intermediary’ in the South China Sea territorial disputes between ASEAN member states and 

China.  

Indonesia’s push for regional influence has, however, been repeatedly undermined by its 

own domestic pressures and instability. Despite a notable nationalistic streak,608 regular 

separatist movements, insurgencies and organised criminal groups have undermined Indonesian 

sovereignty and security, leading to embarrassing ASEAN resolutions, arms embargoes609 and 

even a UN-supported military intervention led by a neighbouring state.610 For Indonesia, 

becoming an early adopter of Lethal Autonomous Weapon Systems would be a powerful but 

symbolic move, putting it on the forefront, at least within Southeast Asia, of a new state power 

paradigm. 

This chapter will demonstrate that, despite its recent economic and military growth, 

Indonesia lacks the capacity to successfully become an early adopter of LAWS. Rather it would 

be better served by attempting only limited adoption within a response that primarily relies on 

diplomatic rebalancing. By doing so this chapter will inform a broader understanding of how 

ASEAN states are likely to respond to the emergence of this paradigm-shifting major military 

innovation, which is central to the core research question of this thesis. 
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6.2: Security Threat Environment 

 

By any measure Indonesia is not lacking in security threats. In addition to traditional state-based 

threats to its territorial integrity, Indonesian security forces have had to respond to internal 

instability and multiple insurrections, while being limited by the ongoing pressure of non-

traditional threats (such as human trafficking, piracy, and terrorism). In the context of emerging 

autonomous weapon systems, the most relevant of these threats are piracy and organised crime, 

state aggression and territorial incursion, and internal rebellion and terrorism. These threats, as 

well as Indonesia’s responses, should be considered within the context of the broader Southeast 

Asian security environment. This section offers an insight into how Indonesia’s focus on 

internal security threats in the maritime and aerial domains will influence its approach to 

autonomous weapon systems.  

While it is unlikely that a neighbouring state would invade Indonesia, it still faces threats 

to its sovereignty and territorial integrity. Despite its recent attempts to assume a leadership role 

in regional organisations (principally ASEAN and the Non-Aligned Movement), Indonesia has 

a history of conflict in the region that continues to influence its relations, particularly with 

Malaysia and Singapore. In the eyes of key military decision makers Malaysia is benchmarked 

as a “military peer competitor”, while tensions with Singapore intermittently flare into 

diplomatic incidents.611 Indeed, Indonesia has been involved in recent territorial disputes with 

fellow ASEAN member states, including Malaysia, over incursions into its EEZ612 and 

disagreements over ownership of islands in the Sulawesi Sea.613 While intra-regional tensions 
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and disputes are an important factor in Indonesia’s security environment, the pursuit of prestige 

through modernisation and their involvement  in South China Sea territorial disputes have 

arguably been more significant factors driving the Indonesian military toward increasingly 

autonomous weapon systems.  

Despite Indonesia’s attempts to maintain neutrality by claiming not to be a party to the 

South China Sea disputes,614 Chinese encroachments have escalated recently. A key flashpoint 

in Indonesian-Chinese territorial disputes is the area near the Natuna Islands, which have 

escalated to include standoffs between government vessels and the demolition of captured 

fishing vessels.615 Specific incidents include the Indonesian Navy firing on a Chinese fishing 

vessel in mid-2016, allegedly injuring a crewmember, 616 while in December 2017 a larger 

vessel, the Fu Yuan Yu 831 was boarded and seized.617 While there has been an escalation in 

political rhetoric against illegal Chinese fishing, this has not translated into a broad agreement 

among Indonesian policymakers on how to respond.618 Despite the absence of a solidified 

political direction, the Indonesian Navy has significantly expanded its permanent presence in 

the area in effort to deter intruding vessels and re-assert Indonesia’s claim.619 

However, these ongoing territorial disputes have limited Indonesia’s ability to maintain 

its preferred foreign relations approach of ‘Dynamic Equilibrium’, which prioritises secure, 

informed neutrality. A key component of this approach is the belief that maintaining regional 
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stability and growth among ASEAN member states is crucial for preventing either great power 

from gaining too much influence in Southeast Asia.620 Limiting the influence of great powers 

allows Indonesia to act as a ‘trusted interlocutor’ between state actors, 621 which in turn is part 

of Indonesia’s perceived leadership role in ASEAN.622 Indonesia’s role in ASEAN has been 

further complicated by the broader military build-up throughout Southeast Asia, which has 

generated fears of an impending regional arms race, exacerbating regional tensions.  

Another security concern, which has historically received more attention from Indonesian 

defence planners, is the prospect of another province descending into rebellion or insurgency. 

The severity of this threat in the mind of Indonesian defence planners is apparent from the 

Indonesian military’s continued commitment to “territorial postings”, which deploy TNI 

personnel alongside each level of government, even to the village level, to ensure internal 

security. Furthermore, Indonesia actively advocated for the creation of an ASEAN 

peacekeeping force in 2004 for deployment in support of member governments during internal 

conflicts and strife, although this was blocked by Singapore, Thailand and Vietnam.623 

Connected to this concern is the possibility that one of Indonesia’s neighbours could support, 

fund or protect a breakaway faction or province, as happened with the Australian-led 

INTERFET into East Timor.624 Therefore, the TNI is understandably interested in the capacity 

of AWS to be deployed at comparatively low ongoing resource cost in long term surveillance 

and border protection roles. Furthermore, the appeal of instruments of state violence that 
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unquestionably follow commands in politically and ethically problematic internal conflicts to 

authoritarian and illiberal governments should not be underestimated. Finally, autonomous and 

remote-operated weapon platforms would have clear appeal to a military whose main strategic 

doctrine, the Total People’s Defence System, centres on sustained guerrilla defence in the outer 

islands. 

Indonesia also has endemic non-traditional security issues, including natural disasters, 

corruption, organised crime and piracy. Given the immense importance of the Straits of 

Malacca, which fall partially within Indonesian territory, piracy and maritime robbery are also 

key non-traditional security threats. It is not hard to see how Indonesian defence planners would 

be attracted by the potential offered by autonomous patrol boats or surveillance aircraft that 

could operate at a fraction of the running cost of a manned naval vessel.625 Indonesia’s response 

to these security issues is of particular importance because the Sulu Sea also falls partially 

within its territory.626  

 

6.3: Resource Capacity 

 

As outlined above, Indonesia’s economic strength has been notable even within the context of 

a region characterised by rapid economic growth in recent years. A concurrent growth in 

military spending can be attributed to rising nationalism, regional security concerns and the 

enduring influence of the TNI in domestic politics.627 However, significant manpower and 
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equipment maintenance costs and an enduring ‘defence-commitment’ gap between promised 

and delivered funds, has diluted Indonesian military modernisation efforts. 

The Indonesian defence budget reached 120 trillion Indonesian Rupiah in 2017 (USD 

$8.98 billion), which was the second highest in Southeast Asia (trailing Singapore).628 IHS 

Markit predicted that Indonesian defence spending would undergo the fifth-fastest global 

growth between 2016 and 2025.629 This contention was supported by the fact that spending rose 

by 122% between 2008 and 2018. 630 While the final allocation of funds was 11.8% lower than 

the original proposal,631 the 2018 state budget allocated substantially more funding to the 

Defence Ministry than its health and education counterparts.632 Indonesia is not unusual in this 

regard, driven by regional distrust and China’s increasingly belligerent territorial claims, the 

overall trend among ASEAN states has been to increase their defence spending at a regional 

average rate of 9% since 2009.633 

While its top-line military spending is high, Indonesian defence spending is far below the 

global average as a percentage of GDP (0.8%).634 Consider Indonesia’s economic peers, it is 

slightly more than Mexico (0.5%), yet substantially lower than Australia (2%), Turkey (2.2%) 
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and the Republic of Korea (2.6%).635;636 In the latter case, this difference equated to 

approximately USD 30 billion in greater defence spending by the Republic of Korea in 2017.637 

Despite repeated promises to raise defence spending as a percentage of GDP by civilian 

policymakers, there has been no concrete progress made toward achieving an allocation of even 

1.5% of GDP, which was pledged in 2013. Until this changes, the potential for the TNI to 

develop autonomous military technology is limited. 

Given that Indonesia remains a regional middle power, it is not surprising that their 

financial capacity is dwarfed by great powers, such as the United States, which devoted USD 

$18 billion across the 2016-20 period solely to the development of autonomous military 

technology.638 While the TNI does not have the resources to compete with existing great power 

developers, the Indonesian government could follow the Republic of Korea’s example. Over 

the 2016-20 period the ROK government committed to investing USD 840 million directly into 

its domestic innovation base to encourage the development of autonomous military technology 

and robotics.639 Though Indonesia has a growing economic capacity, their government would 

need to commit a greater proportion of this capacity directly to military modernisation and 

supporting the domestic development of enabling technologies.  

 

6.3.1: Domestic military-industrial base 

 

A prominent component of Indonesia’s modernisation efforts under the “Minimum Essential 
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Force” strategic doctrine is expanding the size and sophistication of its domestic military 

production capability.640 Despite the renewed emphasis on building this sector, which was 

reflected in its designation as the third stage of the Minimum Essential Force concept,641 the 

modern Indonesian defence industry remains underdeveloped and largely focused on 

manufacturing less advanced arms. It is dominated by four state-owned firms: PT Pindad, PT 

PAL Indonesia and PT Lundin, and PT Dirgantara Indonesia,642 who broadly focus on land, 

sea and air respectively.643  

The establishment of the Defence Industry Policy Committee, or Komite Kebijakan 

Industri Pertahanan (KKIP), was arguably one of the more significant early responses.644 

Initially established in 2010, the KKIP was expanded by new defence industry regulations in 

2012 and 2013.645 The modern KKIP, while still chaired by the Indonesian President, is 

governed by the Minister of Defence as its managing director.646 The Minister of Defence is 

then responsible for appointing an implementation team (comprised of bureaucrats and officials 

with defence industry expertise) and the expert team (which is recruited from public and private 

sector security researchers and experts) with responsibility for advising future decisions and 

policy direction.647 The broader KKIP organisation is structured around six task-delineated 
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divisions that reflect its broad responsibility for developing and coordinating strategic policy 

and plans for the defence industry.648 In March 2018 the KKIP held a major press conference 

to promote the progress it had made, while downplaying the significant issues that remain in 

the security-defence industry.649 Although the establishment of a directing committee 

demonstrates an encouraging level of commitment by the Indonesian government, the TNI has 

consistently reiterated that modernisation will require a greater resource allocation, a claim that 

was explicitly made in the 2015 Indonesian Defence White Paper.650   

Military modernisation efforts have been undermined by several factors, including 

chronic underinvestment in research and development,651 economic conditions imposed by the 

International Monetary Fund after the 1997 Asian Financial Crisis,652 and regulatory 

uncertainty.653 One of the early KKIP initiatives prioritised improving the provision of the 

secure long-term funding needed to enable significant long-term investment in the major state-

owned arms companies. PT Pindad received a cash injection from the state of approximately 

USD 53 million in 2015654 and, by 2018, had diversified into commercial manufacturing.655 

Also in 2018 a series of agreements were finalised to secure favourable financial treatment for 

the security-defence industry, including easier access to credit and insurance.656 Recent efforts 
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to improve the domestic arms industry have been prompted by the international prestige, 

income and influence gained by a state with a well-respected domestic arms industry, which 

would be beneficial in Indonesia’s push for recognition as an emerging regional great power. 

Another issue is that domestic arms manufacturers are competing against foreign 

companies that enjoy a dominant technological lead. This gap continues to increase as smaller 

state arm producers become constantly caught up developing a comparable product, while the 

leading firms have already shifted focus to a new capability.657 The Indonesian response reflects 

the notably nationalistic streak present within recent defence decision making, mandating the 

involvement of domestic suppliers and imposing a technology transfer requirement on high-

value arms procurements. This could act as a barrier to purchasing autonomous weapon 

systems, 658 which are likely to be under similar technology transfer restrictions to those 

imposed by the United States on UCAV sales.  

Considering these problems with the domestic industry and accounting for enduring 

mistrust of domestic arms manufacturers among TNI leadership,659 it is understandable that, 

while the TNI partners with domestic firms for a range of services (including maintenance and 

training) and lower-level procurement, it has historically preferred to purchase more advanced 

systems from foreign partners, including Russia and the Republic of Korea. In 2016 the (then) 

CEO of PT Pindad claimed that the industry is likely to need 5-10 years to reach the capacity 

to effectively produce globally competitive advanced platforms.660 This is not unusual among 
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ASEAN states, none are among the top 25 arms exporting countries,661 despite being the second 

largest global weapons import market between 2007 and 2012.662 

 

6.3.2: Foreign Arms Acquisition 

 

Absent meaningful development and modernisation, the TNI will continue to rely on foreign 

arms suppliers to meet their demand for advanced weapon platforms, even if a given capability 

could be met by a domestic supplier. A recent example of this was the TNI’s decision to 

purchase Italian helicopters in 2017 over a similar platform manufactured by PT Dirgantara 

Indonesia.663 Promoting the TNI’s confidence in the reliability of domestic arms would be vital 

for any adoption strategy to succeed.  

The TNI maintains a variety of significant arms purchasing relationships, which could be 

leveraged to purchase or gain access to autonomous military technology. Indonesia was the 10th 

largest global importer of arms between 2013 and 2017,664 with its weaponry purchases rising 

sharply from USD 36 million to nearly USD 1.2 billion between 2005 and 2018.665 Its main 

suppliers are the UK (17%), US (16%) and the Republic of Korea (12%).666 Since 2014, the 
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TNI has purchased three Chang Bogo-class attack submarines from the Republic of Korea667 

and become a development partner on the KAI KF-X program.668 In 2018 the TNI purchased 

twenty-four F-16C/D fighter aircraft from the US669 and has benefitted from US support under 

the Maritime Security Initiative to build its C4ISR capability and launch an unmanned aircraft 

squadron.670 Along with Russia, these states are developing autonomous military technology 

and have a track record of selling advanced weapon systems and transferring technology to the 

TNI. 

However, it is also important to note that Indonesia’s arms supply is also unusually 

diverse, with these top three suppliers only accounting for 45% of its total defence imports. 

Indeed, Indonesia ranked among the top three markets for five of the top 25 arms exporting 

countries between 2013 and 2017.671 For comparison, Vietnam (the 11th largest arms importer) 

relies on Russia to supply 82% of its arms.672 Recent major TNI purchases include a squadron 

of 11 Sukhoi SU-35 multi-role combat aircraft (Russia)673 and eight EMB-314 Super Tucanos 

aircraft (Brazil).674 This diversified supplier base is an interesting characteristic of the TNI’s 

purchasing patterns and is arguably a holdover from the Cold War, during which the 

government was able to walk a fine line of neutrality to benefit from both major powers. There 

is also a clear concern among Indonesian policymakers that concentrating imports from a single 
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supplier would impose vulnerability to embargoes, such as those previously imposed by the 

United Kingdom and United States over Indonesia’s human rights record.675  

Despite the evident issues with Indonesia’s ability to marshal its strong economic 

resources toward developing the resource capability to adopt autonomous military technology, 

there have been recent examples of the KKIP successfully coordinating the advancement of 

domestic arms production capability through the rigorous enforcement of technology transfer 

offset provisions in major procurement contracts and Indonesian military exports continue to 

grow, reaching USD 284.1 million in exports between 2015 and 2018.676 Returning to 2012, 

the Rheinmetall procurement deal was worth USD 68 million more677 than PT Pindad’s total 

government income in 2013,678 a serious missed commercial opportunity. However, by 2018 

PT Pindad had developed the Kaplan Modern Medium Weight Tank, a competitive medium 

tank designed in partnership with a Turkish firm679 and an Infantry Fighting Vehicle with 

superior capabilities to Rheinmetall's Marder IFV (Badak). Despite only completing its first 

successful live-fire test in August 2018,680 the TNI-AD has already expressed interest in 

replacing their stock of French AMX-1 light tanks with Kaplan Modern Medium Weight Tank, 

while Bangladesh and the Philippines expressed interest purchasing between 40 and 50 vehicles 

each.681 In the maritime domain PT PAL underwent a similar process with the SIGMA-class 

corvettes, originally purchased from the Netherlands.682 A second contract in 2010 shifted 
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production under license to PT PAL, who have subsequently been responsible for building the 

updated Martadinata-class frigate.683 If a process occurs with unmanned combat vehicles, even 

in partnership with another middle power, it is conceivable that the TNI would be able to 

eventually access a domestically produced (likely under license) autonomous weapon system. 

This contention is supported by the demonstration of an apparently supervised autonomous 

‘sentry gun’ by smaller arms producer PT. Prafir Jaya Abadi and the Research and Development 

Agency in late 2018.684  

 

6.4: Organisational Capital Capacity 

 

The second diffusion variable for consideration is whether the TNI possesses sufficient 

organisational capital capacity to adopt autonomous weapon systems. Horowitz describes three 

tests for measuring a state’s organisational capital capacity; Critical Task Focus, Level of 

investment in Experimentation, and Organisational Age.685 The lower financial intensity 

requirement of Autonomous Weapon Systems opens response options that have historically 

been unavailable to a smaller state like Indonesia, however, Indonesia’s organisational capacity 

will still determine how the TNI will  react to a LAWS demonstration point.  

 

6.4.1: Critical Task Focus 

 

It is apparent that the Indonesian civil leadership has a different Critical Task Focus (CTF) to 
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that of the TNI (and particularly the TNI-AD). Developing a military power projection capacity 

that is reflective of Indonesia’s perceived role as an emerging great power has been promoted 

as a priority by Indonesian policymakers. Contrastingly, the TNI focuses on improving its 

ability to respond to internal security threats and instability over regional power projection or 

external defence. While both positions would support the acquisition of some form of 

autonomous military technology, the TNI’s CTF would require lower complexity platforms 

largely in the aerial and maritime domains, while larger warfighting platforms are required for 

the civil leadership supported CTF. 

The focus on modernisation as a way to improve Indonesia’s power projection capacity 

was reflected in the Minimum Essential Force (MEF) and Global Maritime Fulcrum (GMF)686 

doctrines adopted by the Yudyono and Jokowai presidencies respectively. The MEF was 

intended to be implemented in three stages; minimum essential force (2015-2019), transitional 

essential force (2020- 2024), and ideal essential force (2025-2029).687 MEF was intended to 

involve the rationalisation of TNI personnel numbers, an equal resource investment in the 

modernisation of weapon systems and platforms across all three branches of the TNI, and 

modernisation and development of the domestic defence industry, which included the purchase 

of “Main Equipment Weapon Systems” (Alutsistas).688 The latter GMF doctrine was originally 

touted during Jokowai’s initial election campaign and had the broader focus of transforming 

Indonesia into a global maritime power.689 The GMF was initially criticised for failing to 
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provide specific guidance and operational direction to Indonesian security actors.690 While the 

long-awaited Presidential Regulation (PERPRES) No. 16 of 2017 on Indonesian Sea Policy 

was an improvement, issues remain with the operationalisation of the GMF into a workable 

strategic doctrine.691 The fact that neither of these doctrines have been prioritised is indicative 

of a disconnect between the civil leadership and the TNI. 

The TNI places a greater emphasis on ensuring the territorial and structural integrity of 

the Indonesian state than engaging in inter-state warfare. From a strategic doctrine perspective, 

the TNI acknowledges that there is comparatively little risk of a purely external invasion,692 

This is reflected in the Total People Defence System (Sistem Pertahanan Rakyat Semesta), 

which is based on a combination of guerrilla warfare, total warfare and outer island defence,693 

a sacrificial strategy intended to buy time to prepare a final defence of the island of Java.694 

Rather than updating this policy, the TNI’s 2015 Defence White Paper reaffirmed that internal, 

non-traditional and non-state threats (such as piracy, terrorism and political unrest) are still 

considered higher risk than inter-state conflict.695  

The split between the Indonesian state and the TNI’s Critical Task Focus can be seen in 

the continued relegation of the Tentara Nasional Indonesia-Angkatan Laut (Navy, TNI-AL) 

and Tentara Nasional Indonesia Angkatan Udara (Air Force, TNI-AU) to supporting roles, 
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despite their centrality in both the MEF and GMF strategic concepts.696 The current operational 

doctrine for the TNI-AL (Eka Sasana Jaya) focuses on maintaining maritime security, 

supporting land borne operations and improving regional military diplomacy.697 Seemingly 

counter to the regional priorities of the GMF, the TNI has prioritised acquiring traditionally 

internally focused capabilities including frigates, corvettes and surveillance platforms. This 

reflected the status quo within the TNI-AL, where the capabilities of vessels as a proportion of 

the fleet remained largely constant between 2003 and 2015698 and, with the notable exception 

of the three Chang Bogo-class submarines purchased from the ROK,699 has not drastically 

shifted since. Furthermore, the TNI-AL has also had to divert resources away from 

modernisation and expansion to 274 vessels (under the MEF) toward maintaining some level 

of operational readiness in its current fleet.700 Far from preparing for pitched naval battles, the 

majority of Indonesian naval vessels play an active role in combatting a variety of non-

traditional security threats and policing territorial waters,701 a role that is reflected in the TNI-

AL’s strategic doctrine and, historically its procurement pattern. This would indicate that the 

TNI-AL would be more successful in adopting smaller scale AWS, such as unmanned surface 

vehicles in a harbour defence role (Fleet Class USV) or unmanned maritime vehicles for long-

term surveillance (Wave Glider), rather than more advanced LAWS. Given its current security 

risks, strategic doctrine and capability it is clear that the TNI would gain less utility from the 

global strike capacity of a Taranis UCAV than from the tactical strike capability offered by 
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AeroVironment's Switchblade loitering munition. 

 

6.4.2: Level of Investment in Experimentation 

 

While the majority of relevant research occurs in civilian universities, the Indonesian state 

maintains an important independent role beyond being the main source of research and 

development funding. Engagement between foreign researchers and Indonesia is administered 

by the Ministry of Research, Technology and Higher Education, which has a purely 

administrative role and does not directly conduct research. Rather the relevant agency for 

military research is the Research and Development Agency (Badan Penelitian dan 

Pengembangan, also known as Balitbang), a division of the Ministry of Defence. Balitbang has 

four research subunits and an administrative Secretariat. One of these subunits, Kapuslitbang 

Iptekhan Balitbang Kemhan, is focused on the evaluating, assessing and implementing research 

focused on emerging defence science and technology.702 Balitbang is also responsible for 

developing technical policies and is consulted on the administration of defence research 

funding. Aside from two research manuscripts presented at an internal seminar in August 2018, 

there is limited publicly accessible evidence of ongoing research by Balitbang into autonomous 

military technology,703 with the majority of relevant research believed to be led by civilian 

researchers, typically in partnership with the national defence university. 

Indonesia established its defence university, Universitas Pertahanan, in 2011 as part of 

the current modernisation effort. As with its foreign counterparts the Indonesia Defense 
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University is operated by the military and offers defence and strategic studies related courses 

to TNI officers as well as the public. The Indonesia Defense University aims to become a world-

class research institution by 2024 and has a track record of successfully partnering with other 

military universities.704 Reviewing the archives of its in-house journal, Jurnal Pertahanan, 

indicates a research focus on force modernisation, regional security and domestic security 

threats (such as separatism and terrorism). There were no references to autonomous weapon 

systems, although academics from this institution would play an important role both in 

developing an Indonesian operational praxis for AMT deployment and educating the next 

generation of TNI officers. 

 While publicly known engagement to date by civilian universities appears to be lacking 

compared to their counterparts in AMT developing states, the TNI and Ministry of Defence 

have been providing increasing support and funding to research students working on related 

technologies.705 In 2017 the Universitas Gadjah Mada announced a research partnership with 

Indonesia Defence University. Although this was a broad partnership, the core focus was stated 

to be the development of defence technology including “surveillance ship, sea robot, and rocket 

technology”.706 Furthermore, Bina Nusantara University (Binus University) operates a 

Research Interest Group in Photonics and Computer Systems, which focuses on computer 

vision, photonics and computer engineering research. More recently, Binus University 

partnered with NVIDIA (best known as a manufacturer of computer graphics processing units) 

to open the American technology company’s first artificial intelligence research and 

development centre.707 The centre will reportedly focus on developing deep learning 
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technology for NVIDIA’s Graphics Processing Units.708 While not as engaged as their foreign 

counterparts, Indonesian universities are evidently investing further in relevant research over 

time. 

However, chronic underinvestment in military and civilian research & development has 

made it difficult to train, attract and retain the skilled personnel needed for military 

experimentation in this space.709 While there are well established, respected Indonesian 

research institutions, problematic privately operated higher education institutions comprise the 

majority of the higher education providers.710 More than 40% of university level teachers were 

bachelor’s degree qualified or less.711 Indeed only three Indonesian universities were ranked 

among the top 500 globally in the QS World University Rankings in 2018.712 Without 

significant and long-term investment in research and development the TNI will be unable to 

internally develop the personnel, capacities and structures needed to experiment effectively 

with emerging military technologies. 

Despite commitments in the 2012 Defence Industry Law that five percent of future 

defence budgets would be devoted to Research and Development funding; modernisation and 

capital purchasing programs continued to only receive a minority of defence spending. Military 

modernisation efforts have been stymied by chronic underinvestment within the TNI. This is 

partially the result of a disconnect between the funds allocated to the TNI by government 

budgets and the resources that it actually receives. This ‘defence-commitment’ gap is an 
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enduring element of the Indonesian budgetary process,713 occurring as recently as the 2017 

revised defence budget, which was 11.8% lower than the proposal.714 In 2011 there was an even 

more drastic gap of 58%, with the approved military budget being USD 7.93 million lower than 

the proposed budget.715 This gap is further exacerbated by a military bureaucracy that is riven 

by inter-departmental rivalry and struggling to improve transparency in the defence spending 

process.716 

This limited actual resource allocation is further limited by the TNI’s commitment to a 

force structure with an unusually high operational, personnel and equipment maintenance costs. 

The TNI operates venerable equipment and platforms, obtained from a multitude of suppliers 

over the last three decades, leading to high operational costs and low readiness, averaging at 

between 30-80% in 2007.717 Furthermore, the TNI remains personnel heavy, in 2010 the TNI 

spent approximately 44% of the annual defence budget on personnel costs and salaries, and an 

additional 22% on functional expenditure.718 This meant that Indonesia allocated the second 

highest percentage to personnel costs (behind Mexico at 69%), while its operational cost 

expenditure was average among the MIKTA group.719 

By 2018 the TNI only allocated 15.9% of the defence budget to research, development 
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and procurement, which equates to roughly USD $1.16 billion.720 This actually represented a 

significant recovery in expenditure for the TNI’s research funding, as between 2013 and 2018 

its procurement allocation fell to only USD $500 million,721 while in the decade to 2014 IDR 

8.32 trillion was set aside in funding for the domestic defence industry.722  This recovery is 

expected to continue, with procurement funding predicted to expand to USD $1.3 billion by 

2022,723 as part of a total procurement and R&D investment of USD $10 billion between 2018 

and 2024.724 Finally, a reduction in personnel expenditure to 50.2% of defence spending (the 

median among MIKTA members in 2009) could fund an increase in the procurement and 

modernisation allocation of roughly USD 745 million, which could certainly fund more 

aggressive military experimentation efforts. 

It is also worth noting that Indonesian businesses have emerged as meaningful 

contributors to its capacity to develop relevant technologies. For example, Kata.ai is developing 

the first algorithm for natural language processing of Bahasa Indonesia.725 In 2018 two reports 

were released that examined the level of engagement with artificial intelligence among 

Indonesian businesses. The first was a Forrester Opportunity Snapshot, commissioned by 

Appier,726 which found that 65% of Indonesian business respondents had adopted artificial 

intelligence,727 while the second report (written by IDC) found a 24.6% adoption rate.728 The 
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significant divergence in this data was likely due to the use of small sample sizes. Despite the 

statistical divergence, both reports agreed that Indonesian businesses were significantly further 

ahead in artificial intelligence adoption than their regional neighbours.  

Overall, Indonesia’s commitment to defence modernisation is evident from the steadily 

rising resource levels committed to its military. It would be defensible to assume that the 

allocation of these funds will be somewhat guided by the “Minimum Essential Force” concept, 

which prioritises of modernising and strengthening capabilities rather than simply expanding 

manpower, given its centrality with current Indonesian defence planning.729 However, aside 

from an admission in 2010 by the incumbent TNI commander of the need for a personnel 

‘rightsizing’,730 the TNI remains reluctant to do so. Furthermore, comparing Indonesia’s 

operational and personnel expenses with other ASEAN states demonstrates a similar, personnel 

dominated, expenditure pattern, which has been in place for more than twenty years.731 This 

path-dependency would limit the TNI’s willingness to invest in experimentation toward 

increasingly autonomous weapon systems.  

 

6.4.3: Organisational Age 

 

The final Organisational Capital variable identified in Adoption-Capacity Theory is 

Organisational Age. Two variables are presented for evaluating this variable: the length of time 

since a military lost a most conflict or underwent regime change; and the nature of the domestic 
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civil-military relationship.732 While the TNI has not been involved in any recent major inter-

state traditional conflicts, unpacking the civil-military relationship offers a valuable insight into 

the organisational age of the TNI. 

While civilian governmental pressure is rarely sufficient to force militaries to innovate in 

a particular direction,733 reviewing Indonesian military modernisation efforts since 2010 re-

emphasises the presence of an unusual civil-military relationship. The TNI has historically been 

a major political actor, with its influence reaching a peak during the New Order period. The 

post-New Order period featured somewhat effective legislation and military reform that was 

designed to remove the TNI from direct involvement in politics.734 While the modern TNI is 

fiercely protective of its political neutrality in official documents, it also maintains its role in 

domestic policing, leading to (occasionally very public) conflicts with the national police.735 

Another contributing factor is the practice of “territorial postings”, which deploy TNI personnel 

alongside each level of government, even to the village level in local communities and internal 

security.736 As a result, the TNI remains a ‘latent variable’ in domestic Indonesian politics and 

has a complex relationship with the, theoretically superior, civilian Ministry of Defence. 737 

  This has translated into the military maintaining higher than expected influence over 

defence department decision making. The higher echelons of the TNI remain largely 

strategically (and politically) conservative and committed to the Total People Defence System.  
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Retired high-ranking military officers (primarily from the TNI-AD) 738 have transitioned to 

senior roles in political parties, and even former President Yudhoyono was a retired General.739 

Despite the introduction of the Global Maritime Fulcrum strategic concept, there remains no 

coherently outlined strategic plan for tri-service adoption of new advanced platforms. The 

unusually balanced civil-military relationship in Indonesia limits the capacity of the Indonesian 

government to pressure senior military officers toward the development or adoption of 

autonomous weapon systems.  

 

6.5: Receptiveness of domestic audience  

 

Unfortunately, there have been no publicly available studies conducted on Indonesian public 

opinion toward autonomous weapon systems at the time of writing, making it difficult to 

directly ascertain whether Indonesians would support LAWS. However, a 2014 Pew Research 

Center survey showed that 74% of Indonesians opposed the United States’ use of remote piloted 

UAVs,740 the direct precursor weapon system. In terms of indirect evidence, the Indonesian 

business community has a level of artificial intelligence adoption among the highest in the 

region, although this could lower public acceptance, given that approximately 56% of 

occupations in the Indonesian, Cambodian, the Philippines, Thailand and Vietnam economies 

are at risk of automation.741 Finally, in November 2018 the Institute of International Studies at 
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the Universitas Gadjah Mada became the first Indonesian organisation to become a member of 

the Campaign to Stop Killer Robots,742 signalling the first engagement of Indonesian civil 

society with the LAWS debate. 

At a state level, Indonesia’s engagement to date with the international discussion around 

potential regulation of LAWS is reflective of its broader foreign policy preference for neutrality. 

Due to Indonesia’s refusal to become a signatory to the Convention on Prohibitions or 

Restrictions on the Use of Certain Conventional Weapons which may be deemed to be 

Excessively Injurious or to have Indiscriminate Effects, it has not been a direct participant in 

the ongoing international discussions at the United Nations. However, as a member of the Non-

Aligned Movement (NAM), Indonesia’s position can be inferred from NAM statements to the 

Group of Governmental Experts on Lethal Autonomous Weapon Systems in 2017 and 2018. 

The 2017 statement was delivered by Indonesian Ambassador Krisnamurthi, on behalf of the 

Non-Aligned Movement, to the General Assembly. However, using the descriptor ‘statement’ 

is perhaps generous; there was only a single relevant paragraph within the 15-page speech.743 

Ambassador Krisnamurthi’s speech covered a wide range of issues, including nuclear non-

proliferation, biological weapons and the peaceful use of nuclear technology. In this paragraph, 

the Non-Aligned Movement, appears to support establishing an open-ended Group of 

Governmental Experts-led examination of the “ethical, legal, moral and technical, as well as 

international peace and security related questions” raised by autonomous military technology, 

but stops short of supporting a pre-emptive developmental ban.744 This was followed by a more 

extensive statement in 2018, which was delivered by the Venezuelan delegation, and firmly 
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established a preference for specific regulations and prohibitions being enshrined in 

international law in response to the emergence of LAWS, stating that any voluntary alternative 

“cannot be a substitute for … a legally binding instrument”.745 This statement further called for 

a moratoria on development of LAWS pending the development of these international 

regulatory instruments.746 While not as strident as the positions taken by some other states, this 

statement clearly supported formal regulation, if not an outright developmental ban. 

Given that the NAM consists of more than 120-member states, this could have been a 

major coup for supporters of a pre-emptive ban on LAWS, however, there are issues with 

relying on this statement to reflect the position of any individual NAM state. Firstly, in a similar 

manner to ASEAN, the NAM holds non-interference in the internal decision-making of member 

states as one its founding principles.747 Secondly, the emergence of autonomous weapon 

systems appears to be low on the collective agenda of its member states. The 2018 NAM 

statement “re-emphasises” the position adopted at the XVII Summit of the NAM (2016) and 

2018 NAM Ministerial Meeting (the Baku Declaration). However, the 206-page XVII Summit 

Final Declaration contains only a single paragraph that refers to LAWS,748 while the Baku 

Declaration does not actually mention autonomous weapon systems.749  

Despite their shortcomings, these statements made Indonesia one of only three ASEAN 
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member states to publicly state a position on the future of fully autonomous weapon systems.750 

While these statements do not denote an independent Indonesian position or outline a definitive 

position beyond favour for further negotiation, Indonesia’s prominent role in their formulation 

and delivery is reflective its preference for soft-revisionism and strategic positioning.751 

 

6.6: Capacity to Develop or Emulate Specialised Operational Praxis 

 

The final diffusion variable centres on whether the TNI has the capacity to develop or emulate 

a specialised operational praxis that will enable the full disruptive potential offered by 

Autonomous Military Technology, up to and including Lethal Autonomous Weapon Systems. 

The operational praxis is effectively the process through which a given state military transforms 

a capability into force.752 Examining the prior diffusion variables supports the conclusion that 

the TNI is unlikely to pursue fully autonomous weapon systems in a standalone combatant role, 

lacking both the resource capacity and the operational need to so. Instead, the TNI is likely to 

adopt an operation praxis that emphases the resource efficiencies gained from deploying semi-

autonomous platforms in internal security roles. 

 As outlined earlier in this chapter, the Indonesian military has not developed a 

sufficiently advanced national security innovation base to develop novel doctrine for the 

development and deployment of fully autonomous weapon systems. However, the 

government’s commitment to mandating technology transfer in foreign arms purchases has 
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stimulated the TNI to emulate and incorporate advanced weapon platforms acquired from other 

states. As an example, consider that five years after purchasing main battle tanks and infantry 

fighting vehicles from Rheinmetall, a domestic producer (PT Pindad) was able to offer 

competitive indigenous platforms to fill those combat roles. Furthermore, the Indonesian 

Ministry of Defence’s Research and Development Agency has begun to promote its research 

efforts in this area, with a paper presented at an internal seminar in August 2018 and the 

unveiling of a prototype supervised autonomous weapon system in November 2018.753 While 

the TNI has not yet developed a specialised operational praxis internally, it is showing very 

early signs of interest and has demonstrated a capacity to emulate the praxes developed by other 

militaries as well as to effectively integrate technology transferred from foreign arms sources.  

While adopting Lethal Autonomous Weapon Systems would reflect Indonesia’s 

nationalistic push to be recognised as an emerging regional power, the TNI’s organisational 

capacity indicates that a limited adoption of semi-autonomous and supervised platforms is more 

likely to be successful and effective, although the impact on Indonesian prestige would be 

lower.  

 

6.7: Conclusion 

 

Notwithstanding Indonesia’s economic strength, relative to other emerging states in its region, 

it is apparent that the TNI lacks the adoption capacity to effectively become an early adopter or 

first mover of fully autonomous LAWS. Despite high level political support efforts to 

modernise the TNI, the domestic arms production industry and the national security innovation 

base have all been undermined by consistent underinvestment and does not reflect the critical 
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task focus of the unusually powerful senior TNI-AD leadership. The Indonesian defence 

industry has, however, demonstrated a penchant for emulation which was supported by the 

implementation of a mandatory technology transfer provision in the Defence Industry Law 

2012. Although it is unclear whether the Indonesian public would support the deployment of 

autonomous weapon systems, indirect evidence suggests that it is unlikely. Finally, the TNI has 

demonstrated an ability to emulate more advanced militaries and has been strengthening 

military education links to the United States, which is indicative of an ability to successfully 

emulate operational praxes for the deployment of autonomous military technology that were 

originally developed by a more advanced state. 
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Chapter 7: Evaluating Singapore’s Adoption Capacity  

 

“We must always fend for ourselves. No one will bail us out if we falter. In a rapidly changing 

world, this is one fact that will not change for Singapore” – Lee Hsien Loong (Prime Minister 

of Singapore).754 

 

7.1: Introduction 

  

Among the ASEAN member states Singapore would appear to have the most advanced capacity 

to adopt unmanned or autonomously operating military platforms. The Lion City is an important 

node in global commerce and a founding member of ASEAN. It maintains the most 

technologically advanced military among the ASEAN states and has a history of prizing 

military technology as a cornerstone of its deterrence centred national security strategy.  

The Singapore Armed Forces (SAF) is built around a core of highly trained regular 

soldiers, supplemented by conscripted reservists, supported by flexible and lethal air and naval 

forces. This structure is the culmination of the development of an advanced, albeit highly 

focused, domestic military industrial capacity, long-standing commitment to maintaining a 

technology-based military offset and the region’s largest military budget. However, 

Singapore’s lack of strategic depth, severe geographic restrictions, and demographic shifts have 

forced the SAF to develop the capacity to pre-emptively strike a threatening actor. These 

restrictions are encouraging Singaporean policymakers to consider the adoption of increasingly 

 
754 Quoted in Tan, S. S. (2015). "Mailed fists and velvet gloves: The relevance of smart power 

to Singapore’s evolving defence and foreign policy." Journal of Strategic Studies 38:3, 332-

358. 
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autonomous military technology. 

Singapore complements the deterrent value of maintaining an advanced, compact hard 

force projection capacity, with the liberal application of soft power. Overall, Singapore 

maintains a strongly neutral stance between the two great powers that stems from a broader 

policy mindset that is remarkably defensive, exercising strict domestic control while 

proclaiming an ‘unsentimental pragmatism’ ideology that places the city-state above ethnicity, 

culture or language.755 Singapore’s foreign policy approach can also be seen in the way 

Singapore leverages its participation and leadership within the ASEAN structure to maintain 

regional stability and the international rules-based order. 

 The purpose of this chapter is to critically evaluate whether Singapore has the potential 

to be a legitimate early adopter of Lethal Autonomous Weapon Systems (LAWS). Given their 

advanced military, technologically superior civilian economy and respectably capable national 

security innovation base, it appears apparent that Singapore would be interested in adopting 

increasingly autonomous unmanned platforms. This chapter will careful apply each of the five 

variables to demonstrate that Singapore possesses both a strong focus on increasingly 

autonomous systems and the capacity to successfully undertake a limited adoption of this 

innovation.  

 

7.2: Security Threat Environment 

 

The physical defence of the city-state and its interests remains the main focus of Singapore’s 

security services, however, the external focus Singapore’s economy and the growing threat of 

 
755 Tan, S. S. (2015). "Mailed fists and velvet gloves: The relevance of smart power to 

Singapore’s evolving defence and foreign policy." Journal of Strategic Studies 38:3, 332-358. 
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terrorism has added an increasingly non-traditional dimension to Singaporean security policy 

over the past two decades. This section will demonstrate how Singapore’s threat environment 

will influence how the SAF perceives and would respond to the emergence of increasingly 

autonomous weapon systems. 

The SAF’s perception of its threat environment and the importance it places on 

maintaining a credible deterrent capability is clearly influenced by Singapore’s early 

experiences as an independent state. Singapore’s emergence in 1965 was characterised by 

multiple, potentially existential, threats. Gaining independence in the midst of the Indonesian-

Malaysian Konfrontasi, Singapore inherited only a single infantry regiment, whose 

(predominantly Malaysian) officers could not be trusted.756 During the same time-period 

Singapore’s great power allies were otherwise engaged; the United Kingdom withdrew its 

presence east of the Suez Canal, which had been centred on its naval base at Singapore; while 

the United States was beginning to be pulled into what became the Vietnam War. Singapore’s 

early leaders quickly identified that projecting a clear deterrent capability against potentially 

predatory neighbours was vital to Singapore’s survival. The fledging Singapore Armed Forces 

(SAF) entered into, an initially secret, partnership with Israel, which provided not only the 

initial training and equipment, but also an early conceptual example of how to capitalise on a 

national service model to balance the need for a credibly sized military with the need to maintain 

economic growth within the constraints of a comparatively small population.  

From a traditional perspective Singapore’s main security risk remains potential 

aggression or territorial infringement by a neighbouring state. Historically and geographically 

this concern has focused on Indonesia and Malaysia. The SAF continues to hold that 

maintaining regional deterrence through a clear technological advantage is crucial for 

 
756 Division, P. S. (2015). "Securing Singapore: From Vulnerability to Self-Reliance." from 

https://www.psd.gov.sg/heartofpublicservice/our-institutions/securing-singapore-from-

vulnerability-to-self-reliance/. 
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maintaining good relations with its closest neighbours.757 While relations and indeed defence 

cooperation between all three states have been improving since 2004 and 2003 respectively,758 

the re-ignition of tensions around disputed territory near Tuas between Malaysia and Singapore 

in January 2019,759 emphasised that fragility remains in these relationships. The adoption and 

integration of LAWS would somewhat offset the population difference between Singapore and 

its neighbours, as well as re-asserting the SAF’s military technology offset.  

While defending against, and pre-emptively deterring, state aggression was clearly the 

first and most enduring goal of Singapore’s national security policies, the current ‘third-

generation’ SAF has prioritised smart, technologically assisted deployments of force to secure 

Singapore’s regional interests. Arguably the most vulnerable of its vital interests are the long 

Sea Lines of Communication through its territorial waters, through which vital trade transits.760 

This leaves Singapore vulnerable to the disruption of these SLOC by a future state or non-state 

foe, which would do immense economic damage.  

Singapore’s economic reliance on uninterrupted, secure utilisation of the Sea Lines of 

Communication in the region, even beyond its territorial waters, translates directly to a serious 

vulnerability to non-traditional security threats such as piracy and terrorism. Piracy offers a 

particularly problematic non-traditional security threat to Singapore because of its potential cost 

to recurrent trade and its inherently transnational and incorporeal nature. Despite the relative 

rarity of a serious incident, an attack on a merchant vessel can have major political and 

 
757 Yong, J. R. L. Y. (2017). 'Why Keep Changing? Explaining The Evolution Of Singapore’s 

Military Strategy Since Independence'. Master Of Arts In Security Studies (Far East, 

Southeast Asia, The Pacific), Naval Postgraduate School. 
758 Ibid. 
759 Rahmat, R. (2019). "Tensions between Malaysia, Singapore re-escalate after minister’s 

‘intrusion’". Jane's Navy International, Jane's 360. 
760 Yong, J. R. L. Y. (2017). 'Why Keep Changing? Explaining The Evolution Of Singapore’s 

Military Strategy Since Independence '. Master Of Arts In Security Studies (Far East, 

Southeast Asia, The Pacific), Naval Postgraduate School. 
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economic consequences. For example, the 2002 MV Limburg bombing resulted in a 300% 

increase in Yemeni ship insurance costs, which led to port volumes being slashed by 50%.761 

Beyond the monetary cost of its predation on maritime shipping, modern piracy shares 

very little in common with its historical predecessor. In a definitional sense, modern ‘piracy’ 

can be roughly equated with maritime robbery. The majority of ‘piracy’ incidents could be more 

accurately characterised as petty theft and occur while the ship is docked in port. When 

incidents occur at sea, they are generally opportunistically carried out by small groups of 

poverty-stricken fishermen with threats of violence being far more common than inflicted 

violence (except in the case of small target vessels). Notably rarer, high value pirate attacks are 

generally well-funded and well-planned,762 reflecting the participation of sophisticated criminal 

syndicates and corrupt local officials.763 In comparatively few cases the crew of ships taken by 

pirates are sometimes killed, their vessel later reappearing under a new identification for use in 

black market trading.  

The Singapore Armed Forces’ response to piracy has incorporated both a greater 

emphasis on multinational, regional cooperation and ‘hardening’ its physical security. The 

Singapore-led Regional Cooperation Agreement on Combating Piracy and Armed Robbery 

against Ships in Asia (ReCAAP) was one of the more successful efforts to bridge the inter-state 

tensions and barriers that had undermined prior efforts. ReCAAP introduced a multilateral 

information sharing and coordination service that is centred on a ‘fusion centre’, which is 

 
761 Farley, R. M. and Y. Gortzak (2009). "Fighting Piracy: Experiences in Southeast Asia and 

off the Horn of Africa." Journal of Strategic Security 2:1, 1. 

762 Interestingly, piracy trends reflect a preference for targeting commodities that are 

particularly valuable at a given time, for example crude Palm Oil was favoured between 2001 

and 2011 but has now been replaced by crude petroleum. 
763 Hoesslin, K. v. (2016). The Economics of Piracy in South East Asia, The Global Initiative 

Against Transnational Organized Crime, ibid. 
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operated by the Singaporean Navy.764 Incorporating increasingly autonomous military 

technology offers more resource-efficient platforms for harbour defence and long-term 

maritime surveillance, which are valuable tools for deterring piracy. The Singaporean Navy 

became one of the first states to deploy an unmanned surface vehicle in 2005, adopting the 

Protector USV, designed by Rafael Advanced Defense Systems, which is remote-operated 

(with limited autonomy), highly manoeuvrable and capable of being armed. While its primary 

purposes are surveillance and force protection (in harbour), the 2017 third-generation model 

demonstrated the capacity to fire Spike ER missiles.765  

For the Singapore Armed Forces and the Ministry of Home Affairs (its civilian 

counterpart security service) responding to the high risk of terrorism is a major strategic and 

operational priority. A secular democracy with close western ties, Singapore has been 

previously named as a target by Al Qaeda and ISIS, as well as regional affiliates. Singapore is 

not a stranger to terrorist attacks, suffering at the hands of Indonesian saboteurs during the 

Konfrontasi, however Singapore has not experienced a successful terrorist attack in the post 

9/11 era. Equally though, the risk of Islamic terrorism has evolved during this time. Singaporean 

security forces were originally most concerned by Al Qaeda and local affiliated groups (such 

as Jemaah Islamiyah (JI), and the Abu Sufyan Group), which primarily focused on western-

affiliated targets, such as embassies and nightclubs that were popular with foreigners. The rise 

of ISIS shifted the threat to local groups, which were inspire and radicalised by the local affiliate 

and planned transnational attacks. By 2015 approximately 19 organisations in southeast Asia 

were suspected to have pledged loyalty to ISIS.766  

 
764 Haacke, J. (2009). "The ASEAN Regional Forum: from dialogue to practical security 

cooperation?" Cambridge Review of International Affairs 22:3, 427-449. 
765 Williams, H. (2017). 'Rafael launches Spike missiles from Protector USV'. 08 March 2017, 

IHL Jane's International Defence Review. 
766 Gunaratna, R. (2017). 'The Changing Threat Landscape: Countering Terrorism in 

Singapore'. in S. N. Romaniuk, F. Grice, D. Irrera and S. Webb (eds.) The Palgrave 
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The response by Singaporean security services was a combination of regional diplomacy 

and intelligence sharing, surveillance, cooperation with the local Muslim community and the 

judicial application of preventative detention and control orders. Between 2015 and 2017, 14 

Singaporeans were placed under preventative detention under the Internal Security Act,767 

while 40 Bangladeshi nationals and 8 Indonesians were identified as having been radicalised 

and subsequently deported.768 While the prospect of militants or radicalised individuals coming 

to Singapore remains a concern, the Ministry of Home Affairs has identified returning foreign 

fighters and radicalised homegrown lone wolves to be the main risk.769 To this end Singaporean 

authorities have made strong but ultimately unsuccessful efforts to progressively shut down 

internet sources of radicalisation and training.  

While at first glance increasingly autonomous military technology may not seem to have 

a place in addressing the risk of terrorism, however, on closer examination AMT offers clear 

counter-terrorism value for Singapore. Unmanned platforms are notably more resource-

efficient for active surveillance and can be deployed without human risk into dangerous or 

difficult-to-navigate sections of coastal waters to interdict the entry of militants and equipment. 

More importantly though, autonomous technology offers a solution to the tyranny of data 

problem, which was also encountered by the British intelligence agency GHQ. A key barrier to 

effective mass surveillance of potential radicalised citizens is the sheer number of man-hours 

required to review and analyse gathered intelligence and data. Artificial intelligence research 

offers the potential for autonomous systems to process raw meta-data at a far higher and more 

reliable rate than humans. Utilising pattern and facial recognition, guided by machine learning, 

an artificial ‘assistant’ would be able to flag potentially suspicious behaviour for a human 

 

Handbook of Global Counterterrorism Policy, United Kingdom: Palgrave Macmillan, 749-
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767 Affairs, M. o. H. (2017). 'Singapore Terrorism Threat Assessment Report 2017'. 
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analyst. Finally, in the event of a terror attack autonomous weapon platforms offer the ability 

to deliver accurate firepower, dispose of explosives or rescue casualties in situations that are 

too dangerous for human first responders. The United States and ROK are both developing 

AWS that could be utilised in these roles, and United States domestic law enforcement have 

already utilised remote platforms in armed offender incidents.  

In contrast to larger state developers of LAWS, Singapore’s threat environment places a 

far greater emphasis on non-traditional security risks, particularly the economic and political 

cost that would result from a major terrorist attack. Even a purely traditional security view of 

Singapore’s security environment necessitates a posture that prioritises ‘smart power’ and a 

forward deterrence capability, offsetting the SAF’s smaller size and Singapore’s lack of 

strategic depth with the demonstrated capability to pre-emptively strike and degrade an 

aggressor in their own territory. Therefore, Singapore’s security environment would not 

require, or necessitate that the SAF emulate the United States in its pursuit of LAWS with a 

global strike capability. Of more value would be smaller scale platforms and systems that 

improve the individual lethality and survivability of SAF units or bolster the capacity of 

Singaporean security services to anticipate, surveil and thwart homegrown terrorist threats. 

 

7.3: Resource Capacity: 

 

The Singapore Armed Forces are generally considered to be the best equipped among Southeast 

Asian militaries, which reflects strong, consistent and carefully targeted defence spending. 

Arguably to a greater extent than Indonesia, Singapore is well placed to adopt increasingly 

autonomous weapon systems from a purely economic standpoint. Both states have enjoyed 

strong economic growth, invested in military modernisation and maintain valuable foreign arms 

transfer partnerships. However, the two states diverge at this point, making Singapore’s 
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resource capacity significantly higher than Indonesia’s. Singapore has an innovative, advanced 

and respected domestic military industrial base, and its procurement decisions are guided by a 

well-resourced national security innovation base. Incorporating increasingly autonomous 

military technology offers a clear and appealing solution to the increased pressure from an 

ageing, declining population on the SAF, which is largely comprised of conscripts, stiffened by 

veteran officers and advanced technology. 

Singapore is a major economic centre whose wealth has historically been largely 

dependent upon international trade and commerce. While the Singaporean GDP is 36th highest 

globally,770 from a per capita perspective its ranking rises to 7th.771 A discrepancy that highlights 

that Singapore is beginning to feel the effect of ageing on its declining population, which is 

already small by regional standards.772 Although structural growth slowed over the past five 

years,773 the Singaporean economy is still steadily expanding, maintaining a year-on-year 

average growth rate of 3.4% in 2018.774 Driven by innovation and technological improvement 

this growth was predicted to continue in 2019 despite global trade tensions.775 These tensions 

present an economic risk for the export-oriented economy, which is Southeast Asia’s most 

influential technology and finance hub, a status that is reflected in Singapore’s decision to join 

the Comprehensive and Progressive Agreement for Trans-Pacific Partnership and Regional 

Comprehensive Economic Partnership. 776  

 
770 Bank, T. W. (2017). "Gross Domestic Product 2017." from 
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December 2017, Bloomberg Technology. 
773 Forbes. (2018). "Singapore." Best Countries for Business, from 
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774 Group, E. P. (2018). 'Macroeconomic Review', Monetary Authority of Singapore.  
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Reflecting the importance it places on military deterrence, Singapore has consistently 

maintained an unusually high defence budget relative to its population and economy size. 

Singapore accounts for 2.7% of defence spending in Asia, a figure that poorly reflects the fact 

that Singapore accounts for significantly more arms purchases than its ASEAN peers, the 

closest competitor is Indonesia at 1.8%.777 Indeed, Singapore had the highest military 

expenditure in Southeast Asia in 2017, with a total defence budget of SGD 14.2 billion (USD 

10.2 billion).778 This was a comparably minor increase in real terms over the 2016 allocation 

and reflected a 0.1% reduction as a percentage of GDP.779 However, the SAF received a 3.9% 

funding increase on 2017 levels in the 2018 budget, with defence spending rising to SGD 14.76 

billion (USD11.2 billion).780 Although military spending as a percentage of GDP has declined 

steadily from 4.8% in 2005781 and 4% in 2008 to 3.2% in 2017, this is still higher than the 

international average and equates to roughly 19.8% of government spending.782 The electoral 

dominance of the PAP in domestic government has guaranteed this level of funding over the 

long-term,783 with defence spending growing consistently by a total of USD $1,231 million 

since 2008 (in constant 2016 USD terms).  

 However, it will become increasingly difficult for Singapore to maintain the distinction 

of having the highest military expenditure in the region over time simply because its economy 

is not growing at a comparable rate to its closest competitors. The Singaporean economy is 
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already ranked 4th among ASEAN states and the gap between Singapore’s military expenditure 

and the rest of ASEAN has been narrowing since 2006.784 Although the government committed 

in 2018 to maintaining defence spending at 3-4% of GDP in line with inflation,785 this is 

substantially lower than pre-2002 levels which ranged from 3.7% to 5.68%. A technological 

offset strategy is substantially less effective when potential rivals have higher military 

purchasing power, which they can capitalise on to acquire comparable capabilities or a counter-

innovation.  

As an illustrative example, Indonesia would only have to raise its defence expenditure, 

currently at USD 8.1 billion (0.8% of GDP and 5% of government spending) by 21% to surpass 

Singapore. Although this sounds like a major increase, Indonesia’s military expenditure rose 

by 122% between 2008 and 2017,786 driven by a significantly higher average economic growth 

rate.787 On the other side, Malaysia’s military expenditure doubled between 2000 and 2013,788 

although it was then cut by 13.7% in 2016.789 While Singapore has historically been able to 

leverage its greater military spending to maintain the technological offset at the core of its 

strategic outlook, the comparatively greater economic potential of its neighbours means that 

this is becoming less viable.790 
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7.3.1: Domestic military industrial base 

 

Singapore’s domestic military industrial base plays a crucial role in maintaining the SAF’s 

technological advantage over its neighbours.791 Its form is a result of a combination of 

consistent military spending, a strongly hierarchical and controlled society, and multiple 

linkages to an advanced, innovative civilian economy. Singapore’s military industry is 

consistently referred to as one of most advanced in the region by organisations such as 

McKinsey and Company. However, capacity is distinct from active capability and Singapore’s 

defence industry is currently focused on niche production, supplemented by an openness to 

foreign investment and commitment to evolutionary platform improvement that is unusual in 

the region. While Singapore possesses the capacity to produce autonomous military technology, 

potentially even weapon platforms, this is not reflected in its current arms production.  

Singapore’s domestic arms industry is dominated by the state-owned Singapore 

Technologies Engineering (STE). STE was the 57th largest arms exporting company globally 

in 2017, a drop of five places from the year before.792 This translated to USD 1,680 million in 

total arms sales. However, STE is a highly diversified company, with over 200 partially state-

owned subsidiary entities,793 and arms sales accounted for only 35% of STE’s total sales in 

2017.794 STE has invested significantly in Irish and American defence-related manufacturers, 
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and almost a quarter of its workforce is based outside of Singapore.795 Singapore is unusual 

among ASEAN states in that it does not typically require that a technology transfer component 

be included in foreign arms partnerships,796 and (unlike Indonesia) has been actively 

encouraging foreign investment in military-related development efforts.797   

Singapore Technologies Engineering has four major component companies that are worth 

noting, each services a niche market within one of the three military domains. The first, ST 

Aerospace is interesting in that it does not build aircraft, rather ST Aerospace is responsible for 

maintaining and upgrading the SAF air fleet. However, ST Aerospace was also responsible for 

developing the Skyblade IV, a tactical surveillance UAV.798 ST Aerospace also conducts 

commercial maintenance, which accounted for a significant portion of ST Aerospace’s S$ 2.06 

billion income from contracted work during 2018. ST Marine is responsible for building and 

maintaining the Republic of Singaporean Navy’s vessels, and has developed a notable track 

record of winning commercial and military export contracts. Recent ST Marine contracts 

include producing Offshore Support Vessels for a commercial maritime oil extractor in the 

United States and patrol vessels for Oman. ST Marine has also demonstrated a capacity to learn 

from the designs of foreign shipbuilders to inform their design of new vessels for the RSN or 

upgrades for existing warships. The land division of STE, ST Kinetic develops tracked combat 

vehicles and armoured personnel carriers, as well as ammunition and artillery. Aside from 

supplying the SAF, ST Kinetic has enjoyed limited success securing export controls with 

several foreign militaries including the United Kingdom. The final component firm is ST 

Electronics, which focuses on electronic warfare, signals intelligence and communications,799 
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which would be of direct relevance to developing autonomous weapon systems. ST Electronics 

has assumed a commanding position in the market for Very Small Aperture Terminal satellite 

components and plays an important role in developing the SAF’s Command, Control, 

Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) 

capabilities,800 a vital component for a state to sustain a large-scale deployment of unmanned 

platforms. Crucially, each of these subsidiaries has established a place for itself in the civilian 

market for versions of their primary product, such as construction equipment.801 

The SAF takes a long-term view when determining its arms procurement priorities, which 

affects the production and development of arms and military-related technology, the industry’s 

investment decisions reflecting the SAF’s identified goals. The Defence Science and 

Technology Agency, a corporatized government entity, plays a major advisory role in 

determining these priorities as well as in military research and development. Acting as a kind 

of technocratic gatekeeper, the DSTA identifies emerging military technologies that would be 

of interest to the SAF and determine the feasibility of developing the needed capability 

domestically. It is worth noting that the SAF has demonstrated a capacity to purchase 

commercial off the shelf platforms, where it is either more efficient or diplomatically expedient 

than procuring from a domestic supplier. 

 In what is arguably a sensible economic decision, Singapore’s arms exporters have 

generally avoided putting themselves in direct competition with major foreign arms 

manufacturers.802 While the city-state would theoretically have the technological capacity to 

become a minor but active state developer of autonomous weapon systems (similarly to South 
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Korea), it has contented itself with aiming for niche markets, such as ammunition, small arms803 

and light armoured vehicles.804 Singaporean arms have been sold within Southeast Asia as well 

as more globally, including to the United Kingdom, Nigeria and Brazil.  

However, arms exports are only supplementary to the core purpose of domestic arms 

production, which is its contribution to ‘Total Defence’, ensuring the SAF’s technological 

advantage and targeting its production capacity toward emerging niche military export markets. 

Singaporean firms supply most of the lower level equipment utilised by the SAF, and it is one 

of the few domestic arms industries in the region that have the capacity to produce more 

complex platforms like medium howitzers and battleships.805  

The SAF and defence industry aims to undergo steady, evolutionary innovation, 

improving existing and emerging platforms with a long-term investment plan. In this vein, 

Singaporean arms manufacturers perform the majority of required maintenance on procured 

platforms806 and have developed a reputation for very successfully upgrading or retrofitting 

these platforms.807 For example, Singaporean firms upgraded the weapon delivery and 

navigation capabilities of Northrop Grumman F-5E Tiger II aircraft.808 These improvements 

are seen as a crucial component of Singapore’s ability to maintain the ‘technological edge” 809 

necessary to offset their size deficit. 
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7.3.2: Foreign Arms Acquisition 

 

Befitting its investment in the international economy, Singapore has a well-established track 

record of procuring advanced platforms from foreign partners in response to identified 

capability gaps. Indeed, the first generation of the SAF was shaped to a large degree by the 

transfer of military knowledge and equipment from Israel. The modern SAF relies instead on 

the United States for the majority of its foreign arms acquisitions. This is unsurprising given 

the clear influence that the United States’ adoption of information-warfare had on the SAF’s 

‘3G fighting force’, the conceptual umbrella for its modernisation efforts.810  

 While Singapore’s importance as a weapons import market had declined relative to its 

regional neighbours by 2017, it nevertheless remains a significant importer.811 Singapore had 

invested significantly more resources and accounted for more foreign arms purchases between 

1988 and 2009 than any of the other ASEAN member states.812 Despite dropping to the 21st 

largest importer of arms by 2017, Singapore still accounted for 1.5% of global arms sales 

between 2013 and 2017.  

Unlike its Indonesian counterpart, the SAF purchases the majority of its arms from the 

United States, which accounted for 70% of purchased platforms during this period. For 

example, the SAF purchased 16 F-15SG combat aircraft from the US and expressed interest in 

joining the Joint Strike Fighter program. The remaining 30% of arms were more evenly sourced, 
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with France and Italy accounting for 12% and 4.1% respectively.813 Befitting an island state 

these procurements were largely destined for the Singaporean Navy and Air Force, a pattern 

that remained stable throughout the 1990s and 2000s.814 For example, the SAF purchased 120 

French MICA missiles to be installed on a class of eight corvettes, which were to be built locally 

but included components sourced from European defence firms.815  

While Israel is no longer the main source of foreign arms for the SAF, the Lion City still 

maintains a relationship with Israeli defence firms, which is particularly relevant to this analysis 

because it is from Israel that Singapore purchased its current inventory of remote-operated 

unmanned vehicles. As discussed earlier in this thesis, Singapore has partnered with Israeli to 

complement its domestic production of remote-operated unmanned vehicles, purchasing Heron 

and Hermes MALE UAVs,816 as well as the lighter Searcher MkII. This cooperation extends to 

the maritime domain with the Protector USV, originally designed by Rafael Advanced Defense 

Systems, which was initially deployed by the Singaporean Navy in 2005 and, like most 

platforms adopted by the SAF, has been subsequently upgraded. While Singapore has not 

expressed direct interest in procuring armed UAVs from Israel or other providers, this is likely 

to avoid antagonizing or threatening their neighbours rather than a lack of capacity. 817 

 The historical pattern of foreign arms procurement by the SAF suggests that it would 

feasible, and not particularly remarkable, for the SAF to purchase increasingly autonomous 
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platforms for deployment in the maritime and aerial domain. However, in the absence of 

widespread (or threatening) adoption of armed autonomous platforms by its regional rivals, 

Singapore is unlikely to violate its doctrine of ‘strategic restraint’ by purchasing lethal or 

offensively oriented autonomous weapon systems.818 Rather their existing foreign arms 

relationships and procurement patterns would support the procurement of semi-autonomous or 

supervised autonomous platforms in the maritime and aerial domains, which can be used in a 

deterrent role as well as for improving maritime security. This would also support Singapore’s 

current shift away from a deterrent strategy to a more diplomatic approach that prioritises 

regional cooperation on transnational security issues such as terrorism and piracy.819 That 

autonomous platforms offer this capability at a lower resource cost than advanced manned 

platforms will be increasingly important given the difficulty of maintaining a technological 

offset against a neighbouring state that will soon be able to invest greater financial resources 

into securing advanced weapon imports.  

 

7.4: Organisational Capital Capacity 

  

The second diffusion variable for consideration is whether the SAF possesses sufficient 

organisational capital capacity to adopt autonomous weapon systems. Horowitz describes three 

tests for measuring a state’s organisational capital capacity; Critical Task Focus, Level of 

investment in Experimentation, and Organisational Age.820 The lower resource capacity 

required to adopt Autonomous Weapon Systems opens response options that have historically 
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been unavailable to smaller states, however, Singapore’s organisational capacity will still 

influence how the SAF will react to a LAWS demonstration point.  

 

7.4.1: Critical Task Focus 

 

The Critical Task Focus of the Singapore Armed Force has undergone three major shifts since 

the city-state gained independence, yet the importance of identifying and adopting emerging 

military technology in offsetting Singapore’s lack of population and strategic depth has 

consistently retained a prominent position in state and military position statements and doctrine. 

Unlike its Indonesian counterpart, the SAF and civilian government hold similar views on the 

importance of emerging military technology to its core functions. While Horowitz originally 

argued that a strict, well defined critical task focus can limit innovation,821 the opposite appears 

to hold in the case of the SAF, whose planners have already drawn a clear link between the 4th 

generation SAF strategic concept and increasingly autonomous weapon systems. 

 While robotics and unmanned platforms only began to feature in discussions of the third 

generation SAF (3G SAF), technology has always been a central element of offsetting the 

SAF’s structural disadvantages. The first generation SAF was focused on rapidly building a 

deterrent capability, relying on advice from the Israeli army (although the extent to which this 

relationship was ‘reliant’ has been challenged by Singaporean officials in recent years). The 

First Generation SAF relied on advanced platforms adopted from foreign suppliers to stiffen its 

core of inexperienced national servicemen. This was necessary for the SAF to present a credible 

deterrent threat toward its neighbours, itself the basis of the ‘poisoned shrimp’ strategic outlook. 

This view of Singapore’s defence recognised that Singapore was vulnerable to attack and 
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instead aimed to ensure that the city-state would be seriously difficult to ‘digest’, promising to 

embroil an aggressor in ruinous urban guerrilla warfare.822 This was an image that was actively 

promoted by Singapore’s leaders and unfortunately inspired the moniker of the ‘Israel of 

Southeast Asia’. While not completely accurate even during the 1960s,823 it did reflect that the 

Lion City was willing to put the state’s survival above all other concerns.  

The second generational shift in the SAF occurred in the 1980s, when Singapore was 

more firmly established and had begun to grow economically. Reflecting the city-state’s 

shifting security environment and resources, the second generation SAF adopted a more 

conventional force structure, upgraded and expanded its stock of advanced foreign weapons 

and established the early elements of Singapore’s national security innovation base. This 

evolution was accompanied by a shift in strategic outlook, with the adoption of the ‘porcupine’ 

strategy. While retaining, even emphasising, technological offset-based deterrence, the 

‘porcupine’ strategy introduced a pre-emptive element, envisioning the capacity for the SAF to 

pre-emptively strike an aggressor within their own territory,824 reducing the challenge posed by 

Singapore’s complete lack of strategic depth. This involved assigning a greater role for the 

Republic of Singapore Air Force (RSAF) and Republic of Singapore Navy (RSN), who now 

assumed a limited power projection role within Singapore’s maritime territory and nearby 

waters.825 This increased role was reflected in the significant resource investment into procuring 

and upgrading naval and aerial platforms during the 2000s,826 for example Singapore was the 

only ASEAN member state included as a partner in the Joint Strike Fighter program.827 
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 The modern, third-generation, Singapore Armed Forces reflects the economic power of 

the Lion City at the height of its importance as a hub of global commerce, while also reflecting 

the challenges of violent non-state actors and the closing gap between its defence spending and 

that of other Southeast Asian states, especially Indonesia. The third-generation modernisation 

was challenged by the difficulty of justifying high military spending against the demands of the 

civilian economy. Although the ruling PAP has historically been able to legitimise consistently 

high defence spending, this has been challenged in recent years. As a result of these challenges 

the  SAF has adopted the ‘dolphin’ strategic outlook as part of their post-transition continuing 

modernisation, envisioning a smart, technologically enabled and operationally networked 

military with a greater power projection capability.828 This is balanced by a renewed emphasis 

on ‘soft power’, securing Singapore’s interests through defence diplomacy, regional security 

arrangements and committing to a greater role in multilateral organisations.829 Reflecting the 

‘top-down’ nature of Singaporean military innovation to date, the development of 3G capability 

was meticulously set out as a three-stage process that reflected the importance of combining 

the adoption of emerging military technology with the development of operational concepts for 

its effective integration.830  

The emergence of Lethal Autonomous Weapon Systems will test whether the SAF has 

sufficiently improved its capacity to adopt disruptive innovations. There is certainly evidence 
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that the SAF is interested in developing and adopting increasingly autonomous military 

technology. The Ministry of Defence established the Future Systems Directorate with the 

explicit goal being to ‘push the boundaries’ of operational concepts and new military 

technology, a mission that carried over following the merger into the Future Systems and 

Technology Directorate.831 By the mid-2000s the SAF had invested substantial resources into 

developing operational concepts and integrating niche advanced weapons platforms, including 

unmanned platforms like the Protector USV. More generally, unmanned platforms have 

become linked to the 3G SAF, particularly unmanned aircraft, because they offer a resource 

effective capability that can be quickly adapted for use in a defensive conflict.832 Furthermore, 

autonomous systems were linked to the emerging  4th generation SAF (Next Gen SAF) by 

Singapore’s defence minister as early as 2015.833 Finally, given the centrality of maintaining a 

defensive offset against Indonesia, it is worth noting that attempted adoption of AWS by either 

state is expected to trigger a reflexive attempt by the other.834 

In contrast to Indonesia, the adoption of autonomous military technology offer 

capabilities that reflect the critical task focus of the SAF, that is leveraging emerging technology 

to offset the resource and strategic depth constraints faced by the SAF. However, given the 

characteristics of the dolphin strategy, it is unlikely that Singapore would pursue armed or 

otherwise ‘offensive’ AWS in the absence of provocation. 
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7.4.2: Level of Investment in Experimentation  

  

Both domestic and foreign arms acquisitions by the SAF are guided by the a comparatively 

advanced national security innovation base. From its inception the SAF has incorporated high 

level civilian oversight and contribution, indeed the early SAF could have been described as 

“civil-servants in uniform”.835 This established a track record of cooperation between military 

and civilian personnel that was reflected in Singapore’s efforts to maintain its technological 

edge. Indeed, Singapore’s national security innovation base, which is generally referred to 

domestically as the “defence technological community”, is regularly described as the SAF’s 

“fourth service” branch.836 

 The importance of maintaining the SAF’s technological offset is reflected in the 

consistent funding allocated to this “fourth service branch”. In a similar practical concession to 

that made by its domestic arms industry, the Singaporean government has recognised that it is 

impossible to stay ahead of its rivals in all relevant technologies, and it therefore carefully 

directs its research targets at niche areas that complement civilian research, while utilising 

development partnerships with allies to address important identified shortfalls.837   

Unfortunately, specific statistics on the division of Singapore’s defence budget in more 

recent years, allocations of subsidiaries to civilian arms producers, and the details of current 

arms deals are generally not publicly available.838 However, in the absence of official 
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government data, this analysis can draw upon estimates and extrapolated data from published 

scholarly literature and corporate research documents to demonstrate that the SAF has 

consistently allocated significant resources to funding military research, development and 

procurement. 

Reflecting its preference for ‘spiral’ evolutionary innovation, SAF military spending has 

gone through several cycles. The most recent significant uptick occurred during the transition 

to its third generation with funding levels reaching up to six percent of GDP.839 During same 

time period time defence research and development spending rose from one to four percent, 

which equated to an increase of USD $140 million.840 Consistent spending during this period 

ensured that the current SAF’s equipment is more modern than their counterparts in a  region 

that was characterised by aircraft stocks purchased in the 1970s-80s,841 and a significantly 

higher percentage of the SAF’s platforms are considered to be operation-ready than the regional 

average. The latter also reflects the fact that the SAF has a demonstrated preference for 

upgrading existing platforms instead of purchasing replacements.842  

In terms of unpacking Singaporean military expenditure, the 2018 budget allocated USD 

$2.7 billion (approximately 25%) to the maintenance and upgrading of existing platforms and 

USD $5.3 billion (approximately 49.12%) to personnel costs. Both allocations are expected to 

increase minimally as a percentage of military spending (0.2% in the case of the personnel 

allocation and 0.4% for maintenance) by 2022.843 Outside of generational transitions, the SAF 

has generally maintained a stable allocation of funding to research, development and 
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procurement. In 2018, research and development accounted for 4% of total defence spending, 

which translated to USD $340 million per year,844 while procurement is estimated to account 

for 13-16%, contributing to a combined allocation of USD $2.18 billion.845 Within this 

expenditure, the Republic of Singapore Air Force is expected to account for 34% of total 

Southeast Asian spending on air force modernisation between 2018 and 2022, with a predicted 

outlay of approximately USD $4.2 billion.846 Singapore is currently regarded as the most 

prolific funder of research, development and procurement in Southeast Asia, which further 

supports the contention that the SAF would be well placed to become an early secondary 

adopter of autonomous military technology. 

Beyond simple financial investment, the importance of experimentation and research to 

the SAF is further reflected in institutional terms by the fact that three active major military 

research organisations support its innovation and procurement. These agencies broadly focus 

on the research and development of defence technology (Defence Science Organisation 

National Laboratories); developing innovative operational concepts (Future Systems and 

Technology Directorate); and coordinating the innovation, development and procurement 

process for the SAF (Defence Science and Technology Agency). In 2017 Singapore announced 

an additional annual investment of USD $32 million to create new research laboratories as part 

of an effort to promote autonomous system, data analysis and artificial intelligence research 

within the defence technological community.847 

The oldest of member of this community is the Defence Science Organisation, which was 

only publicly acknowledged in 1989, 17 years after its establishment. Renamed to the DSO 
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National Laboratories during a corporatisation process in 1997, the DSO is currently the largest 

defence R&D agency in Singapore with over 1,500 engineers and scientists spread across ten 

organisational divisions.848 Particularly relevant divisions to this analysis are ‘Emerging 

Systems’, ‘Electronic Systems’ and ‘Guided Systems’, although others focus on sensor 

technology and information systems. In terms of specific research laboratories, it is worth 

noting that the DSO operates the UAV System Integration Reliability Laboratory, which is 

utilised by both military and civilian researchers in their development of advanced unmanned 

aircraft. In addition, in mid-2017 the Singaporean Defence Minister announced additional 

funding for the DSO to open a robotics research laboratory,849 confirming in a press release that 

the new laboratory allowed the DSO to experiment with “Unmanned Ground Vehicles and 

Unmanned Aerial Vehicles [that] work seamlessly as a team, without heavy reliance on human 

operators”.850 While the majority of the DSO’s work is related to defence, it does partner with 

civilian researchers and, somewhat more unusually, the DSO has previously bid for corporate 

research funding where there are potential military applications.851 

The second research agency, the Future Systems and Technology Directorate, focuses on 

injecting strategic perspective into the development of SAF doctrine. The FSTD was originally 

created in 2013 from the merger of the Future Systems Directorate and the Defence Research 

and Technology Office,852 and operates under a greater level of secrecy than the other defence 

research agencies. FSTD has been credited with major roles in the development of the 

Advanced Combat Man System, which leverages wearable communication and information 
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technology to improve the lethality and survivability of individual soldiers, and the Airspace 

Management Technology system, which regulates the busy Singaporean airspace.853 The FSTD 

also analyses emerging operational concepts globally to glean strategic perspectives on the 

tenets of future warfare that could be applied to the SAF. For example, a 2015 speech by the 

Defence Minister linked autonomous military technology with the next generation SAF,854 

while behind the scenes the FSTD had been examining LAWS related operational concepts, 

such as the US Third Offset Strategy. Overall the main role of the FSTD is similar to that of the 

United Kingdom’s Development, Concepts and Doctrine Centre.  

As mentioned above, the Defence Science and Technology Agency is a corporatized state 

agency with responsibility for coordinating military research and development, while also 

advising on the SAF’s procurement process. Similar to Indonesia’s Komite Kebijakan Industri 

Pertahanan, the DSTA is semi-autonomous and chaired by the permanent secretary of the 

Ministry of Defence.855 In effect the DSTA operates as a kind of technocratic gatekeeper and 

plays a key role in the acquisition of weapon systems, mapping out required defence capabilities 

and implementing defence innovation plans. As an example, the DSTA was responsible for 

managing the acquisition of Heron 1 UAVs from Israel, as well as heading the subsequent 

process of upgrading the Heron’s datalink system. The DSTA is structured around 18 

programme centres, which are each comprised of key subject area clusters; for example, the 

Advanced Systems Programme Centre contains three clusters: communications, sensor 

technology and guided weapons. As early as 2007 the DSTA sponsored a series of competitions 

for ‘urban warrior’ robot designs that could participate non-lethally in counter-terrorism 
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operations.856 In March 2017, this agency expanded to include a laboratory dedicated to 

analytics and artificial intelligence.857  As the primary agency responsible for coordinating the 

SAF’s innovation and procurement process, the DSTA would be expected to play a major role 

in the adoption of autonomous weapon systems by the SAF. 

These military research agencies also work closely with the civilian research sector. 

Singapore’s two leading universities, the National University of Singapore (NUS) and Nanyang 

Technological University (NTU) are both well-resourced and internationally respected. 

Domestically based think tanks like the S. Rajaratnam School of International Studies (situated 

in the Nanyang Technological University) play a major role in conducting security studies 

research and advising the Singaporean government. Singapore has consistently supported 

research and development partnerships between military research agencies, universities and 

corporate entities. For example, Singapore’s National Science and Technology Plan (2001-

2005) included a commitment of USD $4 billion to transform Singapore into a “knowledge-

based economy”.858 Over the period of 2000 to 2013 the Singaporean government committed 

to increasing its investment in research and development funding by an average annual rate of 

6.8%.859 Examples of these corporate-state research partnerships include when Singapore 

Technologies Engineering (STE) partnered with DSO National Laboratories and the NTU to 

establish ST Electronics (Satellite Systems), a partnership which, in 2015, launched 

Singapore’s first commercial Near Equator Orbit Earth Observation Satellite. In another 

example, the SAF’s first indigenous built UAV (Skyblade III) was the product of a 

collaboration between DSO and Singapore Technologies Aerospace (a private company). 
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Finally, in 2017 STE announced a USD $150 million fund to support engagement with new 

start-ups working in robotics, autonomous system and data analytics technology.860 Of equal 

importance, it is clear that Singaporean companies and research centres have a greater level of 

meaningful integration into the SAF’s innovation and procurement process than in Indonesia.  

In addition to direct investment in new capabilities the Singaporean Ministry of Defence 

allocates significant resources to what it refers to as “investments in human capital”,861 

educating and developing the capabilities of its limited personnel. Reflecting the broader 

meritocratic approach to societal advancement in Singapore, young professionals and soldiers 

with identified potential are consciously groomed to assume high positions within civilian and 

military organisations.862 These soldiers and officers are supported to study at western 

universities863 and undertake placements with allied militaries as part of the “SAF overseas 

scholars framework”.864 Further, lucrative “Dual Career” schemes are intended to improve 

retention of talented soldiers, while the SAF encourages older officers to retire in their 50s865 

to ensure space for the rapid advancement of these young officers.866  The introduction of the 

Enhanced Warrant Officers’ Career Scheme and Military Domain Experts Scheme in 2009 were 

designed to retain and promote experienced, well-educated senior NCOs and subject matter 

experts respectively.867 The SAF is clearly invested in developing and retaining its ‘talented’ 
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officers as part of  its effort to keep the permanent ‘core’ of its military young, engaged and 

well-educated. 

However, Singapore, unlike its original partner Israel, has a strict social hierarchy that 

stifles experimentation and revolutionary innovation.868 This was apparent in the SAF’s 

evolution, which has been exclusively the result of top-down directed innovation. Although its 

senior leadership since the 1990s has been exclusively higher educated,869 there is still a notable 

lack of meaningful debate within the SAF on its future strategic direction.870 The establishment 

of the Future Studies Directorate in 2004 was a promising sign that the SAF was interested in 

fostering the debate and disruptive experimentation advocated in the “Creating the Capacity to 

Change” Pointer monograph.871 In its first year the FSD was allocated an estimated S$ 8.25 

billion (roughly USD$4.842 billion in 2004 terms) and given the explicit task of acting as a 

“stress-test” for the established strategy and operational assumptions.872 This remains the 

principal role of the post-merger Future Systems and Technology Directorate. Despite these 

advances, the SAF remains committed to its cautious, considered evaluation and procurement 

process. 

 

7.4.3: Organisational Age  
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The final Organisational Capacity variable identified in Adoption-Capacity Theory is 

Organisational Age. 873  As with the TNI, the nature of the domestic civil-military relationship 

is a more effective measure for this variable, than the length of time since the most recent loss 

in a major conflict. Unlike the TNI, however, the SAF has been influenced by recent combat 

experience in support of coalition forces in Iraq and Afghanistan. The close civil-military 

relationship between the governing PAP and the SAF’s senior leadership should theoretically 

limit internecine rivalry, ensure consistent levels of funding and promote collaborative 

development.874 In effect a close civil-military relationship would indicate that recent 

statements by Singaporean officials linking autonomous military technology and the fourth-

generation SAF are useful indicators that the SAF will indeed invest in acquiring autonomous 

military technology.  

At the core of Singapore’s civil-military relationship is the Total Defence strategic 

framework. Originating in 1984875 the Total Defence strategic framework consists of six 

mutually supportive domains which contribute to Singapore’s security. 876  The traditional 

‘military defence’ domain refers to the SAF itself, as well as the broader defence technological 

community. The ‘economic defence’ domain recognises the link between maintaining a 

powerful, innovative economy and the ability of the SAF to maintain its deterrent capabilities, 

while also ensuring that the domestic economy maintains the ability to transition to a war-

production footing in the event that deterrence fails. The ‘Psychological’ defence domain 

reflects the importance of building societal resilience and embedding a collective will to defend 

the Lion City into its multi-ethnic population, while the ‘Social’ domain refers to government 

 
873 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 
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874 Laksmana, E. A. (2017). "Threats and civil–military relations: explaining Singapore’s 

“trickle down” military innovation." Defense & Security Analysis 33:4, 347-365. 
875 Matthews, R. and N. Z. Yan (2007). "Small country ‘total defence’: a case study of 

Singapore." Defence Studies 7:3, 376-395. 
876 Raska, M. (2015). 'Military innovation in small states: Creating a reverse asymmetry'. 

London: Routledge. 
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efforts to assimilate this population into its particular meritocratic system. In addition to its 

security role, national service in the SAF plays an important secondary role of acting as a 

‘melting pot’ to bridge Singapore’s ethnic divisions and instil a sense of nationalistic 

commitment in its conscripts.877 ‘Civil’ defence refers to the need to secure Singapore’s vital 

resources (such as food, water and fuel) and infrastructure in the event of a conflict.878  

The final domain, ‘Digital Defence’ was introduced in Singapore’s 2019 budget, and 

demonstrates a recognition of the need to protect Singapore’s digital, as well as physical, 

infrastructure.879 This was the first time a new domain has been added to Total Defence since 

its inception, yet the announcement was made by the civilian Communications and Information 

Minister S. Iswaran.880 It also dominated the Defence Minister’s Total Defence Day speech.881 

While the official announcement was held at a graduation ceremony at Fort Canning Green, 

neither minister’s remarks prominently featured senior uniformed SAF officers. Instead, both 

speeches repeatedly emphasised the role of the general public in digital defence.882 This 

emphasises the core contribution of Total Defence to understanding Singapore’s civil-military 

relations, that the civilian government is firmly in charge.  

From its establishment the SAF has been firmly subservient to the civilian government, 

an oddity in the region. This relationship has its roots in the SAF’s colonial roots and was 

reinforced by the 1967 “Code of Conduct for the Armed Forces”, which imposed a strictly 
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880 Minister Iswaran is also Singapore’s Minister-in-charge of Cyber Security 
881 Baharudin, H. (2019). 'Digital defence to be sixth pillar of Total Defence'. 15 February 

2019, The Straits Times. 
882 Iswaran, S. (2019). 'Speech by Mr S Iswaran, Minister for Communications and 

Information and Minister-in-Charge of Cybersecurity', delivered at the Total Defence Day 
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professional role for the military while promoting loyalty to the government. In announcing this 

code, the incumbent Secretary of Defence, Goh Keng Swee, noted that:  

“Members of the SAF have a unique role; not only the ever-vigilant guardian of our 

nation but are also required to be an example of good citizenship”.883  

This code eventually formed the basis of the SAF’s formalised seven core values, 

introduced in 1996 (‘Safety’ was added in 2016).884 Combined with the fact that the early 

leadership of the SAF was primarily composed of civilians,885 these factors have led to a modern 

SAF whose officers simply do not have the same level of political autonomy as their Indonesian 

peers. Raska even argued that the modern SAF has essentially become an “incubator for future 

public servants and industry leaders”,886 while Laksmana has referred to early SAF officers as 

effectively “civil servants in uniform”.887 

Singapore’s “unified” 888 civil-military relationship and the dominance of civil authority 

is best illustrated by comparison to the TNI. Singapore’s ‘dual career’ system, which allows 

military officers to concurrently hold positions within the civilian administration, reinforced 

civil control over the SAF. Compare this to the ongoing difficulty the Indonesian government 

has encountered in its attempts to implement the Minimum Essential Force strategic framework 

where it conflicts with the Total People Defence System, despite the TNI’s official disapproval 

of military personnel participating in political decision making.  

The unified nature of Singapore’s civil-military framework has embedded an 
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institutionalised approach to innovation that prioritises a cautious, sober, comprehensive 

assessment and procurement process for new military platforms. While this process can inhibit 

disruptive or revolutionary innovation, it has ensured the ability of the SAF to commit to long-

term ‘spiral’ evolutionary innovation along the lines of identified strategic need. The close civil-

military relationship lends credence to utilising speeches and policy statements by senior 

politicians889as indicative that increasingly autonomous military technology has been identified 

as a strategic priority that the SAF can evolve toward.890   

 

7.5: Receptiveness of domestic audience  

 

There is a complete lack of published data on whether the Singaporean public would support 

the development and deployment of autonomous weapon systems. Neither of the two surveys 

commissioned by the Campaign to Stop Killer Robots (2017 and 2019),891 nor the 2015 Open 

Roboethics Institute survey included Singaporean respondents.892 Despite this, the general 

consensus is that the population would support the pursuit of unmanned plans by the SAF and 

the Ministry of Home Affairs. This is supported by the fact that the Singaporean population is 

highly educated and generally supportive of emerging technology.893 Historically the PAP has 

been able to legitimise the Ministry of Defence committing significant resources toward 
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procuring expensive, advanced military platforms,894 and the population has seemingly 

embraced the widespread development of unmanned platforms and robotics in the commercial 

sphere.895 

 As of mid-2019 the Singaporean government has not explicitly stated its view on the 

permissibility of LAWS or whether it supports the ongoing calls for a pre-emptive development 

ban. Given that Singapore is not a signatory to the underlying convention, it is perhaps 

unsurprising that Singapore has not sent an official delegation to participate in the CCW Group 

of Governmental Experts on lethal autonomous weapon systems meetings, although Dr Collin 

Koh Swee Lean (a research fellow at the S. Rajaratnam School of International Studies) 

presented a research paper in his personal capacity at the 2016 meeting.896 Singapore eventually 

sent an observer detachment to the 2018 Meeting of High Contracting Parties to the Convention 

on Certain Conventional Weapons, although autonomous weapons were not the only issue 

under discussion and the delegation’s specific contribution to the meeting was not publicly 

noted.  

Fortunately, as with Indonesia, Singapore is a member of the Non-Aligned Movement, 

which made public statements on autonomous weapon systems in 2017 and 2018. These 

statements were considered in the preceding chapter. 897898899As with Indonesia, the importance 
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NAM places on the principle of non-interference in the domestic affairs of member states 

suggests that these statements are more useful as guidance than as a definitive reflection of 

Singapore’s position on LAWS and other autonomous military technology.  

A key aspect of the Dolphin strategy is promoting and participating in cooperative 

regional security efforts. This can be seen in Singapore’s post-2015 approach to counter-piracy 

and in its contribution to nuclear non-proliferation discussions at the 7758th meeting of the UN 

Security Council in August 2016.900 It is therefore notable that Singapore has not adopted a 

similar, public stance supporting regional cooperation to respond to the emerging issue of 

autonomous weapon systems.  

On the domestic front there is significant evidence that Singapore is considering the 

benefits of adopting autonomous military technology. In addition to the RSN’s active 

participation in the ongoing development of the Protector Class USV following its first 

deployment in 2005, senior civilian officials have made public statements expressing interest 

in autonomous weapon systems.901 This support was reflected in the allocation of additional 

funding in 2017 for the DSO and DSTA to establish artificial intelligence and robotics research 

laboratories.902  

While it is unfortunate that quantitative data on the Singaporean public’s opinion of 

autonomous military technology has not yet been gathered or published, in the case of 

Singapore this information would not be as impactful as, for example, if examining Australia 

or New Zealand. This is because the electorally dominant PAP has historically demonstrated a 

capacity to legitimise remarkably generous allocations of the Lion City’s limited resources to 
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the procurement of advanced weapon platforms under the banner of defending Singapore’s 

security and sovereignty. While this has been challenged by the opposition somewhat in recent 

years, the military’s revised budget remains at 3-4% of GDP, significantly above Indonesia or 

Australia. Further, as discussed above, the percentage of military spending earmarked for 

research, development and procurement is routinely shrouded from public view. This creates 

an environment where the SAF could conceivably develop and procure increasingly 

autonomous military technology without significant political opposition. Furthermore, as noted 

by Desker and Bitzinger, if Singapore was to be threatened or attacked by an aggressor state, 

the existential threat posed to the city-state would render any political concern about the use of 

armed unmanned platforms inconsequential in the minds of Singapore’s leadership.903 

 

7.6: Capacity to Develop or Emulate Specialised Operational Praxis  

 

The final diffusion variable to consider is whether the SAF has demonstrated the capacity to 

develop or emulate a specialised operational praxis for the deployment of autonomous weapon 

systems. An operational praxis is the process through which a military transforms capability 

into force and is therefore a key factor in determining how a state engages with the emergence 

of a military innovation. While the prior sections of this chapter have demonstrated that 

Singapore has a significant adoption capacity, relative to its status as a middle power and 

compared to its regional neighbours, this section will explore whether the SAF has the capacity 

to overcome its structural preference for evolutionary, ‘spiral development’ rather than 

disruptive change to its strategic thought.904 This is particularly important within the context of 
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the planned Next-Generation SAF transition, which prominently features autonomous systems 

and artificial intelligence-supported capabilities in its planned replacement of most major 

platforms by 2030.905 

A prominent aspect of the SAF’s evolutionary form of innovation has been emulating the 

operational concepts developed by larger military powers, albeit informed by a level of 

domestic modification. This was apparent in all three prior generations, beginning with the 

influence of the Israeli ministry on the early structure of the SAF. In this case Singaporean 

officials integrated Israeli platforms and organisational structures while strongly distancing the 

SAF from the IDF’s aggressive stance of forward-leaning deterrence.  

This continued with the development of the 3G strategic concept in the 1990s and early 

2000s, which prominently drew on observations of the United States military’s application of 

network-based warfare in the Gulf War and Kosovo. Raska highlights a monograph published 

in Pointer (the SAF journal), which outlined how the SAF could modify and incorporate 

network-centric warfare from the United States into what became the Integrated Knowledge-

based Command and Control (IKC2) doctrine.906 The IKC2 monograph further argued that the 

SAF needed to combine the SAF’s top-down model with disruptive, bottom-up innovation.907   

This built on an earlier Pointer monograph, entitled “Creating the Capacity to Change”, which 

had argued that the SAF needed to assume that disruptive innovations would emerge and 

therefore needed to develop an effective capacity to rapidly evaluate and potentially adopt these 

disruptive weapon systems.908  
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While the SAF moved beyond simple replication909 in the application of these 

observations by the time the 3G SAF operational umbrella was announced in 2004,910 the third 

generation of Singapore’s military still utilised modified versions of operational praxes that 

were originally developed by the United States. A practical comparative analogy can be drawn 

to the Singapore Ministry of Defence’s dual-acquisition process, whereby niche indigenous 

capability is leveraged to upgrade and modify advanced platforms procured from external 

allies,911 such as the F-5E Tiger II aircraft, originally purchased from Northrop Grumman, 

which underwent a domestic upgrade of its armament and navigation systems.912 While 

emulating first movers has advantages for fast followers in the diffusion of an innovation, the 

SAF’s structured, top-down modernisation process has historically stifled its capacity to 

successfully adopt more disruptive doctrinal innovations. 

 

7.7: Conclusion 

 

Although Singapore has a greater adoption capacity than Indonesia it remains a middle power 

state and would therefore be unable to compete against a great power state to become the first 

mover. However, Singapore is well placed among ASEAN member states to successfully 

undertake limited adoption as part of a broader response to the emergence of Lethal 

Autonomous Weapon Systems. The SAF has already committed significant resources to 

developing or purchasing unmanned platforms and increasingly autonomous military 
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technology as part of the Next Gen SAF strategic framework. While its preference for slow, 

carefully reviewed weapon procurement processes may delay the SAF, the continued 

investment in the FTSD reflects a renewed interest at the command level in developing 

disruptive doctrinal innovations, which is promising for Singapore’s capacity to successfully 

integrate autonomous weapon systems.  
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Chapter 8: Determining ASEAN State Response to AWS Proliferation 

 

“In the Fertile Crescent the early adopters [of chariots] were not great kingdoms like Egypt 

or Babylon; they were smaller, marginal groups such as the Kassites, Hittites, and Hyksos, 

who - starting around 1700 B.C. - defeated, looted, and sometimes overthrew the rulers of 

richer states”.913 

 

8.1: Introduction: 

 

Having established the adoption capacities of Singapore and Indonesia, this thesis will now 

demonstrate how these leading ASEAN member states are likely to respond to the emergence 

of LAWS. This chapter comprises an examination of how Indonesia and Singapore are 

engaging with increasingly autonomous military technology during the current incubation 

period, as well as a critical evaluation of whether their most likely response to a future 

demonstration point would be successful. Understanding how these states are likely to respond 

to the emergence of LAWS, and their potential for success, is an important contribution because 

of the influential role Singapore and Indonesia have in maintaining the ongoing security and 

stability of the region. 

The first section of this chapter distinguishes a middle power approach to adopting an 

emerging disruptive military innovation from the great power approach, which dominates prior 

diffusion analyses. For great powers RMAs act as a circuit breaker, shifting the paradigm of 

conflict and disrupting the conventional superiority of the dominant hegemonic state, giving 

the first mover a distinct (although temporary) advantage over their offset opponent. In the case 
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of LAWS this is already apparent, with China openly linking increasingly autonomous systems 

(and military applications of artificial intelligence more broadly) into its plan to leap-frog the 

United States, which in turn adopted the Third Offset Strategy and is investing heavily in related 

technologies.  

However, for the small and middle power states that populate Southeast Asia, 

responding the demonstration point of a disruptive military innovation has a different objective, 

one which reflects a security posture focused on more defined threats, but also with more 

operationally varied requirements. While competing great power states are incentivised to 

attempt rapid adoption in order to generate a sufficient capability edge in the resulting power 

projection paradigm to outmatch near-peer rivals (alone or in alliance), middle power states are 

more concerned with balancing a credible deterrent capability with the capacity to respond to 

broader range of non-traditional and regional threats. 

As outlined in the methodology chapter, there are five response options available to 

states following the demonstration point of Lethal Autonomous Weapon Systems. While they 

are not necessarily mutually exclusive, determining the ‘correct’ response, or even the most 

likely combination to succeed, for Indonesia and Singapore is largely dependent on their 

adoption capacity, the threat environment, and the actions of neighbouring state and non-state 

actors. Therefore, the second section of this chapter contains a comparative outline of the 

preceding case studies. This section demonstrates that Singapore has a significantly more 

advanced adoption capacity compared to Indonesia, which gives the SAF a comparative 

advantage in becoming a fast-follower adopter, and limited evolutionary experimenter, of 

increasingly autonomous weapon systems.  

This chapter concludes with an evaluation of each response option available to 

Indonesia and Singapore. It is certainly feasible that a middle power state may be unable or 

unsuited to adopting a platform that would meet a function-based definition of a Lethal 

Autonomous Weapon System and would be better served by adopting a diplomatic solution or 
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attempting to offset the impact of a neighbour adopting LAWS. This chapter will demonstrate 

that the SAF and TNI would be most likely to succeed with a response strategy based on 

external balancing, complemented by a limited adoption of autonomous weapon systems to 

maintain their historical preference for strategic hedging.  

 

8.2: The Melian Offset - Distinguishing a Middle Power Approach to Revolutions in 

Military Affairs. 

 

It is important to account for the fact that states, the neorealist ‘billiard balls’, differ significantly 

from one another in terms of resources, environment and goals.914 The preceding case studies, 

unsurprisingly, highlighted the stark disparity between the resource capacities of Singapore and 

Indonesia, and those of the United States or China. As an example, the United States 

Department of Defense invested more in research and development of unmanned technologies 

(USD 9.6 billion)915 in 2018 than Indonesia’s entire defence budget that year.916 Based purely 

on a comparative resource perspective it is understandable why the majority of the relevant 

literature has focused upon great powers, ASEAN states would simply not have the resources 

to quickly or effectively follow, much less lead, the United States in adopting the next aircraft 

carrier or nuclear missile. 

There are three main problems with focusing on great powers in the incubation and post-

demonstration point periods at the expense of minimising or dismissing the role of middle 

power states.  The first is that this approach is predicated upon the false assumption that barriers 
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(chiefly acquisitional, technological and operational) would bar regional middle powers from 

successfully adopting, integrating and deploying increasingly autonomous weapon systems. As 

argued earlier in this thesis, the adoption and emulation barriers at the entry-level are 

significantly lower in this case because much of the underlying technology is dual-use, and 

operation requires a lower skill floor than more advanced prior RMAs (such as carrier warfare).  

Following from this, the second problem is that this approach neglects the fact that 

artificial intelligence, the core ‘hardware’ component underpinning the disruptive element of 

LAWS (their autonomy), is an enabling invention rather than a distinct self-contained platform, 

conceptually closer to the combustion engine than an aircraft carrier.917 It is therefore limiting 

to demarcate successful adoption solely in relation to whether a military can successfully 

integrate and deploy a LAWS in a direct combat role. Instead, middle power states can 

progressively integrate limited autonomous capabilities into their platforms over time as the 

underlying technologies continues to mature, diffuse and normalise. In this case, states can even 

capitalise on the growing civilian market to fill operational gaps (which has already been seen 

from Israel, Australia, and the United States). The argument that Southeast Asian states would 

take this gradual approach rather than attempt a more traditional adoption response is supported 

by the rapid diffusion and proliferation of the identified precursor innovation, remote-operated 

UCVs, which is detailed in Chapter Four. 

Finally, middle power states operate from a different geopolitical perspective to the 

United States or China and would therefore prioritise different capabilities when determining 

how to respond to a demonstration point. While the core purposes of adopting a major military 

innovation remains to offset either the strength of a rival or an adopter’s weakness, middle 

power states are more concerned with leveraging technological superiority as a way to ensure 
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their security and maintain prestige. In effect their interpretation of the universal state goal of 

survival places priority on preserving their position in the regional balance of power, rather than 

attempting to gain hegemonic status. Furthermore, unlike their larger cousins, middle power 

states generally know their likely opponent in future conflicts and do not necessarily need to be 

able to win in a potential war against a hegemonic great power, merely to deter aggression by 

raising the costs and risks to an attacker. Therefore, middle power militaries focus their efforts 

on maintaining a credible deterrent capability within a flexible force posture that can maintain 

their security and interests as well as support broader regional stability. 

It is therefore important to recognise that ‘adoption’ will look notably different for 

small-middle power actors within a given regional structure (in this case Southeast Asia) than 

from the perspective of the great power states competing for dominance in that structure. Even 

successful adoption will likely be partial; beyond resource constraints there is little incentive 

for Southeast Asian states to attempt to fully emulate the capabilities being pursued by great 

powers over less advanced platforms or individual capabilities that still meet their less intensive 

operational requirements. For example consider the BAE Taranis UCAV, while its 

intercontinental strike capability could suit the requirements of the United Kingdom, it would 

be less likely to be adopted by Indonesia for the simple reason that the Taranis entails a highly 

resource intensive acquisition process without offering comparatively more effective 

performance than cheaper, lower capability platforms against the security issues prioritised by 

the TNI (internal security, intra-regional deterrence and maintaining regional stability).  

Furthermore, a pure reliance on attempting adoption, even in a limited manner, is 

unlikely to be successful for regional middle powers, instead pursuit of the RMA must be 

integrated into a broader alliance-based diplomatic strategy. Horowitz suggested that the 

character of this response is determined by the pre-existing relationship between the middle 
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power and the first mover.918 In the case of Indonesia and Singapore, their proclaimed 

preference for neutrality and current hedging behaviour indicates that they would prefer to 

continue to balance their linkages to the United States and China. 

This section has argued that that regional middle powers would react differently to great 

power states to the emergence of an RMA, even if they are attempting a level of adoption. It is 

important to understand how middle powers will incorporate limited adoption of increasingly 

autonomous systems into a broader, externally focused response to the future demonstration 

point of LAWS. The following evaluation must therefore consider not only their adoption 

capacity but also their geopolitical context, great power entanglements, and regional power 

relationships. Below is presented a list of capabilities that middle power actors in the Southeast 

Asia/Oceania region have publicly demonstrated an interest in developing (Figure 8.1). 

Similarly, to the list of RMAs presented in Chapter Two, this list is not intended to be exclusive 

and is offered as an explanatory tool based upon research conducted while preparing the 

preceding case studies. Basing the response evaluation upon the current capacities of Singapore 

and Indonesia provides an important grounding in current technology and capabilities that will 

in turn enable a more robust analysis of state response and the post-demonstration point impact 

of LAWS. 

 
918 Horowitz, M. C. (2006). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Cambridge, Massachusetts: Harvard University. 
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Domain Capability Example of Platform or 

Pursuing Military 

Capability Example of Platform or 

Pursuing Military 

Ground Artificial Intelligence Enabled 

Battlefield Assistant 

Australian Defence Force Border surveillance/protection Supervised sentry gun 

Strategic logistics Hunter Wolf UGV Fire support Jaeger UGV 

Tactical logistics and casualty 

evacuation 

MUTT Tactical surveillance Wasp III 

Marine Modular ‘motherships’ Multi-Role Combat 

Vessel 

Logistics Venus-16 USV 

Harbour defence and force protection USV Protector Long-term surveillance Wave Glider 

Strike capability Sea Hunter Protection or denial of SLOC CAPTOR 

Aerial Tactical surveillance Wulung UAV Autonomous maintenance and repair 

stations 

Singapore Air Force 

Medium – Long range ISR MQ-4C Triton Tactical fire support DefendTex Tempest 

Semi-autonomous robotic pilots PIBOT ‘Loyal Wingman’ Royal Australian Air 

Force 

Identification and assessment of 

damage to military installations 

Republic of Singapore Air 

Force 

Medium range strike and assessment MQ-9 Reaper 

Figure 8.1: Increasingly Autonomous Weapon Systems being Pursued by States Active in Southeast Asia
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8.3: Comparative Outline of Indonesian and Singaporean Adoption Capacity 

 

The first variable affecting Southeast Asian engagement with increasingly autonomous weapon 

systems was the regional security environment. The main security threats facing both Indonesia 

and Singapore include terrorism, piracy, organised crime, internal instability, regional military 

modernisation, and an increasingly assertive Chinese military posture in the region. Strategic 

documents from both militaries confirm that their chief concern is internal and non-state actor 

threats. This focus would shift interest toward efficient surveillance platforms, tactical-level 

capabilities and artificial intelligence-assisted information interpretation. Finally, the SAF and 

TNI remain wary of each other. While this has historically discouraged overly aggressive 

acquisitions, it does suggest that the deployment of AWS by one state would spur the other to 

either emulate or counter. 

From a pure resource capacity standpoint, the SAF and TNI are supported by the largest 

military budgets in a region characterised by significant recent military build-up. While dwarfed 

by larger, advanced middle power states in the broader Indo-Pacific (such as South Korea, Japan 

and Australia) this expenditure remains significant in the context of Southeast Asia. In terms of 

converting financial resources into military capability, Singapore is able to draw on the most 

sophisticated defence production capability in Southeast Asia, while Indonesia’s domestic arms 

production industry has been undermined by consistent underinvestment. Finally, both states 

maintain relevant foreign arms acquisition pipelines, while the rising capability of civilian 

equipment reduces their reliance on traditional military development.  

Of the two case studies, Singapore has the superior organisational capital for supporting 

the limited adoption of increasingly autonomous systems. The recent investment in its defence 

technology community has promoted relevant technological development, and the Future 

Systems and Technology Directorate is challenging the structural preference for evolutionary 
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innovation, which has historically been the principal barrier to the SAF pursuing revolutionary 

innovations. In contrast, the pursuit of increasingly autonomous systems is not reflected in the 

critical task focus of the senior leadership of the Indonesian Army, which has an unusual level 

of influence over its civilian overseers. Furthermore, chronic underinvestment has limited the 

capacity of the Indonesian innovation base to develop autonomous systems. The comparative 

lack of organisational capital capacity limits the adoption potential of Indonesia compared to 

Singapore. 

Thirdly, despite the dearth of published public opinion data, there is evidence to suggest 

that the adoption of autonomous weapon systems would not be actively opposed by the 

domestic population. Firstly, both governments have passed regulations allowing for state use 

of remote-operated platforms in various security and civilian roles without notable public 

opposition. Furthermore, commercial entities have begun to incorporate autonomous systems, 

Indonesian businesses have the highest uptake of artificial intelligence in Southeast Asia while 

Nanyang Technological University is scheduled to begin trials of automated (but initially 

supervised) buses in late 2019.919 Thirdly, both states have remained at a distance from the 

ongoing CCW meetings, content to participate through the auspices of the Non-Aligned 

Movement; indeed both states remain non-signatories to the convention. This indicates a lack 

of domestic pressure on Indonesia and Singapore to be seen to be contributing to the regulation 

of LAWS. 

It is also worth noting that both Indonesia and Singapore have demonstrated a capacity 

to make military decisions divorced from effective public scrutiny, both in terms of expenditure 

and deployment. The TNI remains an influential force in domestic politics, bolstered by their 

ongoing practice of deploying military units across the archipelago alongside civil authorities, 

 
919 Wei, T. T. (2019). 'NTU and Volvo launch world's first full-sized driverless electric bus 

for trial'. 05 March 2019, The Straits Times. 
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which was reflected in the strong performance of a retired general in the 2019 presidential 

elections.920 While the SAF operates under a very different Civil-Military Relationship, the 

state’s security focus and stringent controls over the populace limits effective public opposition 

to military policy. As a result, the ruling political party has been able to consistently allocate 

significant resources to military modernisation even in periods of extended inter-state peace 

and slowing economic growth. There is little evidence to suggest that there would be a 

significant departure from this norm in the case of autonomous weapons and the Next Gen SAF. 

 Finally, while both states have demonstrated a capacity to emulate the operational 

praxes of more advanced states, the SAF has the distinct advantage of experience drawing on 

foreign strategic concepts as part of all three of its prior generational evolutions. The SAF also 

possesses a demonstratively more advanced doctrinal development and training capacity. By 

comparison, Indonesia’s demonstrated emulation experience primarily relates to absorbing 

production capabilities from platforms initially acquired from foreign states. There is less 

evidence of meaningful engagement on doctrinal development, and the TNI remains heavily 

influenced by senior and recently retired army leadership, although there have been suggestions 

that the modern generation of post-Suharto officers are markedly more open to pursuing 

revolutionary operational concepts. 

Overall, Singapore has a significantly more advanced adoption capacity than the TNI. 

While adopting Lethal Autonomous Weapon Systems would reflect Indonesia’s nationalistic 

push to be recognised as an emerging regional power, the TNI clearly lacks the organisational 

capital capacity to effectively pursue a comparative adoption strategy. For Singapore, the main 

barriers to adopting of autonomous systems, beyond its resource constraints as a middle power, 

are diplomatic and pragmatic, stemming from a desire to maintain an operational capability 

 
920 Yulisman, L. and N. A. M. Salleh (2019). 'Decision time for Prabowo after losing 

Indonesia court fight'. 29 July 2019, The Straits Times. 
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edge without needlessly raising tensions with neighbours. However, the higher rate of 

Indonesian economic growth and its increasing commitment to military modernisation as a 

symbol of prestige, is likely to improve the TNI’s adoption capacity as the underlying 

technology matures over the medium to long term.  
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 Resource Capacity Receptiveness of 

Domestic Audience 
State Financial Capacity Domestic Military 

Industrial Base 

Foreign Arms Acquisition 

Indonesia Medium Low Medium Anticipated Yes 

Singapore Medium High Medium Anticipated Yes 

 Organisational Capital Capacity Demonstrated Capacity 

to Develop or Emulate 

Specialised Operational 

Praxis 

Critical Task Focus Level of Investment in 

Experimentation 

Organisational Age 

Indonesia Internally focused, Army-

dominated, non-state 

actors and internal conflict 

Low Little experience with 

interstate war, weak 

civilian influence in civil-

military relationship. 

Improving capacity to 

integrate platforms but 

little evidence of prior 

doctrinal emulation. 

Starting to emulate 

networked warfare. 

Singapore Regional security, internal 

security, projecting 

credible deterrence, 

maintaining technological 

offset 

High Hierarchical and heavily 

structured, three prior 

significant force structure 

evolutions 

Strong history of 

emulating and adapting 

strategic concepts 

developed by other states, 

especially US. 

Figure 8.2: Indonesia and Singapore Adoption Capacity Evaluation Results921  

 
921 Adapted from Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for International Politics'. Princeton 

University Press: Princeton. 
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8.4: Potential State Responses to a Future LAWS Demonstration Point 

 

As outlined in the methodology chapter, there are five response options available to states 

following the demonstration point of Lethal Autonomous Weapon Systems. First, the state 

could attempt to re-assert its neutrality. Re-asserting neutrality minimises the state’s 

involvement in the incubation period and diffusion process but requires surrendering its agency, 

effectively “hiding”, until the international community or another actor resolves the shift in the 

current balance of power.922 This is arguably the most conservative and viable response option 

for smaller, middle and emerging power states in the global south, at least during the current 

incubation period. Proclaiming neutrality, at least during the immediate post-demonstration 

point period, would reflect the strong penchant for hedging in both Indonesian and Singaporean 

foreign policy.  

The second response option is to bandwagon with a first-mover or early adopter, 

effectively attempting to gain protection or improved access to the innovation via association. 

The main benefits of joining with a great power state adopter would be greater procurement and 

technical support access, as well as a broader security guarantee. There are also the contingent 

economic and geopolitical benefits inherent in a great power alliance. Unfortunately, aligning 

too closely with a great power during a hegemonic competition could harm the middle power’s 

relationship with the other hegemonic competitor.923  

The third and final external response option would be for the responding state to form a 

balancing alliance with other smaller states to ‘offset’ the advantage gained by the first 

 
922 Ibid. 
923 Fels, E. (2017). 'Shifting Power in Asia-Pacific? The Rise of China, Sino-US Competition 

and Regional Middle Power Allegiance'. Springer International Publishing. 
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mover.924 This would be a textbook defensive neo-realist response for states that wish to retain 

their international influence, but individually lack the power and prestige to do so. A clear 

example of a balancing alliance was the formation of the Non-Aligned Movement to preserve 

the limited power of smaller states in the global south during the Cold War.925 Initially adopting 

an external diplomatic response can be the most effective solution to protect the position of a 

state within the balance of power while its adoption capacity is insufficient to be an effective 

early adopter.926 

 A responding state also has two internal options to re-assert its comparative position in 

the regional balance of power, it could attempt to catch-up by adopting the innovation (or an 

effective derivative) or it could attempt to develop a counter-innovation, a less resource-

intensive advancement that offsets the advantage gained by early adopters.927 Given the 

asymmetric nature of warfare and innovation, the latter arises almost organically, as the 

demonstration point forces rival states to aggressively pursue counter-innovations to offset their 

rival’s initial first mover advantage.928 A recent example of a countering innovation was the 

‘carrier killer’ missiles adopted by China (DF-21D) and Russia (Kh-47M2 Kinzhal) to offset 

the advantage the United States secured with its dominant carrier warfare advantage. In the case 

of autonomous weapon systems, effective offset strategies could include remote-operated 

unmanned vehicles, cyberwarfare, or purchasing and modifying Commercial Off the Shelf 

(COTS) platforms.  

Attempting to become a secondary, fast-follower adopter is the final response option. 

 
924 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
925 Fels, E. (2017). 'Shifting Power in Asia-Pacific? The Rise of China, Sino-US Competition 

and Regional Middle Power Allegiance'. Springer International Publishing. 
926 Larsen, T. K. (2018). 'Power and Arms: The Diffusion of Military Innovations and 

Technology'. University of Bergen. Department of Comparative Politics. 
927 Ibid. 
928 Gilli, A. and M. Gilli (2014). "The spread of military innovations: adoption capacity 

theory, tactical incentives, and the case of suicide terrorism." Security studies 23:3, 513-547. 
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Both Indonesia and Singapore have demonstrated a capacity to effectively emulate the 

operational praxes of great powers and to derive modernisation lessons from foreign 

manufactured advanced weapon systems that were integrated into their armouries. Furthermore, 

both states have acquired the capacity to domestically produce remote-operated UCVs, and 

successfully begun to integrate unmanned systems into their militaries, albeit to a greater extent 

in Singapore.  While following a primarily external response has traditionally been the only 

realistic option for middle power states, the lower initial entry barriers and rapid proliferation 

of remote-operated UCVs suggest that adoption, even on a limited scale, of increasingly 

autonomous weapon systems will be more feasible in this case. 

 

8.5: Evaluating Indonesian Response Options 

 

8.5.1: Limited Adoption 

 

Although, as stated earlier in this chapter, Indonesia demonstrated an early prototype of a sentry 

gun with limited operational autonomous capability in late 2018,929 similar to those developed 

in the Republic of Korea,930 the TNI is unlikely to become an early adopter of fully autonomous 

weapon systems. This is not unusual; as outlined earlier in this thesis there are operational, 

political and technological barriers to any state developing or adopting a fully autonomous 

weapon system in the near future that would meet the definition used by this thesis.931 As a 

 
929 Pengembangan, B. P. d. (2018). 'Uji Fungsi Rancang Bangun Sistem Persenjataan Sentry 

Gun Pada Ranpur', Kementerian Pertahanan Republik Indonesia. 
930 Parkins, S. (2015) "Killer Robots: The soldiers that never sleep.", 16.07.2015, BBC News. 
931 A fully autonomous Lethal Autonomous Weapon System (LAWS) is a weapon delivery 

platform that is able to independently analyse its environment and make an active decision 

whether to fire without human supervision or guidance. - Wyatt, A. and J. Galliott (2018). 
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smaller state with substantially lower resource capacity than, for example the United States, 

Indonesia is unlikely to independently integrate autonomous capability into its primary weapon 

platforms. 

Based on its adoption capacity and demonstrated internal security focus, the TNI would 

be more likely to succeed by pursuing an operational praxis based in Human-Machine Teaming. 

The TNI has the resource capability to adopt supervised autonomous weapons by purchasing 

‘off-the-shelf’ platforms from a friendly state, although significant additional investment would 

be needed to support domestic production. For example, Indonesia has a history of purchasing 

fighter jets from Russia, most recently agreeing to purchase eleven SU-35s.932 The clear 

upgrade from this platform would be the SU-57, an export version of which was promoted in 

late August 2019.933 The SU-57 is a fifth-generation fighter that will reportedly be the preferred 

partner for the recently unveiled Russian S-70 Hunter-B, an armed UCAV designed for a similar 

operational role to the Boeing ‘Loyal Wingman’ program.934 Even if the TNI-AU were not to 

purchase new aircraft to replace their ageing935 and disparate936 armoury, it could attempt to 

adopt semi-autonomous robotic pilots (like the South Korean Pi-Bot), artificially re-vitalising 

its air force. In a related example, the TNI-AU and the TNI-AL would both benefit from 

adopting ‘swarming’, low-cost autonomous vehicles for surveillance and intelligence 

 

"Closing the Capability Gap: ASEAN Military Modernization during the Dawn of 

Autonomous Weapon Systems." Asian Security, 1-20. 
932 Parameswaran, P. (2019). "What’s Next for the Indonesia-Russia Fighter Jet Deal in 

2019?". 11 June 2019, The Diplomat https://thediplomat.com/2019/06/whats-next-for-the-

indonesia-russia-fighter-jet-deal-in-2019/. 
933 Udoshi, R. (2019). 'MAKS 2019: Russia unveils export variant of Su-57'. 30 August 2019, 

Jane's Defence Weekly, IHS Jane's. 
934 Bureau (2019). 'Russia's New Stealth Drone May Operate Together With Su-57 Jet'. 26 

August 2019, Defenseworld.net. 
935 Studies, I. I. f. S. (2018). 'Chapter Six: Asia'. The Military Balance. J. Hackett, Routledge. 

118: 219-314. 
936 Sebastian, L. C. and I. Gindarsah (2011). 'Assessing 12-year military reform in Indonesia: 

major strategic gaps for the next stage of reform'. RSIS Working Paper, S. Rajaratnam School 

of International Studies. No. 227. 
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operations. 

Given the geographic nature of the Indonesian archipelago and the tenets of the Total 

People Defence System, teaming autonomous platforms with human supervisors to complete 

difficult, dirty or dangerous logistics and surveillance taskings would be both more strategically 

valuable and more likely to be successfully adopted. This approach would also allow the TNI 

to learn from cooperative exercises with foreign partners (like Australia and the United States). 

As the technology matures it will also become more feasible for the TNI to purchase complete 

supervised autonomous platforms from the United States or Russia.937 Finally, the TNI’s efforts 

to professionalise and modernise its command structures would benefit from adopting semi-

autonomous battlefield assistants (emulating the British proposal),938 which would provide real-

time analysis and advice for operational and tactical commanders. This would be particularly 

useful given the TNI’s doctrinal emphasis on small unit delaying tactics across the archipelago 

in the event of an inter-state conflict. Adding to the likelihood of successful adoption, each of 

these operational praxes could be achieved with technology (or even complete platforms) 

developed by other states, commercial entities or civilian researchers. 

 

8.5.2: Counter-Innovation / Offset 

 

Countering is particularly attractive to states, like Indonesia, that currently lack the capacity to 

adopt autonomous weapon systems but have the potential to do so over time, theoretically as 

 
937 Center, A. C. I. (2017). 'Robotic and Unmanned Systems Strategy', U.S. Army Training 

and Doctrine Command. 
938 Development, C. a. D. C. (2018). 'Joint Concept Note 1/18 Human Machine Teaming'. 

Joint Concept Note, U.K. Ministry of Defence. 
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part of the late majority.939 Adopting a counter-innovation would also complement a response 

strategy that prioritised Indonesia’s neutrality.  

While Indonesia has the limited capacity to domestically produce UAVs, such as the 

Wulung (manufactured by BPPT Puna),940 purchasing complete platforms would allow the TNI 

to bypass the majority of the research and development costs. Israel, the United States and China 

each produce remote-operated platforms that would suit the TNI’s internally focused security 

doctrine. For example, the Chinese Caihong-4 has roughly comparable specifications to the 

MQ-9 Reaper with substantially lower barriers to purchase.941 While from a maritime 

standpoint, Underwater Unmanned Vehicles (UUVs) have markedly lower operating costs than 

manned vessels; for example the Wave Glider UUV can remain deployed for up to a year, 

patrolling a section of ocean with visual and sonar sensors, for a fraction of the cost of a manned 

patrol boat.942 

Indonesia would be able to further supplement their countering strategy by acquiring 

Commercial Off The Shelf (COTS) platforms from the myriad of state and civilian commercial 

providers. Given that civilian models have sufficient capability while being substantially less 

resource intensive than military platforms, their presence on the battlefield is understandable. 

For example, the current generation Mavic Pro, which is produced by the Chinese company 

DJI, has greater autonomous flight capability than the early model MQ-9 Reapers possessed 

 
939 Larsen, T. K. (2018). 'Power and Arms: The Diffusion of Military Innovations and 

Technology'. University of Bergen. Department of Comparative Politics. 
940 Donald, D. (2014). 'Wulung UAV gets stronger and lighter'. 06 November 2014, Jane's 

360. 
941 Ewers, E. C., L. Fish, M. C. Horowitz, A. Sander and P. Scharre (2017). ‘Drone 

Proliferation: Policy Choices for the Trump Administration’. Papers for the President, Center 

for a New American Security. 
942 Mugg, J., Z. Hawkins and J. Coyne (2016). 'Australian Border Security and Unmanned 

Maritime Vehicles'. Border Security Program, Australian Strategic Policy Institute. 
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and retails at roughly 1/5000th of the latter’s price tag.943 Due to their reliability, price and 

features, the Israeli military recently bought several hundred Mavic Pro drones for company-

level formations to use for tactical ISR.944 While no serious comparison can be made with 

military models, Commercial Off the Shelf (COTS) drones are becoming ever more advanced, 

a factor that has already contributed to their use by violent non-state actors.  

 A more direct countering strategy would be for Indonesia to invest in improved cyber 

warfare capabilities, directly generating a capacity to undermine the deployment of more 

advanced autonomous and semi-autonomous weapon platforms. In recent years Indonesia has 

certainly improved its cybersecurity infrastructure, which was identified as a national priority 

in 2015.945 Indonesia operates two national-level Computer Emergency Response Teams 

(CERT), the Indonesia Security Incident Response Team of the Internet Infrastructure/ 

Coordination Centre (ID-SIRTII/CC)946 and the Indonesia Computer Emergency Response 

Team (ID-CERT). Despite this, there is no national cybersecurity policy and the TNI has only 

recently resolved to improve their cyber defence capabilities.947 While the TNI should continue 

to develop into the cyber domain Indonesia would be better served by an offset strategy that 

prioritised the acquisition of remote-operated platforms from other states and civilian sellers. 

 

 
943 Ewers, E. C., L. Fish, M. C. Horowitz and P. Scharre (2017). 'Drone Proliferation: Choices 

for the Trump Administration'. Papers for the President, Centre for a New American Security. 

944 Gross, J. A. (2017). 'IDF company commanders to receive collapsible drones by year’s 

end'. 1 June 2017, Times of Israel. 
945 Hanson, F., T. Uren, F. Ryan, M. Chi, J. Viola and E. Chapman (2017). 'Cyber Maturity in 

the Asia Pacific Region 2017', Australian Strategic Policy Institute. 
946 Setiawan, R. (2018). "Indonesia Cyber Security: Urgency To Establish Cyber Army In The 

Middle Of Global Terrorist Threat." Journal of Islamic World and Politics 2:1, 157-173. 
947 Hanson, F., T. Uren, F. Ryan, M. Chi, J. Viola and E. Chapman (2017). 'Cyber Maturity in 

the Asia Pacific Region 2017', Australian Strategic Policy Institute. 
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8.5.3: Balance 

 

Despite comparisons to the BRICS regional power states, it would be more effective for 

Indonesia to maintain a regional focus, collaborating with its fellow ASEAN member states to 

counterbalance the AMT developing states in the Asia-Pacific. There are meaningful benefits 

to be gained for Indonesia by combining its resource base and organisational capital capacity 

with other ASEAN states. 948 

 Although it is unlikely that even leading ASEAN member states will independently 

develop the level of C4ISR and data infrastructure (for transfer and storage) necessary to deploy 

unmanned platforms in the intercontinental manner of the United States, they certainly have the 

incentive and capacity to follow the example of China and Israel in deploying unmanned 

platforms with a less intensive internal security focus,949 which would reflect the TNI’s critical 

task focus. This critical task focus is reflected in the fact that maritime assets are commonly 

used in non-warfighting roles, including law enforcement. Greater cooperation among ASEAN 

states becomes possible with unmanned platforms because they do not require the same level 

of operational security as manned platforms and militaries are willing to accept greater levels 

of risk with their deployment. Cooperative procurement, training and deployment would allow 

Indonesia and other ASEAN member states to increase the effectiveness of their efforts to 

combat the transnational organised criminal groups that operate in contested border waters.  

Re-asserting an alliance structure that is balanced against first mover states appears to be 

the most effective external response option for Indonesia to adopt. Cooperating with their fellow 

ASEAN states would allow Indonesia to grow its influence as a regional leader, protect its status 

 
948 Wyatt, A. and J. Galliott (2018). "Closing the Capability Gap: ASEAN Military 

Modernization during the Dawn of Autonomous Weapon Systems." Asian Security, 1-20. 
949 Ibid. 
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in the shifting balance of power and continue modernisation efforts. However, cooperative 

development efforts and cross-training would increase the likelihood of semi-autonomous 

weapon systems proliferating to smaller ASEAN member states or even to regional non-state 

armed groups, necessitating a level of caution.  

 

8.5.4: Bandwagon 

 

Indonesia is unlikely to bandwagon with an early adopting great power due to the 

attendant risk of confrontation with the other hegemonic competitor and its long-term goal of 

limiting great power influence in the region. The relationship between the United States and 

Indonesia has shifted in importance and depth since Indonesian independence in 1949. Indeed, 

the United States was one of the countries that placed the TNI under a military embargo over 

human rights violations in the 1990s and early 2000s.950 United States manufactured military 

hardware has therefore never prominently featured in the TNI’s arsenal, representing only 10% 

of its platforms by 2017.951 However, Indonesia recently secured a partnership with the US 

Navy to acquire advanced information and C4ISR systems, and features on the list of US 

partners exempt from sanctions for purchasing Russian weapons.952 While the Indonesian 

government has recently been making high level defence diplomacy efforts,953 it has been 

careful not to offend China by supporting the United States championed Freedom of Navigation 

 
950 Laksmana, E. A. (2014). "The Hidden Challenges of Indonesia’s Defence Modernisation." 

Indonesian Defence 34:3, 17-19. 
951 Wezeman, P. D., A. Fleurant, A. Kuimova, N. Tian and S. T. Wezeman (2018). 'Trends in 

International Arms Transfers, March 2017' SIPRI Fact Sheet, Stockholm International Peace 

Research Institute. 
952 Antey, A. (2018). 'US To Exempt India, Indonesia And Vietnam From CAATSA 

Sanctions'. 24 July 2018, DefenseWorld.net. 
953 Secretary, O. o. t. P. (2015). 'Joint Statement by the United States of America and the 

Republic of Indonesia', The White House. 
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Patrols in the South-China Sea.  

 Like its fellow ASEAN member states, however, Indonesia maintains a lucrative 

economic relationship with China. In 2016 the rising superpower was Indonesia’s largest export 

(11.62%) and import (22.71%) partner.954 While Indonesia has apparently not attempted to 

leverage this economic bond to procure autonomous military technology, China has 

demonstrated a greater willingness to sell armed unmanned combat vehicles, the precursor 

innovation to AWS, than the United States. As a result, Chinese systems have featured far more 

prominently in the market to date than their American counterparts, with armed variants already 

sold to Egypt, Jordan, Saudi Arabia, Iraq, Kazakhstan, Myanmar, Nigeria, Pakistan, 

Turkmenistan and the United Arab Emirates. 955  

 Overall it seems apparent that this response option would not be in Indonesia’s long-

term interests because of the relationship cost that such an alliance would have on the other 

superpower. It would be much more effective to take a broader approach, strengthening existing 

arms and technology transfer agreements with the autonomous weapon developing states that 

currently do business with the TNI.  

 

8.5.5: Re-assert Neutrality 

 

Re-asserting its neutrality would require that Indonesia take careful efforts to maintain balanced 

relations through the rising hegemonic tensions between the United States and China, who are 

 
954 Solution, W. I. T. (2018). 'Indonesia Trade at a Glance : Most Recent Values', The World 

Bank. 
955 Ewers, E. C., L. Fish, M. C. Horowitz, A. Sander and P. Scharre (2017). ‘Drone 

Proliferation: Policy Choices for the Trump Administration’. Papers for the President, Center 

for a New American Security. 
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both LAWS developing states with vital interests in Southeast Asia. Indonesia relatively 

successfully walked this line during the Cold War (with the tragic exception of the 1965-66 

massacres of suspected Communists)956 and, as Ikenberry argues, smaller powers can reap 

significant benefits if they are able to balance the demands of two competing superpowers.957  

Adopting this approach would reflect the TNI’s internal security focus and long-standing 

foreign policy goals. It would also enable the state to invest in matured autonomous military 

technology for relevant platforms in the early majority period, reducing the risk of an 

unsuccessful response. However, this approach would not be wholly reflective of President 

Widodo’s push to modernise the TNI’s capabilities as part of a wider push for Indonesia to be 

recognised as an emerging regional great power.958  

Given the lack of sufficient resource and organisational capacity to become a first 

mover, Indonesia would be most likely to successfully adopt an external response. Based on 

their foreign policy preference for “Pragmatic Equidistance”,959 re-asserting neutrality (in a 

similar manner to the ongoing South China Sea disputes) would be an attractive and 

comparatively effective option, at least during the incubation period while modernising its 

power generation capabilities. 

 

 
956 Bevins, V. (2017). 'In Indonesia, the ‘fake news’ that fueled a Cold War massacre is still 

potent five decades later'. 30 September 2017, The Washington Post. 
957 Ikenberry, G. J. (2016). "Between the eagle and the dragon: America, China, and Middle 

State strategies in East Asia". Political Science Quarterly 131:1, 9-43. 
958 Arif, M. and Y. Kurniawan (2018). "Strategic Culture and Indonesian Maritime Security". 

Asia & the Pacific Policy Studies 5:1, 77-89. 
959 Laksmana, E. A. (2017). 'Pragmatic Equidistance: How Indonesia Manages Its Great 

Power Relations'. in D. B. H. Denoon (ed.), China, The United States, and the Future of 

Southeast Asia. New York: New York University Press, 113-135. 
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8.6:  Evaluating Singaporean Response Options 

 

8.6.1: Limited Adoption 

 

Singapore’s interest in autonomous military technology was reflected in the Next Gen SAF 

strategic framework, which was publicly announced in 2019. This interest is not surprising 

given that Singapore’s defence policy has consistently prioritised the maintenance of a credible 

deterrence capability through a technological offset comparative to its neighbours. While 

Singapore does not currently have the adoption capacity required to adopt LAWS of the 

sophistication or capability level pursued by major powers, it would likely be able to 

successfully adopt less advanced platforms. Furthermore, given the prior emulation and 

incorporation of elements of networked warfare into the 3G SAF strategic framework, it is 

likely that the SAF would be able to draw on operational praxes and concepts developed by 

other militaries to successfully integrate these platforms. Based on an application of the 

adoption variables above, Singapore appears to be following an established pattern of careful 

review and slow adoption in response to an identified capability gap or emergent military 

technology.  

Examining the, admittedly limited, publicly available information on the planned Next 

Generation SAF indicates that the SAF continues to draw lessons from the practices of advanced 

military allies, particularly in relation to the deployment of increasingly autonomous military 

technology. The Next Generation SAF strategy outlines an intention to equip infantry with low 

endurance short-range UAVs for tactical situation awareness.960 This use of unmanned aircraft 

has emerged as the most common operational praxis for the deployment of remote-operated and 

 
960 Wong, K. (2019). 'Singapore outlines next-generation armed forces in latest transformation 

roadmap'. 5 March 2019, Jane's Defence Weekly, IHS Markit. 
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semi-autonomous, low-cost UAVs. While the SAF is developing a new medium endurance 

UAV for surveillance, it is not expected to adopt a weaponised version. Interestingly, ST 

Kinetics announced in March 2018 that they were developing an armed close-range quad-rotor 

UAV, the Stinger Unmanned Aerial Multi-Rotor Gunship,961 which would be included under 

the Next Generation SAF strategic umbrella. The Stinger is armed with a light machine gun and 

intended to provide fire support role for company level infantry units.962 Tellingly, ST Kinetics 

is developing an “assisted threat identification function”, whereby “all a soldier needs to do is 

to designate the threats that need to be neutralised and the Stinger will automatically persecute 

the selected targets”.963 

The Republic of Singapore Air Force is also reportedly developing the capability to 

deploy unmanned aircraft to autonomously identify damage to runways and military 

installations, further reducing operational costs.964 This is a continuation of the SAF’s 

longstanding reluctance to adopt weapon systems that would be seen as aggressive by its 

neighbours, although as stated above, Singapore is likely to be developing the capability to 

rapidly introduce an armed variant of these platforms in the event of hostilities.965 In light of 

Singapore’s apparent disinterest in medium and long endurance strike-capable UAVs it is worth 

highlighting that  Singapore would not require strategic level autonomous weapon platforms to 

pursue their critical task focus, and that this is already how they perceive autonomous weapon 

systems. 

 
961 Wong, K. (2018). 'ST Kinetics pursues weaponised multirotor UAV development'. 6 

March 2018, Jane's International Defence Review, IHS Jane's. 
962 Ibid. 
963 Ibid. 

964 Zhang, L. M. (2018). 'Parliament: Defence spending to remain steady even as other 

countries spend more on wide-ranging security threats, says Ng Eng Hen'. 2 March 2018, The 

Straits Times. 
965 Ibid. 
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 The SAF’s use of increasingly autonomous military technology in the ground domain is 

also developing largely in line with that of advanced powers such as the United Kingdom. Here 

the SAF demonstrates a similar lack of interest in overtly aggressive platforms, such as the 

United States Sea Hunter or the Russian Uran-9. The SAF is known to be developing unmanned 

watchtowers with three deployed to date. These towers take advantage of the immunity of 

autonomous platforms to poor weather and fatigue to reduce the manpower required by a 

third,966 these towers also have the additional advantage of being re-deployable within the 

confines of Singapore.967 Singapore has also expressed an interest in tactical level weaponised 

unmanned ground vehicles, with ST Kinetics announcing the development of the Remote 

Weaponised Soldier-class Unmanned Ground Vehicle. ST Kinetics had earlier unveiled a 

version of the Probot (originally Israeli made) equipped with an ADDER Remote Weapon 

System968 at the 2018 Singapore Air Show.969 Adopting a similar operational praxis to its allies, 

these UGVs appear to be intended for deployment in support of human soldiers and operate in 

a supervised or semi-autonomous role. 

 In the maritime domain emerging operational doctrine clearly reflects the SAF’s critical 

task focus on defending Singaporean waters and interests within the context of regional 

diplomacy and security cooperation. This places the acquisition of unmanned surface and 

underwater vehicles clearly within the conceptual framework of the dolphin strategy, 

 
966 Ibid. 
967 Ministry of Defence, S. (2018). "Fact Sheet: Unmanned Watch Towers - Enhancing the 

SAF's Protection of Installation Operations". 2 March 2018, from 

https://www.mindef.gov.sg/web/portal/mindef/news-and-events/latest-releases/article-

detail/2018/march/02mar18_fs3. 
968 Håland, W. C. (2018). "Weaponized Multi-Utility Unmanned Ground Vehicles." Small 

Arms Defense Journal http://www.sadefensejournal.com/wp/weaponized-multi-utility-

unmanned-ground-vehicles/. 
969 Unknown (2018). "ST Kinetics unveils new weaponised Probot UGV Unmanned Ground 

Vehicle." Arms Recognition 

https://www.armyrecognition.com/singapore_airshow_2018_latest_news/st_kinetics_unveils_
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developing capability to respond efficiently to regional security threats without adopting 

aggressive or threatening platforms. As a comparison consider the recent decision by South 

Korean to name its new class of amphibious assault ship after the Dokdo island chain, 

ownership of which is disputed with Japan.970 Adopting, and subsequently arming, platforms 

like the Protector USV reflect a commitment to maintaining security in and around Singapore, 

which is sensible given the economic risk posed by piracy and maritime terrorism. The Next 

Generation SAF strategic umbrella goes a step further with the development of Multi-Role 

Combat Vessels, which have been described as essentially “modular motherships” for 

unmanned platforms. 971 The mothership operational concept is being actively pursued by the 

United States and China; however, Singapore would arguably gain significantly more from its 

implementation. This would allow the Singaporean Navy to more effectively coordinate 

regional maritime security patrols and improve the ‘eyes in the sky’ capability that was so 

crucial to its post-2015 success. As with remote-operated platforms, autonomous platforms 

offer less political and operational risk and can therefore be deployed in riskier or politically 

fraught situations with less chance of sparking unintentional hostilities. Furthermore, the 

MRCVs will reportedly also be significantly automated to reduce manpower and other 

operational costs by the time of their expected deployment in 2030. 972  

Finally, from an industrial standpoint, the SAF has indicated a similar interest to its 

European allies and the United States in developing unmanned systems for performing 

surveillance and maintenance tasks on aircraft. Continuing the trend of partnering with 

commercial companies to bridge capability gaps, the DSTA signed separate agreements with 

 
970 Farley, R. M. (2018). "South Korea's Second Dokdo-class Assault Carrier and the Future 

of the ROKN". 17 May 2018, The Diplomat https://thediplomat.com/2018/05/south-koreas-
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971 Wong, K. (2019). Singapore outlines next-generation armed forces in latest transformation 

roadmap. 5 March 2019, Jane's Defence Weekly, IHS Markit. 
972 Ibid. 
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Airbus and Boeing in 2018 to cooperate on research and development efforts aimed at 

integrating autonomous systems into future Singaporean airbases in security, surveillance and 

maintenance roles.973 While there has not been reported efforts, it is likely that the Singaporean 

defence technology community is developing, or at least considering, emulating the British 

operational concept of deploying artificial assistants to improve the efficiency and reduce the 

vulnerability of command posts. Finally, Singapore’s intended deployments of limited 

autonomy platforms in these manners would be an effective offset for the increasingly 

challenges it faces with an ageing population, however, they are insufficiently advanced or 

disruptive to prevent regional rivals from adopting similar capabilities. 

Overall it seems clear that the SAF’s interest in adopting autonomous platforms will 

reflect aspects of its adoption capacity, chiefly the Next Generation SAF includes operational 

praxes that reflect Singapore’s preoccupation with the threat of terrorism, its need to maintain 

regional security cooperation in the light of its thinning resource advantage over other key 

ASEAN states and the increasing pressures of maintaining a suitable sized defence force in the 

face of a rapidly ageing population that was already significantly smaller than its neighbours. 

 

8.6.2: Counter-Innovation / Offset 

 

The SAF has already demonstrated a willingness to invest in capabilities that could partially 

offset the advantage gained by a neighbouring state adopting autonomous military technology. 

Two of the current potential counter-innovations to LAWS are cyberwarfare and remote-

operated weapon platforms. As with Indonesia, adopting a counter-innovation strategy would 

 
973 Grevatt, J. (2018). 'Smart moves: Fourth Industrial Revolution technologies in Asia'. 21 

December 2018, Jane's Defence Weekly, IHS Markit. 
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allow Singapore to limit the impact of a rival adopting autonomous weapon systems as part of 

an offset strategy or the increased regional influence of a major power adopter.  

 As outlined in Chapter 4, Singapore has invested heavily in developing, procuring and 

deploying remote-operated platforms under the 3G SAF strategic framework. Remote-operated 

platforms provide the SAF with some of the key benefits of autonomous weapon systems 

without the potential diplomatic risks of attempting to adopt LAWS while the CCW debate is 

ongoing. These benefits include limiting the impact of its ageing population, increasing the 

combat effectiveness of its comparatively small military, and acting as a force multiplier for 

surveillance efforts. However, limiting itself to less-advanced remote-operated platforms would 

be contrary to the SAF’s longstanding determination to maintain a strategic offset, which it 

views as critical for maintaining credible deterrence.974  

 Befitting a technologically advanced, internationalised economy Singapore has strongly 

committed to improving its offensive and defensive capabilities in the emerging cyber domain. 

The risk of a major cyber-attack was recognised by Singapore’s security forces during the 

transition period toward the 3G SAF, with the Cyber Defence Operations Hub established from 

a merger of existing cyber operations units in 2013.975 In 2017 the SAF established the Defence 

Cyber Organisation as a distinct strategic command, responsible for implementing cyber 

security policy and defending Singapore’s military cyberinfrastructure.976  The DCO is well 

resourced with a full establishment of 2,600 personnel spread across four formations, each 

commanded by a flag-rank officer or equivalent civilian official. During the same period the 

SAF established the Cyber Defence Group, which has responsibility for protecting the SAF’s 

 
974 Desker, B. and R. A. Bitzinger (2016). ‘A Perspective on Singapore’. Proliferated Drones, 

Center for a New American Security. 
975 Raska, M. (2015). 'Military innovation in small states: Creating a reverse asymmetry'. 

London: Routledge. 
976 Studies, I. I. f. S. (2018). 'Chapter Six: Asia'. in J. Hackett (ed.), The Military Balance, 

Routledge. 219-314 
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networks and providing incident response.977 More recently, Singapore re-emphasised its 

commitment to cyber operations in 2019 when it took the unprecedented step of adding cyber 

defence as the sixth pillar of the ‘Total Defence’ framework,978 which also involved establishing 

the Home Team Science and Technology Agency under the auspices of the Ministry of Home 

Affairs.979 

Overall it is apparent that Singapore has already begun to invest in developing a 

significantly greater capacity than Indonesia to utilise either remote-operated platforms or cyber 

operations. While this could be relied upon to partially offset the impact of a neighbouring state 

adopting autonomous weapon platforms, given its broader adoption capacity and critical task 

focus the SAF would be better served by integrating these capabilities into an adoption-based 

response. 

 

8.6.3: Balance 

 

An important caveat to Singapore’s stated preference for maintaining armed neutrality is that it 

has always been tempered by the recognition that strong multilateral cooperation is vital to 

maintaining regional stability and offsetting the city-state’s inherent vulnerability. Singapore’s 

leadership recognises that self-sufficient deterrent capability must be partnered with regional 

and global diplomatic efforts to create the “political, diplomatic and economic space”980 the 

city-state needed for growth and development beyond simple survival. As a middle power state 

 
977 Studies, I. I. f. S. (2019). "Chapter Six: Asia." in J. Hackett (ed.), The Military Balance, 

Routledge, 222-319. 
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980 Tan, S. S. (2015). "Mailed fists and velvet gloves: The relevance of smart power to 

Singapore’s evolving defence and foreign policy." Journal of Strategic Studies 38:3, 332-358. 
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surrounded by much larger states (in geographic and population terms), Singapore is strongly 

incentivised to promote adherence to international laws and norms as a way to protect its 

interests and ensure much needed regional stability.981  

Singapore’s membership in ASEAN is a lever through which has been able to exert an 

outsized influence on its neighbours relative to its size. For example, Singapore is a major 

coordinator of regional counter-piracy efforts as the host of ReCAAP and hosts the influential 

yet unofficial Shangri-La Dialogue.982 Furthermore, in a similar manner to Indonesia, Singapore 

has been positioning itself as a trusted intermediary within ASEAN for negotiations with China, 

particularly over the South China Sea dispute.983 Singapore has a strong interest in ensuring that 

the ASEAN member states retain a cohesive, cooperative approach toward China and the United 

States, especially in the event of deepening hegemonic tensions. This was highlighted in 2016 

when two Singaporean diplomats publicly  accused China of attempting to interfere in the 

internal decision making of ASEAN member states.984 Singapore’s desire to balance its global 

and regional relationships has historically caused tensions with other ASEAN members.985 

More recently, its approach to both the Chinese One Belt One Road Initiative and the United 

States pursuit of increased tariffs against China have been influenced by the broader ASEAN 

viewpoint.  

Singapore’s response to the emergence of autonomous weapon systems will be influenced 

by its fellow ASEAN member states, particularly Malaysia and Indonesia. It is therefore likely 

 
981 Chan, J. (2016). "Singapore and the South China Sea: Being an Effective Coordinator and 
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982 Tan, S. S. (2015). "Mailed fists and velvet gloves: The relevance of smart power to 
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Technology Sydney. 
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Singapore’s evolving defence and foreign policy." Journal of Strategic Studies 38:3, 332-358. 
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that the SAF’s approach to integrating increasingly autonomous military technology and any 

future adoption of autonomous weapon systems would be shaped by the need to balance not 

only Singapore’s political and security interests, but also how that adoption would be perceived 

by its neighbours. However, it must be noted that survival dominates Singaporean strategic 

thinking, and this will influence how the SAF approaches AWS. Given that autonomous 

military technology has been identified as a priority by the defence technological community 

and that LAWS are being trumpeted as a major factor in future warfare, it is highly unlikely 

that Singapore would willingly participate in any international effort to limit its access to this 

technology. This can already be seen in their reluctance to participate, even informally, in the 

CCW process and must be considered part of their likely response to a LAWS demonstration 

point. 

 

8.6.4: Bandwagon 

 

While this would in theory be a justifiable response option for a middle power state with a long-

standing defence relationship with a major power, Singapore would be poorly served by 

bandwagoning because its continued economic growth and security is reliant on the 

maintenance of a stable balance of power in the region. It appears far more likely that Singapore 

would prefer to continue to carefully balance its relationships with China and the United States 

following the demonstration point of LAWS.  

 Singapore is one of the closest US security partners in Southeast Asia and its leaders 

have repeatedly expressed the view that the superpower acts as a stabilising force in the region 
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and globally.986 Singapore conducts major joint-exercises with the United States military and 

actively participates in officer exchanges. The SAF has also purchased multiple advanced 

platforms historically, and in 2019, became the first Southeast Asian state987 to purchase four 

F-35 Joint Strike Fighters.988 While Singapore has exhibited at least a tacit acceptance of the 

United States as the dominant hegemonic power and remains closely linked in security terms, 

its leadership has been careful to publicly maintain a level of policy independence.989 Recent 

examples include Singapore’s decision to continue with the Trans-Pacific Partnership despite 

the withdrawal of the United States, and the city-state’s continued refusal to explicitly support 

the controversial freedom of navigation patrol operations in the South China Sea despite 

allowing the United States Navy to resupply its Carrier Battle Groups at the Changi Naval Base 

since 2000.990 Despite its public stance, Singapore has still been criticised for supporting the 

United States in its efforts to balance the rise of China, particularly in the aftermath of the 2016 

pivot, which senior Singaporean policymakers praised in public speeches.991 

As with other states in Southeast Asia Singapore is faced with the challenge of balancing 

its political and security ties with the United States with its deep economic relationship with 

China. In 2009 Singapore became the first Asian state to successfully seal a bilateral free trade 

agreement with China and, by 2013, China had overtaken Malaysia to become Singapore’s 
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largest bilateral trade partner,992 a position it continued to hold as of 2019. This trade 

relationship is clearly on track to expand under China’s One Belt, One Road Initiative and 

Singapore was one of the first states to join the Asian Infrastructure Investment Bank,993 despite 

opposition from the United States.  

However, Singapore has also demonstrated caution toward China. While the city-state is 

not directly threatened by Chinese military modernisation and is not a claimant in the South 

China Sea disputes, its preference for multilateral engagement with China through ASEAN 

demonstrates a recognition of the importance of international norms and law for preserving the 

city-state as a middle power. This directly led to a deterioration in Singapore-Chinese relations 

in 2016 when the two states were entangled in a public dispute over Singapore’s perceived role 

in ASEAN attempts to shift the language in a Non-Aligned Movement statement on the South 

China Sea, while Singaporean diplomats accused China of attempting to exercise undue 

influence on individual ASEAN member states.994 Furthermore, Singapore’s relationship with 

Taiwan, while unofficial due to its public subscription to the One China policy, irregularly 

causes tension with China, which views Taiwan as a renegade province.995 A final reason that 

Singapore would be reluctant to explicitly join with China as an early adopter of autonomous 

weapon systems is rooted in local diplomacy. Singapore has made considerable efforts to offset 

the perception that its ethnically Chinese majority population makes the city-state a “Chinese 

island in a Malay sea”. Bandwagoning with China would undermine this effort and increase 

tensions with Indonesia and Malaysia,996 which would in turn damage Singapore’s security, as 

well as its efforts to enlist Southeast Asian states into broader regional security cooperation. 
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 Of the three external response options, Singapore is the least likely to pursue a response 

strategy that prioritises bandwagoning with an early adopting great power state in the region. 

Aligning itself too closely with either the United State or China in the event of increased 

hegemonic tension following the demonstration of LAWS risks alienating the other power as 

well as valuable potential allies among the other ASEAN and Five Power Defence Arrangement 

states in the region. It is far more likely that Singapore will avoid this response option as part 

of their traditional guarded neutrality. 

 

8.6.5: Re-assert Neutrality 

 

Based on its historic diplomatic stance and current defence framework it is clear that Singapore 

will endeavour to maintain its guarded neutrality as the core of its response to the emergence of 

Lethal Autonomous Weapon Systems. As discussed earlier, maintaining an ‘ideology-free’ 

approach to international relations and avoiding restrictive military alliances has always been 

central to Singaporean foreign policy.997 The Lion City would be poised to benefit significantly 

if it is able to balance its commitments to both major powers during a transition.998 Tellingly, 

Singapore has remained at a distance from the ongoing negotiations surrounding the benefits of 

a developmental ban under internal law, engaging with the Convention on Conventional 

Weapons primarily through the Non-Aligned Movement. While it is unlikely that Singaporean 

policymakers would depart from this longstanding foreign policy approach, neutrality does not 

necessarily mean inactivity. 
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Rather Singapore’s approach will likely reflect the dolphin strategy, blending diplomacy 

with deterrence capability. Therefore, while re-asserting neutrality would be a crucial 

component of its response, it would be most effective alongside a sustained, and likely 

successful, attempt to adopt a level of autonomous military technology. The SAF has already 

outlined their commitment to pursuing unmanned and increasingly autonomous military 

technology as part of its Next Gen SAF framework. 999  

Overall, therefore Singapore is likely to re-assert its neutrality and attempt to balance its 

commitments to regional and global actors in the immediate post demonstration point period, 

however, this will be only be a part of its overall response effort. Singaporean policymakers 

have repeatedly stressed that they have no perpetual enemies1000 and that they are committed to 

maintaining its status as a trusted partner, even if this results in “slightly warmer soup with 

either China or the US”.1001 However, in the event of a direct threat to Singapore it is likely that 

the SAF would prioritise the rapid adoption of autonomous weapon systems, and given their 

adoption capacity, this would likely be successful in the short term. 

 

8.7: Conclusion 

 

An examination of early evidence of regional engagement with increasingly autonomous 

systems, focusing on Indonesia and Singapore, reveals that these states are interested in 
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autonomous systems as part of their military modernisation efforts despite the ongoing 

international push for a pre-emptive developmental ban.  

Reviewing the array of response options open to Indonesia, it becomes apparent that the 

most likely to successfully maintain Indonesia’s comparative power and prestige in the shifting 

global balance of power is a combination of limited adoption, reassertion of neutrality and 

forming a balancing alliance, either within ASEAN or with other global south states. 

Successfully adopting this combination of responses would give the TNI additional time to 

finalise its modernisation process and improve its doctrinal development. Given the nature of 

the TNI’s organisational capital capacity, they are more likely to adopt less advanced platforms 

that have a lower adoption capacity threshold while retaining capabilities that would be 

effective in internal security roles, like surveillance, piracy interdiction and border security. 

By comparison, the most effective response option for the SAF would be to develop, 

emulate and procure a limited selection of increasingly autonomous weapon platforms as part 

of its Next Gen SAF transformation. This must be complemented by a re-assertion of 

Singapore’s neutrality between the great powers and a continued pursuit of regional security 

cooperation to increase stability, reduce intra-regional tensions and counteract the threat of 

terrorism. Furthermore, the SAF’s adoption of autonomous weapon systems would be 

constrained and shaped by its critical task focus on defending Singapore and its interests within 

a ‘smart power’ framework. Therefore, it is far more likely that Singapore will acquire platforms 

with short to medium range for surveillance alongside a selection of platforms and systems to 

increase the capabilities of its forces, which are being drained by an ageing population. This 

would allow the SAF to continue to maintain their technological offset while not upsetting its 

balancing act toward China and the United States or, arguably even more crucially, sparking 

conflict with its neighbours. 
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The success or failure of the chosen strategy is largely dependent on a state’s adoption 

capacity, but also incorporates elements of emulation and the threat environment. Not all middle 

power states in the ASEAN region would be able to effectively adopt a platform that meets this 

thesis’ definition of a full Lethal Autonomous Weapon System, nor would adoption necessarily 

be the most effective option for all states. For some states, the optimal response to would be to 

assert their neutrality or adopt a less resource intensive counter-innovation.1002 This should not 

preclude analysis of the potential impact of regional powers adopting other, closely related, 

forms of Autonomous Military Technology or Autonomous Weapon Systems during the post-

demonstration point period.  

In the absence of meaningful progress toward an international ban on development or 

even a common definition, the next chapter will consider the regional impact of autonomous 

weapon system proliferation in Southeast Asia and how middle power states could utilise this 

emerging technology to improve their ability to respond to regional security threats. The 

following chapter will also analyse the extent to which regional security organisations should 

play a role in shaping a normative framework for governing the use of LAWS. 
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Chapter 9: Discussing the Impact of AWS Diffusion on Relations of Power 

and Strategic Stability in Southeast Asia 

 

“An [Artificial General Intelligence or Super Intelligence], to use another cinematic 

reference, is a bit like the Ark of the Covenant in the Indiana Jones film. It may or may not 

exist, and if it does, and if it is indeed powerful, it is not clear that whoever discovers it will 

manage to control it or will merely destroy themselves, and possibly everyone else, with 

it”.1003 

 

9.1: Introduction:  

 

In the modern geostrategic climate, the Southeast Asian region hosts some of the most important 

and concerning potential flashpoints for inter and intra-state conflict. The risk of conflict and 

competition in the region is combined with immense economic potential and an enduring level 

of intra-regional suspicion, even between ASEAN member states. The result is a region where 

states are developing toward middle power status, with the economic and political growth that 

entails, under the shadow of ongoing hegemonic tensions between an existing superpower and 

a rapidly strengthening rival. It is into this environment that unmanned military platforms have 

already begun to proliferate along a path that will also be followed by the first generation of 

lethal autonomous weapon systems. 

 Prior military diffusion analyses have generally focused on great power states, 

proceeding on the implicit assumption that small and middle powers would be unable to 
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effectively adopt the major military innovation and thus be forced to align with a great power 

competitor to preserve their comparative status during hegemonic transition. While conflict and 

power rebalancing could occur on the regional stage, this has been generally subordinated to 

the broader hegemonic conflict spurred on by the emergence of an RMA.  

This thesis has challenged this approach; demonstrating that Southeast Asian middle 

power states have the capacity to effectively pursue, acquire, develop and/or adopt unmanned 

military technology of varying levels of autonomy in both armed and unarmed variants. 

Therefore, the purpose of this chapter is to evaluate how the emergence of LAWS would impact 

the balance of power within Southeast Asia, and to demonstrate how early adoption by middle 

power states would challenge prior conceptions of the hegemonic power competition and 

conflict. There are two sections within this chapter, contributing to both the analytical and 

theoretical aspects of this thesis.  

The first section of this chapter focuses on evaluating impact at the regional level, based 

on the response options analysed in the previous chapter. This section argues that the 

proliferation of increasingly autonomous weapon systems will exacerbate existing tensions 

between ASEAN member states, which mistrust one another and place a high value on security 

and sovereignty, particularly as deepening hegemonic competition erodes confidence in the 

liberal rules-based international order. Historically, more advanced middle powers in the 

broader region (including Singapore and Australia) have been determined to maintain a 

knowledge edge over their larger, but less advanced neighbours. When one considers the dual-

use nature of key enabling technologies, the rising purchasing power of less advanced Southeast 

Asian states and the expected decrease in unit cost of unmanned platforms over time, it becomes 

apparent that this is not an innovation that states will be able to limit its neighbours’ access to. 

This means that any knowledge edge or capability offset achieved by a state like Singapore 

would only be transient. This will in turn incentivise states to regularly re-establish an offset 
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with further incremental innovation, further raising the security dilemma of its neighbours and 

making intra-regional clashes and confrontational behaviour more likely in the absence of an 

effective and proactive response. 

The second section of this chapter shifts its focus to an examination of how the adoption 

of increasingly autonomous weapon systems by middle power states challenges existing 

theories of hegemonic power transition, competition and conflict at the super-regional level. 

The capacity for non-great power states to become effective early adopters of this RMA 

represents a unique opportunity for global southern states to gain and retain a greater level of 

independence from the competing states during hegemonic competition. Rather than 

transitioning through a period of bi polarity toward either a new hegemonic state or a re-

assertion of the existing international order, the levelling effect of increasingly autonomous 

weapon systems suggests a return to a multipolar competition space, where influential regional 

actors are less subordinated to one of the hegemonic camps. This section concludes by engaging 

with the question of whether the Thucydides Trap is the incorrect lens for the emerging 

hegemonic conflict between China and the United States, proposing instead that the 

proliferation of AWS will instead lead to an arming of the modern Melians.  

Overall, this chapter engages directly with the core research puzzle, arguing that, 

without proactive and regionally shaped action, the diffusion of increasingly autonomous 

weapon systems to states in Southeast Asia will negatively impact security and stability at the 

regional and super-regional levels. This chapter will draw on analysis from across the thesis to 

evaluate how the diffusion of this RMA (or a derivative) to middle power states would impact 

a future hegemonic conflict and the imposition of a new balance of power by the victorious 

hegemonic power. 
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9.2: Regional Security Impacts of AWS Proliferation in SE Asia  

 

Beginning with a regional security perspective, the development of increasingly autonomous 

systems in the absence of effective regulation presents policymakers with both challenges and 

opportunities. The main security challenge is structural, Southeast Asia is characterised by 

historical tensions and mistrust between states that, while of varying internal stability, still place 

a high value on their own sovereignty and security. The emergence of a major military 

innovation in this regional context without an effective control framework creates a greater risk 

of conflict by lowering the traditional barriers and risks associated with confrontational state 

behaviour, while simultaneously increasing the likelihood of unintended or uncontrolled 

escalation.  

However, this innovation also has significant potential military and regional security 

benefits that deserve consideration.1004 This in no way diminishes the potential of LAWS to 

instigate disruptive change in the nature and patterns of international security and conflict, nor 

would their use lead to any form of “sterile” warfare where human suffering disappears from 

conflict. Rather, it argues that under a recognised framework for their use, increasingly 

autonomous unmanned platforms could make a positive contribution to stability in Southeast 

Asia. Firstly, AWS are significantly more resource efficient at maintaining surveillance over 

remote or difficult to access regions. Furthermore, they are not as politically sensitive as manned 

platforms and require a lower level of operational security, enabling a greater level of 

multilateral cooperative deployment. To do so, however, willing ASEAN states must first adopt 

a common definition of unmanned platforms and establish an information-based normative 

framework for their usage, a step that is explored in-depth in the next chapter. Overall, the 

purpose of this section is to demonstrate how the demonstration and subsequent proliferation 
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of increasingly autonomous weapon systems would impact the balance of power, regional 

stability and security in Southeast Asia. 

 

9.2.1: Security Dilemma, Proliferation and the Potential for a LAWS arms race 

 

Understanding the regional security impacts of Indonesia and Singapore’s expected responses 

to a future demonstration point of LAWS must begin with an acknowledgement that inter-state 

relations under an anarchical system, particularly in a region like Southeast Asia, operate on a 

foundation of perceived and projected power. If the balance of power in their region was to shift 

in favour of a neighbour, the other states would be incentivised to attempt to achieve a 

comparable increase in capacity to ensure their survival and continued influence, particularly 

given that states can never rely on having perfect information as to the intention of their 

neighbours.1005 Due to their impact on the power projection paradigm, the emergence of an 

RMA is disruptive to established balances of power. States are thus forced to respond in order 

to preserve their status and survival, particularly when the innovation enables a successful 

hegemonic challenge. While there is concern evident in the evolving discussions and literature 

surrounding LAWS of the potential for this security dilemma spiral to devolve into an arms 

race, it is generally focused, somewhat understandably, upon great powers such as China, 

Russia and the United States. However, when one considers the diffusion of increasingly 

autonomous weapon systems into Southeast Asia it is equally important to account for ASEAN 

member states.  

 
1005 Fels, E. (2017). 'Shifting Power in Asia-Pacific? The Rise of China, Sino-US Competition 

and Regional Middle Power Allegiance'. Springer International Publishing. 
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 For some states the adoption of a major military innovation is intended to be central to 

an offset strategy, which involves capitalising on a technical or operational advantage to 

artificially disrupt a disadvantage relative to a potential rival(s) and/or to gain an advantage by 

negating their dominance in a capability. Returning to the case studies, maintaining a 

technology-based offset is central to Singapore’s security posture. The SAF is prominently 

pursuing unmanned platforms, increasingly autonomous weapon systems and artificial 

intelligence as part of its Next Gen SAF strategic concept, which was detailed in previous 

chapters. This is unsurprising given that the SAF’s capacity to present a credible deterrent threat 

relies on leveraging a technological advantage to offset the disadvantages of Singapore’s 

comparatively tiny population and complete lack of strategic depth. 

Whether the disruptive advantage is technologically or operationally based, the 

effectiveness of an offset strategy relies upon maintaining the titular offset. Historically less-

advanced states were stymied from closing this capability gap by a number of barriers such as 

high resource capacity requirements, the need to access easily controlled components, or 

reliance on highly specialised skill sets. These barriers slowed down the diffusion process or 

even limited the number of potential adopters, preserving the offset advantage. However, these 

barriers are substantially lower for entry-level unmanned systems due to their reliance on a dual-

use enabling technology, although higher barriers remain to adoption of advanced platforms. 

As demonstrated by the proliferation of remote-operated UAVs, as the unit costs of dual-use 

enabling technologies falls and capability improves, these barriers will continue to lower, 

placing additional pressure on states that hope to maintain a meaningful capability edge.  

While there are no universally agreed definitional criteria for classifying proliferation 

as an ‘arms race’, this has not halted a steady stream of media articles suggesting that there is 

already an ongoing AWS or Artificial Intelligence arms race in progress and that their state is 
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losing.1006 A commonality in most arms race definitions is the centrality of competition, that is 

to say that arms races involve a level of ‘one-upmanship’ as actors seek to secure or undermine 

comparative advantage through acquiring higher quality or more numerous platforms.1007 

Huntington similarly placed the distinction on whether there was an “absolute need” separate 

from bi-lateral competition, 1008 suggesting that some ‘arms races’ merely reflect modernisation 

efforts intended to provide an economic benefit to local industry.1009 Indonesia’s investment in 

modernising its domestic arms industry and Australia’s current push to enter the top ten global 

arms exporting states are recent examples from the region of economically motivated decisions.  

While the focus of prior studies of offset strategies has generally been on great power 

states, middle power states generally operate with a clearer picture of future adversaries and are 

thus more sensitive to military power shifts relative to potential rivals. This can be seen in 

Southeast Asia, where the underlying current of mistrust is being exacerbated by ongoing 

military modernisation efforts, which have become, to an extent, self-perpetuating.1010 In this 

environment, defensive neo-realist theory would suggest that AWS adoption (perceived or 

actual) by a Southeast Asian state would increase the security dilemma of its neighbours, 

incentivising neighbouring states to respond. This would in turn drive further evolutionary 

innovation and improvement by the original adopter, exacerbating the cyclical nature of security 

dilemmas.1011  

Although this interaction between the security dilemmas of neighbouring states does not 

inevitably lead to war, it does escalate inter-state tension and raises the risk of conflict. Even if 

 
1006 Asaro, P. (2019). "What Is an Artificial Intelligence Arms Race Anyway." ISJLP 15, 45. 
1007 Ibid. 
1008 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
1009 Ibid. 
1010 Wyatt, A. and J. Galliott (2018). "Closing the Capability Gap: ASEAN Military 

Modernization during the Dawn of Autonomous Weapon Systems." Asian Security, 1-20. 
1011 Fels, E. (2017). 'Shifting Power in Asia-Pacific? The Rise of China, Sino-US Competition 

and Regional Middle Power Allegiance'. Springer International Publishing. 
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one accepts the neorealist premise that states are inherently rational actors, they are still prone 

to miscalculation, particularly when operating with limited knowledge, or a mistaken 

perception, of the intentions and capabilities of rival actors. This is particularly problematic 

with autonomous weapon systems because of their operating software cannot be easily verified 

by neighbours, thus injecting even more uncertainty into assessments of the adopter’s intentions 

and true capabilities.1012 Overall, there is a significant risk of that the adoption of AWS by a 

leading ASEAN member state in the current geopolitical environment would trigger a self-

reinforcing process of cascading security balancing (including adoption of increasingly 

autonomous weapon systems) in the region, which would make intra-regional clashes and 

confrontational behaviour more likely in the absence of an effective and proactive response. 

 

9.2.2: Lowering Barriers to Warfare, Provocation and Unintentional Conflict 

 

A related concern is that the proliferation of autonomous systems would lower the perceived 

costs of warfare, prompting riskier displays of brinkmanship and provocation among states in 

the Asia-Pacific, for example in cases of disputed maritime territory. The proliferation of 

autonomous weapon systems in this regional security environment raises the spectre of states 

being able to utilise force without the same level of consequence and with minimal political 

justification.1013  

The availability of increasingly autonomous systems increases the risk of unintended 

conflict, provocation and escalation in three ways. The first is encapsulated in the argument that 

 
1012 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
1013 Figueroa, A. (2018). "License to Kill: An Analysis of the Legality of Fully Autonomous 

Drones in the Context of International Use of Force Law." Pace Int'l L. Rev. 31, 145. 
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their development would contribute to a ‘sterilisation’ of warfare into a bloodless human-free 

form. The prospect of being able to coerce or impose force upon their neighbours without 

risking the lives of soldiers or the internal cost of an unpopular war is concerning because, 

regardless of its failings, this argument could be used to justify state decisions to resort to 

warfare without due consideration.  

In a related manner, AWS proliferation would increase the risk of armed conflict 

because unmanned systems are inherently more deniable and expendable than their manned 

equivalents, which could encourage states into taking provocative actions (such as overflights 

of disputed islands) to make a political point, unrestricted by the risk of losing their own soldiers 

or expensive manned platforms. An aspect of this risk is uncertainty, in the absence of 

international law or visibly agreed-upon norms, it is not possible to know how Southeast Asian 

states would react to another state destroying or capturing one of its unmanned platforms in 

disputed territory. While recent cases between Turkey and Russia, and Iran and the United 

States did not provoke an armed response, there is no guarantee that this would be the case if, 

for example Singapore shot down a TNI operated unmanned aircraft in murky circumstances. 

Furthermore, even when provocative actions between states do not result in a confrontation, 

they contribute to the reserve of bilateral tension and domestic pressure to preserve face in 

future disagreements, making the next provocation harder to peacefully diffuse.1014 

Finally, the proliferation of AWS raises the risk of unintentional use of force due to 

system failure or mistake, potentially at speeds beyond human capacity to effectively 

intervene.1015 While it is possible to deploy a weapon system today with full independent control 

over its critical functions, the deploying actor would have to accept a high rate of error and 

 
1014 Cho, H.-B. (2018). 'Tying The Adversary's Hands: Provocation, Crisis Escalation, And 

Inadvertent War'. PhD Dissertation, University of Pennsylvania. 
1015 Figueroa, A. (2018). "License to Kill: An Analysis of the Legality of Fully Autonomous 

Drones in the Context of International Use of Force Law." Pace Int'l L. Rev. 31, 145. 
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significant risk to civilians and friendly personnel in area. Complex systems have a tendency 

fail spectacularly and destructively, usually with little obvious warning; AWS are no exception. 

Consider the following examples: early models of the SWORDS platform (an armed remote-

operated UGV) possessed a glitch where they would suddenly spin on the spot; and in 2007 a 

South African anti-aircraft cannon malfunctioned and incorrectly engaged its own crew, killing 

nine soldiers and wounding 14 more.1016  

Even if there is no technical error, a weapon system with autonomous control could 

engage a target that meets its criteria but that a human operator would have identified as an 

illegitimate or risky target. For example, in 1991 a Phalanx CIWS on the USS Jarrett miss-

identified chaff as a threat and fired on the neighbouring USS Missouri. Fortunately, no one was 

reportedly injured, principally because the USS Missouri was well outside the effective 

engagement range for the CIWS. While it was technically under human supervision, this 

incident highlights that autonomous systems do not have the capacity to subjectively analyse 

context outside of the available data in the same way that humans do.  

When one further considers the phenomena of ‘Flash Crashes’ in civilian stock markets 

or the misidentification of a journalist as a terrorist facilitator by the Skynet meta-data analysis 

program, the risk of an autonomously operating machine unexpectedly engaging a misidentified 

target or reacting with force to a deliberately provocative but merely demonstrative aerial 

intercept (as is regularly occurring between great power militaries in Europe and East Asia) 

becomes apparent.  

A further risk centres on autonomous weapon systems interacting or detecting one 

another while patrolling in contested territory. If they were to engage there is no guarantee that 

the international community would ever be able to conclusively determine what led to that 

 
1016 Shachtman, N. (2007). 'Robot Cannon Kills 9, Wounds 14'. 18 October 2007, Wired. 
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decision and it is also feasible that this initial engagement would spread to involve nearby units 

(including human soldiers), which in turn could realistically escalate into an entirely unintended 

war between Southeast Asian states. 

 

9.2.3: Utilising AWS to respond to key regional security threats 

 

While being mindful not to diminish these regional security risks, and acknowledging that it is 

unlikely that leading ASEAN states (such as Singapore, Indonesia and Malaysia) will develop 

the level of C4ISR and data infrastructure (for transfer and storage) necessary to deploy 

unmanned platforms in the intercontinental manner of the United States, a more limited 

deployment of increasingly autonomous unmanned platforms could provide significant 

advantages over current, manned platforms. Furthermore, if properly monitored and regulated 

AWS could reduce the risks involved in peacekeeping operations to both civilians and soldiers, 

as well as offering states a lower-risk method for asserting claims in disputed territory than 

deploying a warship or coastguard vessel.  

Arguably the most attractive advantage of utilising unmanned platforms is their increased 

resource efficiency, in other words, their lower cost per hour of operation. This is particularly 

attractive to Southeast Asian states, whose need for effective maritime domain awareness 

(MDA) is not reflected in regular or secure investment in maritime platforms and naval assets 

are commonly used in non-warfighting roles, including law enforcement.1017 As an example, 

the Australian Strategic Policy Institute compared the cost-effectiveness of an MQ-4C Triton 

UAV and a P-8A Poseidon surveillance aircraft (based on the number of square kilometres 

 
1017 Laksmana, E. A. (2018). 'Is Southeast Asia’s Military Modernization Driven by China? 

It’s Not That Simple'. 28 March 2018, Global Asia. 
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covered per dollar of cost), which showed that the MQ-4C covers almost 10 square kilometres 

more per operations dollar than the P-8A.1018 Another highly efficient example is the Wave 

Glider, which can patrol a section of ocean with visual and sonar sensors for up to a year, for a 

fraction of the cost of a manned patrol boat.1019 A UUV like the Wave Glider could identify 

suspicious shipping in remote waters and alert the regional information centre, allowing for a 

targeted response by manned or unmanned assets with less risk of unintentional escalation. 

States that want this capability without relying on expensive US military grade systems could 

purchase Complete Off The Shelf (COTS) platforms from a myriad of state and civilian 

commercial providers.  

Deploying a combination of unmanned platforms with varying levels of operational 

autonomy would provide a valuable contribution to regional efforts to reduce the ability of 

transnational organised criminal groups to operate in contested border waters. Because 

unmanned platforms do not require the same level of operational security and secrecy as 

manned platforms, they can be operated in a more transparent way. In this example, the 

ReCAAP fusion centre would be able to coordinate a targeted response by manned or unmanned 

assets, adding to the ability of neighbouring states to track illegal shipping and pirate vessels 

across international borders without the political cost of sending an armed military vessel.  

 

9.3: Hegemonic Power Transition, Competition and the Thucydides Trap 

 

 
1018 Mugg, J., Z. Hawkins and J. Coyne (2016). 'Australian Border Security and Unmanned 

Maritime Vehicles'. Border Security Program, Australian Strategic Policy Institute. 

1019 Ibid. 
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In the anarchic global environment, the emergence of a disruptive military innovation unlocks 

the potential for a challenger state to undermine the existing power superiority of a hegemonic 

power (in this case the United States) by becoming a more effective adopter (either as a first 

mover or superior fast follower). The attempt to close this power gap can build hegemonic 

tension during the innovation’s incubation period, which can lead to conflict.1020 The hegemonic 

state must maintain a sufficient capability edge to effectively project power in multiple regions 

whilst deterring challenges from near-peers (singularly or in alliance with smaller states). 

Conversely the challenger state views superior adoption and integration of the innovation as a 

way to undermine or offset the pre-existing power difference, enabling it to challenge the 

hegemon’s role and increase its own. It is therefore important to understand how the diffusion 

of autonomous systems would impact great power competition in Southeast Asia as a regional 

hegemony.  

Rather than focusing directly on great power competition this section adopts a Southeast 

Asian lens, recognising that a shift in the balance of power of this resource-rich and 

geopolitically influential region, will have a direct impact on the broader Asia Pacific.1021 

Among the key goals of regional hegemons is to prevent other great powers from achieving too 

large of a role within their sphere of influence, however as Mearsheimer stated, they also have 

a vested interest in preventing rising powers from achieving dominance in neighbouring 

regions, and may even intervene arbitrarily to support smaller state efforts to balance the rising 

great power.1022 This can already be seen in Southeast Asia, where China and the United States 

have recently begun intermittent trade warfare and appear to be moving toward the Thucydides 
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Trap as China attempts to minimise United States regional influence in order to reassume its 

historical place as a regional hegemon. 

Taking this a step further, the diffusion of AWS will place pressure upon great power 

states by forcing them to adopt or counter the RMA based on imperfect information. Enabled 

by the dual-use nature of the underpinning technology, smaller states, presented with the same 

challenge of imminent instability, will imitate and emulate their larger peers as much as possible 

to secure their own power base.1023 Unlike in previous hegemonic transitions, early proliferation 

of AWS to a greater number of actors will reduce the value of the United States security 

guarantee and increase the risk of unexpected conflict within or between their coalitions.1024  

 

9.3.1: What is the Traditional Role of Middle Powers in Hegemonic Power Transition 

 

Limited by their comparatively minor national power generation and projection capacity, small-

middle power states have historically lacked the capacity to compete with great power states. 

Horowitz points to the defeat of Belgium in 1940 as an example where, even with a ‘perfect’ 

response, the power differential between Belgium and Germany would have guaranteed their 

defeat.1025 It is understandable therefore, that neo-realist accounts of hegemonic power 

transition focus on great powers. Without sufficient capacity to successfully attempt full-scale 
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adoption of an emerging RMA, small and middle powers were incentivised to adopt external 

responses to protect their security and relative position. 

Chief amongst these responses has been to join a balancing alliance or coalition against 

the first-mover adopter (or with, depending on the pre-existing relationship between a given 

state and the first-mover). This offered smaller states protection and reduced uncertainty 

between lower-tier states, contributing to regional stability. The downside for smaller states was 

that their role in the subsequent hegemonic power competition was subordinated to the strategic 

interests of the coalition leader. The archetypal examples of coalition leaders in this respect 

would be Athens and Sparta. It is important to distinguish here that the interests of coalition 

members were historically subordinated not necessarily subsumed, and advanced regional 

middle powers could still exert a level of influence within the coalition.  

Regionally influential middle powers (such as Australia, Indonesia, South Korea or 

Singapore) leveraging their position to secure benefits from major powers supports the 

application of a different reading of the Melian Dialogue, which is traditionally associated with 

various schools of Realism. A post-colonial security studies perspective on the dialogue 

highlights the fact that the Athenian siege eventually reached a stalemate.1026 While objectively 

a weaker power, the effort to subjugate Melia consumed resources and political capital that 

could have otherwise been deployed against the Sparta-led coalition, and the Athenians 

eventually sought terms.1027 The lesson post-colonialist security scholars draw from this is that 

middle power states do not need to be able to win a war against a great power, they just have to 

be a sufficiently ‘poisonous shrimp’, to borrow the Singaporean imagery. Due to the 

opportunity cost associated with subjugating middle power states in the event of hegemonic 

conflict, hegemonic competitors must combine coercion with incentive to recruit and maintain 
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their alliance network. Some states, particularly in Southeast Asia, have taken this a step further 

and attempted to balance their allegiance to both hegemonic competitors, aiming to secure 

support and connections from both. 

However, maintaining a coalition of supporting states is also a valuable tool for a 

hegemon even without the threat of a rising competitor. Firstly, a strong alliance structure 

enables the hegemon to leverage the resources of other states and project its influence while 

limiting capacity of any rivals to develop competing influence in the region (for example, the 

post-World War II United States hub and spoke alliance model). Furthermore, even if the 

challenger secures a comparative bilateral advantage, the existing hegemon could draw on its 

stronger and more established alliance network for resources, development assistance, political 

support or military forces. This factor incentivises the challenger state to build its own coalition 

as well as to undermine the hegemon’s perceived superiority and reliability among smaller 

states in order to reduce their commitment to the hegemon’s coalition. To take a modern 

example, if Southeast Asian states no longer feel that they could rely on the United States 

security guarantee, they could defect from the alliance, assert their neutrality or even take 

independent escalatory action.  

 

9.3.2: Competing for Coalition Influence - Offset Strategies and Credible Deterrence 

 

Maintaining, or conversely undermining, the support of Southeast Asian states for maintaining 

the United States’ pre-eminence in the regional balance of power will therefore remain an 

important aspect of the emerging strategic competition between these two great power states. 

While the Trump administration’s willingness to engage in intermittent exchanges of tariffs 

with China dominates the news cycle, China has already achieved a level of economic 
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hegemony in Southeast Asia.1028 However, ASEAN states are wary of China’s increasingly 

aggressive posture over the South China Sea territorial disputes (with the possible exception of 

Cambodia) and thus remain beholden to the security hegemony of the United States. However, 

the rise of autonomous weapon systems, which have been publicly identified as disruptive to 

the existing paradigm of conflict in which the United States is dominant, is injecting damaging 

uncertainty into the assumption of continued United States primacy that underpins its hub and 

spoke alliance model.1029  

From a geopolitical perspective, the United States needs to maintain the appearance of 

military dominance and the capacity to defend itself, as well as its allies and interests in order 

to preserve its hegemony. Conversely, if China can demonstrate a superior capacity in AWS 

and credibly undermine United States military strength in the Pacific, it can discourage small-

middle power states from bandwagoning against Chinese interests. Whether the United States 

retains the objective capacity to ‘win’ a future war against China is less important for neutral 

and allied states than the perceived power balance between the competitors.1030 By undermining 

the United States as a security hegemon China could encourage neutral states in the region to 

acquiesce to its regional expansion, to defect or even to encourage provocative self-help 

behaviours.1031  

Moving to a geo-economic perspective highlights that becoming a first mover in this 

space would give China or the United States greater influence over how AWS are perceived, 

deployed or potentially regulated once they begin to diffuse. This can be seen with remote 
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piloted unmanned aircraft, where the United States did not sufficiently capitalise on its initial 

lead to secure dominance in the nascent export market, allowing China and Israel to assume 

leading positions, with greater influence over how early-majority adopters interacted with 

UCAVs. While becoming the first mover state does not guarantee dominance over the final 

innovation, there is a level of economic and political benefit to be gained, particularly from the 

perspective of maintaining regional influence in a hegemonic competition. 

However, historically the fast follower adopter of an emergent disruptive innovation has 

proven to have an advantageous position. The fast follower runs less risk of pursuing a 

purported RMA that does not eventuate, can draw on operational, technological and integration 

lessons from the first mover and, in the case of AWS, could rely on sensors, software and 

concepts that were initially designed by the first mover, effectively shifting the significant 

burden of initial research and development during the incubation period. These advantages, as 

well as the known preference for emulation by lower capacity actors, accounts for the pattern 

of competing states being influenced by one another during the early deployments of an RMA, 

with the notable exception being those few cases where the developing state was able to 

maintain secrecy.1032 Given the demonstrated Chinese track record of cyber-espionage, 

mandatory technology transfers and even blatant intellectual property theft, there is a clear 

incentive for the US to limit what capabilities and systems it unveils, much less exports. 

However, developers must balance secrecy against the performative aspects of pursuing an 

offset strategy based on the emerging major military innovation. This is because, while an offset 

strategy requires that a developer reveal or hint at capabilities in hopes of deterring a would-be 

adversary, it must also maintain a sufficient hidden capability edge to acquire “a war winning 

advantage if deterrence fails”.1033 This may prove particularly difficult in the case of artificial 
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intelligence and autonomous systems because they are inherently more difficult to demonstrate 

to an adversary, especially in an escalating crisis situation.1034 This is because the key enabler 

of AWS is its governing artificial intelligence software, meaning that the only way to 

objectively demonstrate capability to an adversary without actually deploying the AWS is to 

reveal internal coding, which states are unlikely to do given its comparative ease of diffusion 

and the risk that this would increase the system’s vulnerability to cyber-attack or 

deterioration.1035 

 Examining recent Chinese engagement with ASEAN member states demonstrates that 

it has been actively competing for influence over potential coalition members in the region and 

encouraging uncertainty over the United States’ continued role, itself a diplomatic aspect of 

China’s wider preparation for competition with the United States. China’s view of itself in the 

region reflects its traditional importance in Southeast Asia, which is viewed as its 

“neighbourhood” or sphere of influence.1036 There is an interesting dual-nature to China’s 

engagement with potential coalition partners, one that reflects the balance that must be struck 

between demonstrating capability and not being threatening to the point that ASEAN states 

would feel forced into direct balancing. At the core of this engagement is an approach that 

Zhang characterised as “conditional reassurance”, where conciliatory or economically 

beneficial diplomatic overtures are offered as incentives against a background of hard power 

deterrence.1037 Whether China’s preferred image as an essentially benign but powerful if 

provoked facilitator of regional growth has been undermined by its aggressive stance in the 

South China Sea has been debated,1038 but is clearly making its ASEAN neighbours wary.  
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9.3.3: ASEAN Resistance to Great Power Interference  

 

Despite their comparative lack of power capacity, regional actors such as Indonesia or 

Singapore remain independent sovereign entities, whose traditional view has been that 

discouraging the establishment of monopolistic great power influence but remaining non-

committed in the event of major confrontation is the best way to preserve their sovereignty. It 

is therefore unsurprising that one of the foundational objectives of ASEAN was to limit 

confrontation between great powers in Southeast Asia, a role that remains vital for maintaining 

regional security.1039 However, the centrality of ASEAN as a regional security actor has been 

challenged recently, with its shallow normative structure and consensus-based approach 

limiting the organisation’s capacity to meaningfully contribute to contentious inter-state 

security issues. Therefore, it is more useful to view ASEAN and its structures as a forum 

through which leading ASEAN states can engage in indirect balancing in order to manage the 

dynamics of great power relationships with Southeast Asia, the use of intra-regional 

partnerships to coordinate responses on non-traditional regional security issues like 

transnational crime and climate change is an example of how these forums can be utilised to 

de-emphasise great power dynamics.1040 While Indonesia and Singapore are certainly capable 

of independently exercising their power by attempting a more extensive adoption (whether or 

not it would be successful), their participation in future hegemonic competition will depend on 

the dynamics of their relationships with both powers.1041 
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 Rather than acting as a direct balancing alliance like NATO, ASEAN member states 

have demonstrated a preference for inclusive multilateral institutions (of which ASEAN is the 

key connector) that bring together actors in order to deny any one great power from asserting a 

dominant regional hegemony.1042 This is not typical balancing or bandwagoning behaviour, and 

ASEAN member states have been notably cautious to avoid the appearance of directly 

balancing either great power. Instead these forums are used to build cooperation and direct 

regional efforts to address non-traditional security issues. While an increasingly aggressive 

China has pushed individual Southeast Asian states to adopt closer defence ties with the United 

States, there is little chance this will be reflected in an ASEAN statement as it would make it 

more difficult for member states to hedge moving forward. For example, Singapore was 

chastised in 2016 following reports that its representatives were involved in a push to have the 

International Court of Arbitration decision mentioned in the joint statement from a Non-Aligned 

Movement meeting.1043 This incident further illustrated that, while it is unlikely that China 

would directly coerce an ASEAN member state to make a concession through military force, it 

has proven willing to leverage its economic advantage to deter ASEAN states from directly 

challenging its interests, even through a multilateral group. 

In conclusion, despite the pre-eminent value ASEAN member states have placed upon 

non-interference and denying hegemonic dominance in the region, their reliance on the US 

security guarantee and Chinese economic partnership means that the organisation’s role in 

limiting the impact of great power conflict must be viewed with a sceptical lens. Presently 

ASEAN states seem to be mirroring Indonesia and Singapore’s preference for neutrality and 

continue to work toward limiting the potential for intra-regional conflict while denying 

 
1042 Kuik, C.-C. (2016). "How do weaker states hedge? Unpacking ASEAN states’ alignment 

behavior towards China". Journal of Contemporary China 25:100, 500-514. 
1043 Zhou, L. (2016). 'China’s foreign ministry joins war of words against Singapore over 

South China Sea dispute'. 27 September 2016, South China Morning Post. 



Page | 326  
 

dominance by either great power. While none of the ASEAN members are openly taking direct 

balancing action against China, the ongoing military modernisation efforts are reflective of their 

concern about the potential for regional conflict if economic competition builds into hegemonic 

conflict. ASEAN is not NATO or the EU, it lacks the necessary institutional rigour and 

structure, and the failure to issue a joint statement in 2012 was widely seen as indicative that 

China could successfully leverage individual members to scuttle collective action.1044 Through 

the auspices of regional organisations like ASEAN Singapore and Indonesia have greater the 

potential to indirectly balance hegemonic powers.  

 

9.3.4: Levelling effect of Autonomous Weapon System Proliferation 

 

Notwithstanding their rhetoric of neutrality and non-interference, the response of ASEAN 

member states to prior major structural power shifts is illustrative of the overriding, pragmatic 

objective of state survival, which has prompted ASEAN states to either bandwagon with a great 

power patron in the United States or form a balancing alliance among themselves. This reflects 

the structural neorealist view that smaller and middle power states simply would not have had 

the resources to engage in an arms race toward an emerging military innovation, for example 

there was no way for Indonesia to effectively compete in the post-world war two period power 

projection paradigm, even if it had overcome the material and organisational barriers to 

adopting aircraft carriers or nuclear weapons, the TNI would lack the scale and resources to 

effectively compete. However, in the case of autonomous weapon systems the diffusion barriers 

are sufficiently low that Indonesia and Singapore would be able to undertake limited adoption, 

 
1044 Le Thu, H. (2019). "China's dual strategy of coercion and inducement towards ASEAN". 

The Pacific Review 32:1, 20-36. 
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and it is this democratisation of an emerging RMA that is the crucial factor that makes 

autonomous platforms the next great leveller in international relations. 

Unlike its historical predecessors the enabling element of autonomous military 

platforms is readily accessible software paired with dual-use sensors;1045 the complicated and 

expensive hardware components are merely secondary. Indeed, the physical weaponry carried 

by autonomous weapon systems is generally borrowed from comparable manned platforms. For 

example, the Apache attack helicopter fires significantly more Hellfire missiles annually than 

are used by armed UAVs, and the South Korean Super-Aegis II is equipped with a standard 

12.7mm machine gun. This thesis does not dispute the contention that the United States is the 

only state with the extensive informational infrastructure to support major, strategic level 

campaigns using unmanned systems, although China and Russia are slowly building similar 

capacity. This thesis does, however, dispute the notion that a state requires extensive 

information infrastructure or a complex domestic arms production capacity to effectively 

deploy unmanned systems. 

Whereas a state can be blocked from developing or acquiring physically advanced 

military platforms, increasingly autonomous weapon platforms represent a unique opportunity 

for developing states to compete with advanced militaries. This is because software diffuses 

much more rapidly than hardware, with its low transmission cost and comparatively low 

knowledge barrier. Furthermore, much of this software is not even military-focused and uses 

data from dual-use sensor technologies, such as LIDAR. Its inherently dual-use nature is 

reflected in the variety of non-state actors involved in its development (from researchers to 

 
1045 This term is utilised with its technological, rather than innovation studies, definition. 

However, initially emerging operational praxes for the use of unmanned platforms indicate a 

significantly lower organisational capacity requirement than, for example, aircraft carriers.  



Page | 328  
 

Silicon Valley start-ups). This makes it much easier for states to acquire some form of 

autonomous weapon system than previous major military innovations. 

As an example, consider the difference between North Korea’s Inter-Continental 

Ballistic Missile program and their nascent UAV program. Whereas the international 

community can use sanctions to restrict the transfer of missile components or high-grade fuel 

(aviation, jet or rocket), North Korea has already demonstrated a cyber-espionage capability 

that could be used to steal autonomous operation software from hundreds of civilian companies, 

many of whom are not even defence contractors. There is very little that the international 

community can do to prevent North Korea, or another rogue actor, from taking software from 

a commercial UAV or self-driving car and applying it to an armed platform.  

Having access to even a limited array of unmanned platforms or autonomously operated 

weapon systems could allow Indonesia and Singapore to exert a much greater agency in the 

emerging hegemonic conflict between China and the USA, particularly if acquisition was 

targeted toward specific disruptive capabilities to offset their resource weakness, which based 

on public ministerial speeches, Singapore has already realised. Again, ASEAN states do not 

have to be able to win or even effectively fight a war against China or the USA, rather they just 

need to be able to use this innovation, in combination with their strategic geographical locations 

to present a credible threat of harming a hegemonic challenger’s capacity to compete. For 

example, while the Singaporean navy could not directly fight their Chinese counterpart, there 

are a number of ways the asymmetric deployment of unmanned or autonomous assets could 

enable the SAF to credibly threaten to cut China’s maritime economic ‘belt’. These range from 

the direct use of force through swarms of cheap, armed unmanned submarines or autonomous 

sea mines that only engage Chinese naval vessels; through to more indirect balancing options 

such as delaying customs approval, conducting offensive cyber operations, refusing to protect 

Chinese flagged shipping from non-state actors or even providing the USA with data on Chinese 
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naval movements in the region based on a network of unmanned systems coordinated by an AI-

enabled assistant.  

The first major impact of Autonomous Weapon System proliferation from a hegemonic 

competition perspective will therefore be the levelling effect of unmanned platforms, giving 

smaller states and even non-state actors greater capacity to compete asymmetrically with larger 

states. The diffusion of unmanned systems will in turn lower the attractiveness of the US 

security guarantee, which is arguably the main inducement to ASEAN states to support their 

continued primacy in the region over China, especially if domestic production proves suffice 

for the more limited requirements of smaller states (as in the case of Singapore for example) or 

if a another early adopter offers comparable capabilities in cheaper platforms. Indeed one of the 

vulnerabilities of the US Third Offset Strategy is that they have staked their capacity to maintain 

a valuable military offset on an inherently diffusive technology, they thus run the risk of heavily 

investing in an innovation that can be later matched by competitors at a far lower cost as fast-

followers.1046 By enabling smaller states to disrupt the traditional power projection dominance 

of larger or more advanced states in this manner, AWS are quite unique as an RMA. While it is 

most likely that Singapore and Indonesia will continue to attempt to balance the increasing 

hegemonic competition in the Asia-Pacific, the diffusion of increasingly autonomous unmanned 

systems and artificial intelligence software will give them a greater freedom to manoeuvre 

during great power competition despite the increasing assertive positions of both China and the 

United States.  

 

9.3.5: Increased ASEAN State Agency and the Risk of Unexpected Hegemonic Conflict 

 

 
1046 Asaro, P. (2019). "What Is an Artificial Intelligence Arms Race Anyway." ISJLP 15, 45. 
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Without slipping into the realm of technological determinism, the emergence of even the most 

disruptive major military innovations would not fundamentally alter the bedrock of 

international relations, which is the centrality of the comparative power generation capacities 

of its participants. Rather the disruptive effect of RMAs on prior hegemonic transitions and 

conflicts have been largely limited to the major actors involved in those transitions. Even at the 

regional level, major shifts in structural power do not always result in conflict among the middle 

powers, whose interest lays in protecting their relative position, resources and prestige rather 

than maximising their influence. This meant that when the Thucydides Trap led to conflict, 

middle powers operated as part of grand alliances, secure at the local level barring proxy 

conflict, internal violence or intra-regional confrontation with an opposing coalition member. 

This limited uncertainty and thus the security dilemma of states like Singapore, Australia or 

Indonesia. However, the lower diffusion barriers of AWS mean that a number of state and non-

state actors in this region could potentially gain access to an emerging and poorly understood 

(by policymakers) class of weapon system. 

 One of the significant risks associated with middle power states gaining access to 

increasingly autonomous unmanned systems or even derivatives, is that this would inject 

another category of actors into the dangerous hegemonic transition period. Though China and 

the United States are increasingly clashing over influence, national interests and their trade 

relationship, policymakers in both states recognise that direct engagement between the 

superpowers would be severely damaging and are aware of the need to carefully manage 

provocative moves to prevent potential escalation.1047 During the Cold War the practice of both 

the USA and Soviet Union was to keep close control over their nuclear arsenals, even when 

they were forward-deployed or distributed to trusted allies. This limited the risk of a second-

 
1047 Allison, G. T. (2017). 'Destined for War: Can America and China Escape Thucydides's 

Trap?'. Scribe Publications 
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tier state unexpectedly provoking a nuclear conflict. Quite simply, the fact that only a small 

handful of actors had access to the nuclear weapons allowed for policymakers to rely on game 

theory to a greater extent than would be possible otherwise, and for commanders to partake in 

brinkmanship based on their understanding of the opposing military.  

The difference is that when multiple states have access to a weapon system for which 

there are sparse norms of use and response accepted by both sides, there is a much more 

significant risk of provocation or escalatory use of force between states leading to unintentional 

or unexpected conflict. Furthermore, the combinations of actors involved in this risk become 

far more complex than the essentially bilateral competition envisaged by that Hegemonic 

Transition Theory. Provocation or confrontation with autonomous weapon systems in Southeast 

Asia could occur between smaller states (on the same or opposing coalitions), or between a 

coalition member (such as Taiwan or Japan) and a hegemonic competitor (China). Without a 

common understanding of the ‘correct’ response, provocative acts (such as using a UAV to 

intrude in another state’s territory or deploying unmanned surface vehicles to emphasise your 

claim to a particular set of disputed islands) could unexpectedly escalate into conflict.  

This risk is further exacerbated by the tendency, discussed above, for fully autonomous 

systems to act unexpectedly and fail spectacularly, unlike a human operator there is no 

guarantee with current generation systems that an AWS would not trigger an escalation of force 

by engaging a target that, while legitimate, would not have been engaged by a human operator 

who infers that the action is performative rather than threatening. Examples would include when 

Russian fighter jets ‘buzz’ United States patrol aircraft with provocative but ultimately non-

hostile intent,1048 or when South Korean aircraft fire over 300 shots close to the nose of a 

 
1048 Lubold, G. (2018). 'Russian Jet Fighter Buzzes U.S. Surveillance Plane Over Black Sea'. 5 

November 2018, The Wall Street Journal. 
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Russian electronic warfare aircraft intruding in their airspace as warning shots.1049 Given the 

difficulty ‘proving’ the autonomous operation of a system to a potential adversary1050 an 

unintentional engagement in those instances, particularly between ASEAN member states, 

would be difficult to diffuse, especially if a human was killed in the incident.  

Therefore, the second broader impact of autonomous weapon system diffusion in 

Southeast Asia is that it will necessitate a re-thinking of provocation and stability during 

hegemonic competition. While prior hegemonic transitions were focused upon the great power 

states that were competing for influence and used smaller states as supporters or fronts in proxy 

conflicts, the levelling effect of autonomous and unmanned platforms will give states like 

Indonesia and Singapore a greater capacity to deter great powers from overruling their regional 

interests. Yet this diffusion will also increase instability within the region as the traditional 

guarantor of security is challenged on a broader inter-regional level to defend its primacy in the 

Indo-Pacific.  

It is important not to dismiss the potential for rising middle power states, especially in 

Southeast Asia, to capitalise on increasingly autonomous weapon platforms, particularly in 

cases where the United States could assist them to overcome the main barrier to large-scale 

strategic deployment in wartime, the need for increasingly sophisticated command and control 

capabilities. Given this potential, discussion should turn to considering the most effective way 

to establish an international framework that will harness the potential of increasingly 

autonomous platforms towards increasing stability rather than exacerbating inter-state tensions. 

 

 
1049 Leone, D. (2019). 'South Korean Fighters Fired 300 Warning Shots at Russian A-50 

AEW&C Aircraft'. 25 July 2019, The National Interest. 
1050 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
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9.4: Conclusion  

 

In conclusion, the diffusion and proliferation of increasingly autonomous weapon systems in 

Southeast Asia will have significant, but not necessarily totally negative implications for the 

security of Singapore and Indonesia. This diffusion does however have the potential to influence 

the hegemonic competition between China and the United States within the region in such a 

way that would necessitate a re-thinking of the traditional view of hegemonic competition. This 

chapter explored the regional security and stability impacts of autonomous weapon proliferation 

in Southeast Asia, and the impact of this proliferation on competition between great powers for 

regional primacy.  

 The main purpose of this chapter was to demonstrate that this RMA is uniquely 

susceptible to diffusion and proliferation, and that this prevents either China or the United States 

from guaranteeing that they would be able to maintain a sufficient technological superiority in 

the shifting power projection paradigm to impose their influence over regional powers during 

the transition period. This will incite a shift in the nature of future hegemonic competition away 

from a bipolar contest between great powers supported by coalitions of global-middle and 

regional-great/middle powers to a multipolar competition space where the dominant regional 

actors are able to exercise a greater level of agency and more practically stay neutral between 

the hegemonic camps. 

Admittedly it is not possible to completely eliminate uncertainty as to the exact features 

and limitations of Lethal Autonomous Weapon Systems at their demonstration point simply 

because we currently remain in the incubation period,1051 however, by basing its analysis on the 

publicly known state of technology and regional geopolitics, this chapter has provided an 

 
1051 Horowitz, M. C. (2006). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Cambridge, Massachusetts: Harvard University. 
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effective outline of how the proliferation of increasingly autonomous unmanned platforms and 

derivatives would affect the balance of power and regional hegemonic competition in Southeast 

Asia that can be used as a resource to guide policymaking prior to a future demonstration point. 
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Chapter 10: Proposing a Regional ‘Soft’ Normative Framework for the Safer 

Deployment of AI-Enabled Autonomous Weapon Systems in Southeast Asia. 

 

“[It is] difficult to prevent the spread of weapons technologies without also impinging on 

legitimate trade or even interfering with the acquisition of goods that have vital peacetime 

benefits. Further complicating the dual-use problem is that the knowledge and material 

infrastructure acquired from civilian programs can provide the foundation for later efforts to 

build weapons”.1052 

 

10.1: Introduction  

 

A major factor underpinning the concern around the regional security impact of increasingly 

autonomous weapon systems is the lack of established international law or norms governing the 

deployment of unmanned weapon systems. For example, a state could decide to send a strong, 

coercive diplomatic message to a neighbour by destroying or capturing an unmanned platform 

with the assumption that this would not necessarily spark the level of escalatory response that 

would result from destroying a manned vessel. Without established international law, 

behavioural norms or even a common definition of ‘autonomous weapon system’, capturing or 

destroying that unmanned platform could unexpectedly prompt an escalatory response. 

Furthermore, Southeast Asian middle power states are challenged with balancing the potential 

benefits of AWS to their security and stability against the risk of unmanned platforms 

proliferating into the hands of rival states or violent non-state actors.  

 
1052 Schulzke, M. (2018). "Drone Proliferation and the Challenge of Regulating Dual-Use 

Technologies." International Studies Review 21:3, 497–517. 
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This chapter focuses on the potential methods by which the diffusion of increasingly 

autonomous military technology could be regulated while still empowering states in this region. 

This chapter will demonstrate that the international community should turn its focus toward 

normative responses and consensus-building in order to create a genuine multilateral basis for 

future regulation. In the absence of an effective multilateral response to date, this chapter 

concludes by proposing the case for ASEAN member states to independently pursue a ‘soft’ 

normative framework that builds on the stalled CCW process to develop consensus-based 

regulatory measures that are derived from a functional assessment of autonomy.  

When considering the impact of increasingly autonomous weapon systems within 

Southeast Asia and the potential to generate a limiting normative framework, the most relevant 

multilateral grouping is the Association of Southeast Asian Nations, a unique coalition of 

comparatively weak but fiercely independent states that holds regional security as one its key 

objectives. Established during the Cold War, one of ASEAN’s foundational purposes was to 

maintain this independence and prevent further great power interference.1053 As the organisation 

developed member states have increasingly styled ASEAN as an important body for 

coordinating responses to the numerous traditional and non-traditional security threats in the 

region. 

ASEAN’s diplomatic methodology (the ‘ASEAN Way’) reflects the nature of its 

membership, being both consultative and informal. This approach prizes a consultation and 

consensus-based approach that draws on cultural norms. Negotiations are usually conducted 

quietly outside of the public eye and favour non-interventionist responses.1054 This approach 

has, however, been criticised as being too slow and cumbersome, especially in relation to 

 
1053 Tang, S.-M. (2018). "ASEAN's Tough Balancing Act." Asia Policy 25:4, 48-52. 
1054 Goh, G. (2003). "The ‘ASEAN Way’: Non-Intervention and ASEAN’s Role in Conflict 

Management". Stanford Journal of East Asian Affairs 3:1. 
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potential flashpoints, such as the South China Sea. However, neutrality is not indicative of 

inaction or lack of engagement, and outside of traditional power confrontation,1055 the nascent 

ASEAN security community has achieved some notable successes. Relevantly for this thesis, 

among these successes have been improved intra- and inter-regional multilateral military 

exercises, technology sharing and direct defence diplomacy.  

 

10.2: Traditional Measures for Generating a Framework for Limiting Impact of RMA 

Proliferation 

 

There are two broad theoretical approaches for generating a framework for limiting the initial 

impact of major military proliferation. Firstly, the framework could be dictated and enforced by 

powerful states that gain a dominant early lead in the possession and development of 

autonomous weapon systems, albeit influenced by the persisting balance of power. However, 

as evidenced by previous revolutionary advances in military technology, including nuclear 

weapons, as the technology diffuses, the ability for the first mover or the dominant hegemonic 

power to control their use by other states diminishes. This effect is illustrative of the argument 

that “bad policy by a large nation ripples throughout the system”, and that the chief cause of 

structural power shifts is generally “not the failure of weak states, but the policy failure of strong 

states”.1056 

This effect was also evident in the case of unmanned aerial vehicles. The United States 

enjoyed a sufficient comparative advantage in the early 2000s that it could have theoretically 

implemented a favourable normative framework and secured itself a dominant export market 

 
1055 Tang, S.-M. (2018). "ASEAN's Tough Balancing Act". Asia Policy 25:4, 48-52. 
1056 Finnemore, M. and Goldstein, J. (2013). ‘Back to Basics: State Power in a Contemporary 

World’, Oxford: Oxford University Press. 
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position. However, as described above, it failed to do so until 2015 and 2016, by which time 

diffusion and proliferation were already occurring, driven by both other states and the civilian 

market. While the United States maintained a significant technological advantage at that point, 

it was no longer sufficiently dominant in the production of UAVs to impose its will on the 

market and China’s rise in the Asia-Pacific was well underway. As a result, efforts by the United 

States to impose norms on the use of unmanned systems in 2015 and 2016 were only partially 

successful and had the unintended consequence of increasing the normative influence of China 

and Israel, who had assumed market dominance in the interim period. 

In the absence of hegemonic leadership imposing a normative framework, we must turn 

attention to the international community. Supported by neo-liberal institutionalist theory, the 

second potential source for norm generation would be a multi-national institution (for example 

the United Nations) led approach that aims to integrate controls under international 

humanitarian law. This approach recognises the increasingly interlinked nature of the global 

community from an economic and security standpoint. This process started for autonomous 

weapon systems in 2014 with an informal meeting of experts, followed by more formal 

proceedings at the Convention on Certain Conventional Weapons. Neither Indonesia nor 

Singapore are direct participants in these negotiations (as non-signatories to the CCW), 

participating instead through the Non-Aligned Movement, which issued a statement that was 

interpreted as supportive of regulation (not necessarily a ban). In the absence of significant 

progress toward a common understanding how to meaningfully regulate autonomous weapon 

systems, with or without a developmental ban, this avenue toward an international normative 

framework does not appear promising.  

Accepting that developing accepted international law to govern the deployment of 

increasingly autonomous unmanned platforms is unlikely to occur in the near future, and that 

neither the development of autonomous technology nor the proliferation of unmanned platforms 
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are likely to cease during the process of pressuring the international community into action, the 

third approach would be for regional organisations and security communities to take a leading 

role in developing norms and common understanding around the deployment of unmanned 

systems. 

 

10.3: Potential Forums for Developing a Normative LAWS Framework and Building 

Regional Resilience to post-Demonstration Point Security Shock 

 

There are four ASEAN-led forums that could be utilised to formulate a regional normative 

framework for governing the use of autonomous weapon systems. These forums are the East 

Asia Summit, the ASEAN Regional Forum, the ASEAN Defence Ministers’ Meeting and the 

ADMM-Plus. These forums have the capacity to build on the stalled work of the Convention 

on Certain Conventional Weapons’ Group of Governmental Experts. 

The first, and least suitable of these forums would be the East Asia Summit, a strategic 

dialogue forum with a security and economic focus, which was established in 2005. EAS brings 

together high-level state representatives in a diplomatic environment that encourages private 

negotiation and informal cooperation. The dual purposes of the East Asia Summit were to draw 

major powers into the Southeast Asian security environment1057 and to create a platform for 

ASEAN member states to maintain influence with those powers.  

To this end, membership of the EAS extends beyond the ten ASEAN member states to 

include Australia, China, Japan, India, New Zealand, the Republic of Korea, Russia and the 

United States.1058 These states are the primary actors in the region, representing a combined 

 
1057 Ibid. 
1058 Trade, D. o. F. A. a. (2017). 'East Asia Summit Factsheet'. Retrieved 17 March 2017. 
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total of around 55% of the global population and GDP. 1059 Furthermore, five of these states are 

known to be developing increasingly autonomous weapon systems. As part of their induction, 

all members were required to have signed the Treaty of Amity and Cooperation in Southeast 

Asia, a multilateral peace treaty that prioritises state sovereignty and the principle of non-

interference, while renouncing the threat of violence.1060 However, its broad membership means 

that this forum would suffer from similar barriers to consensus as encountered in the UN-

sponsored process. The inclusion of the United States, Russia and China would negate any 

advantage that could be gained from shifting to a regional focus. Finally, the EAS was not 

designed with the same defence focus as the following forums. Instead, the EAS is built around 

leader to leader connections and the summit itself, leading to an inability to facilitate concrete 

multilateral defence cooperation.1061 

 The second forum to consider is the ASEAN Regional Forum (ARF), the first 

multilateral Southeast Asian security organisation.1062 The ARF emerged in a post-Cold War 

environment, well before China had been widely recognised as a rising hegemonic 

competitor.1063 The ARF was intended to be an all-inclusive security community; promoting 

discussion, peaceful conflict resolution and preventative diplomacy.1064 While it has been used 

to promote regional efforts to reduce the illegal trade in small arms,1065 the organisation’s non-

 
1059 Trade, D. o. F. A. a. (2016). "East Asia Summit (EAS)."  Retrieved 17 March 2017. 
1060 Goh, G. (2003). "The 'ASEAN Way': Non-Intervention and ASEAN’s Role in Conflict 

Management". Stanford Journal of East Asian Affairs 3:1. 
1061 Bisley, N. (2017). "The East Asia Summit and ASEAN: Potential and Problems." 

Contemporary Southeast Asia: A Journal of International and Strategic Affairs 39:2, 265-272. 
1062Tang, S. M. (2016). "ASEAN and the ADMM-Plus: Balancing between Strategic 

Imperatives and Functionality." Asia Policy 22:1, 76-82. 
1063 Ba, A. D. (2017). 'ASEAN and the Changing Regional Order: The ARF, ADMM, and 

ADMM-Plus'. in A. Baviera and L. Maramis (eds.), Building ASEAN Community: Political–

Security and Socio-cultural Reflections, Economic Research Institute for ASEAN and East 

Asia, 146. 
1064 Ibid. 
1065  Permanent Mission of The Kingdom of Thailand to The United Nations (2017). 

Statement delivered by H.E. Mr. Virachai Plasai, Ambassador and Permanent Representative 

of the Kingdom of Thailand to the United Nations at the General Debate of the First 
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interventionalist security focus and lack of institutional structure limit its utility as a forum for 

developing a normative LAWS framework.  

The ARF lacks the capacity to facilitate effective discussions toward a regional LAWS 

normative framework and has proven incapable to develop concrete responses to traditional 

security threats in the region, leading to frustration among its extra-regional participants. 

Ironically, the external membership of the ARF, currently 27 members,1066 has been the main 

factor in frustrating these efforts. While the ARF’s inclusive approach  was a noble (and 

politically expedient) sentiment it has naturally steered discussion away from issues that would 

be sensitive to its members, contributing to its reputation as a “talk shop”.1067 Though the ARF 

has proven a useful tool for improving cooperation on non-traditional security issues and 

humanitarian aid, the participation of the United States and China has limited its capacity to 

meaningfully engage with major geopolitical flashpoints and has exposed divisions within the 

ASEAN membership.1068 Therefore, while the ARF has played an important role in shaping the 

regional security architecture, it would be unsuitable for developing a regional response to 

LAWS. 

The third mechanism through which a normative framework could be developed is the 

ASEAN Defence Ministers’ Meeting. The establishment of the ADMM, and the 

complementary ADMM-Plus, was part of an institutional shift away from a diplomatic focus 

toward a functional one within the ASEAN Political Security Community.1069 These forums 

 

Committee (2nd Meeting of the First Committee), Seventy-second Session of the United 

Nations General Assembly, United Nations General Assembly. 

1066 Tan, S. S. (2017). "A tale of two institutions: The ARF, ADMM-Plus and security 

regionalism in the Asia Pacific." Contemporary Southeast Asia 39:2, 259-264. 
1067 Tang, S. M. (2016). "ASEAN and the ADMM-Plus: Balancing between Strategic 

Imperatives and Functionality." Asia Policy 22:1, 76-82. 
1068 Kwok Song Lee, J. (2015). 'The Limits of the ASEAN Regional Forum'. Master of Arts in 

Security Studies (Far East, Southeast Asia, The Pacific), Naval Postgraduate School. 
1069 Tang, S. M. (2016). "ASEAN and the ADMM-Plus: Balancing between Strategic 

Imperatives and Functionality." Asia Policy 22:1, 76-82. 
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were established as part of an Indonesian-led effort to maintain ASEAN centrality in the face 

of alternative security communities being mooted by external partners  that were frustrated with 

the ARF (chiefly Australia and the United States).1070 The ADMM directly links senior military 

leadership, intelligence services, and security policy experts from each of the ten ASEAN 

member states through regular, formal meetings that then feed into the Expert Working Groups 

of the ADMM-Plus.1071  

There are two main reasons that the ADMM would be the best regional security forum 

through which to develop a normative framework that considers increasingly autonomous 

weapon systems. The first is that the ADMM is a comparatively neutral intra-regional institution 

that directly links the potential end-users of AWS within ASEAN without directly involving 

either China or the United States. The second benefit of the ADMM is that its core purpose 

centres on building trust and intensifying intra-regional military cooperation within the 

deliberately narrowed constrains of regional non-traditional security issues. Finally, as 

discussed below, the ADMM has already successfully developed and adopted advisory 

normative guidelines for the interaction of aerial and naval forces on the high seas that 

incorporate mutual definitions, procedures and practices to lower the risk of unintentional 

conflict or escalation in these domains, which a LAWS framework could be built around. 

 The final relevant forum is the ASEAN Defence Ministers’ Meeting Plus, which is an 

extended, complementary version of the ADMM that incorporates the security services of eight 

extra-regional partner-states, but remains officially ASEAN-centred.1072 The ADMM-Plus is a 

multilateral orientated grouping that is focused on practical defence collaboration in six key 

 
1070 Ba, A. D. (2017). 'ASEAN and the Changing Regional Order: The ARF, ADMM, and 

ADMM-Plus'. in A. Baviera and L. Maramis (eds.), Building ASEAN Community: Political–

Security and Socio-cultural Reflections, Economic Research Institute for ASEAN and East 

Asia, 146. 
1071 Ibid. 
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areas, each of which has an Expert Working Group.1073 These areas of collaboration are 

maritime security, counterterrorism, military medicine, removal of mines, humanitarian and 

disaster relief and peacekeeping operations.1074 Reviewing these focus areas highlights how 

ASEAN member states deliberately steered deliberations away from traditional security issues, 

reflecting the same geopolitical reality as in the ARF and EAS. However, the ADMM-Plus 

distinguishes itself with its role as a security-focused setting for defence policymakers to build 

trust, interoperability and relationships.1075 Beyond policymaking, the ADMM-Plus facilitates 

valuable rotating collaborations between ASEAN and partner militaries to build trust directly 

between defence personnel,1076 which would be necessary for any LAWS normative framework 

to succeed. As with the ADMM, this forum has the benefit of a more defined institutional 

structure that is built around Expert Working Groups (EWG) in each of these areas. However, 

while the EWGs are co-chaired by an ASEAN member state and an external participant on a 

rotating basis,1077 the broader membership of the ADMM-Plus (particularly the United States 

and China) presents a greater risk of interference or delay in developing a normative framework 

than the more limited membership of the ADMM. 

 Overall, developing a normative framework for the safe deployment of autonomous and 

remote-operated weapon systems in Southeast Asia would be most likely to succeed if it was 

developed through a specifically established Expert Working Group within the ADMM forum. 

This would not be unprecedented, as the ADMM recently agreed to establish an Expert Working 

Group for cybersecurity. Unlike international law, there is no need for a region-specific 

 
1073 Tan, S. S. (2017). "A tale of two institutions: The ARF, ADMM-Plus and security 
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normative framework to be formalised or publicly defended by participating states, nor would 

it need to be prescriptive or imposed on external actors. In this case the fact that the ADMM is 

not a traditional security alliance would not diminish the chances of this success because the 

region would benefit significantly from even a shared definition of autonomous weapon systems 

and a common normative framework for the acceptable use and appropriate responses to 

unmanned platforms. The ADMM actually already performs a similar trust-building and 

stabilising role within the region by facilitating direct defence diplomacy and multilateral 

training among the disparate Southeast Asian militaries and those of their external 

neighbours.1078 

 

10.4: Analysing Recent ADMM Guidelines as a Model 

  

The ASEAN Defence Ministers’ Meeting recently adopted two sets of relevant guidelines for 

military interaction on the high seas that provide valuable examples upon which a LAWS 

normative framework could be modelled. The Guidelines on Air Military Encounters 

(reproduced as Appendix A) were based on a concept paper written during the Philippines 

chairmanship (2017),1079 and the final document was published at the 12th ADMM the 

following year (while Singapore held the chair). This was followed by the ADMM Guidelines 

for Maritime Interaction (reproduced as Appendix B), adopted in July 2019.  

There are three important aspects of these guidelines that are worth considering when 

pondering potential ADMM Guidelines for the Deployment of Unmanned or Autonomously 

Operating Platforms. The first is that both documents repeatedly and specifically note that their 

 
1078 Tang, S. M. (2016). "ASEAN and the ADMM-Plus: Balancing between Strategic 

Imperatives and Functionality." Asia Policy 22:1, 76-82. 
1079 Meeting, A. D. M. (2017). 'Concept Paper on the Guidelines for Maritime Interaction'. 
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contents are “non-binding and voluntary”, and do not create any additional obligation under 

international law.1080 Instead these guidelines are intended to reduce the risk of accidental or 

unintentional military escalation by establishing mutually agreed definitions and procedures 

that can be followed by member-state militaries and building mutual confidence between those 

militaries.1081 Second, these guidelines make sensible use of existing international law and 

treaties as building blocks; deriving definitions, procedures and even technical specifications 

from previously established sources that are widely utilised (such as the United Nations 

Convention on the Law of the Sea [UNCLOS] or the International Regulations for Preventing 

Collisions at Sea [COLREG])1082 rather than ‘re-inventing the wheel’. Finally, neither 

document applies to the territory of member states (a clear concession to sovereignty concerns). 

Instead these guidelines apply solely to military interactions in the high seas, which complicates 

its application given the ongoing territorial disputes in the broader region. Importantly though, 

this concession highlights the fact that any framework on the use of LAWS would be unlikely 

to be successfully adopted if it was perceived to infringe on sovereignty without a 

commensurate benefit.  

This final aspect could be overcome by the inclusion of a technology-sharing regime 

alongside the normative framework to offset the sovereignty concessions. While less appealing 

for Singapore technology transfer, access or even personnel exchange would be an influential 

offer to Indonesia, Vietnam or Malaysia.  Further, as explored in the case studies, both Indonesia 

and Singapore are making a concerted effort to further develop their domestic military 

production capability but have identified areas where pooling resources would be valuable, 

 
1080 Meeting, A. D. M. (2019). 'ASEAN  Defence Ministers’ Meeting (ADMM) Guidelines for 

Maritime Interaction'. 13th ASEAN Defence Ministers' Meeting. 
1081 Meeting, A. D. M. (2018). 'Guidelines for Air Military Encounters'. 12th ASEAN Defence 

Ministers' Meeting. 
1082 Meeting, A. D. M. (2019). 'ASEAN  Defence Ministers’ Meeting (ADMM) Guidelines for 

Maritime Interaction'. 13th ASEAN Defence Ministers' Meeting. 
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while ASEAN already facilitates broader cooperation between the defence industries of its 

member states. It is also worth considering that the exchange of technology and personnel, as 

well as multilateral exercises, are the most common and effective methods used to build 

interoperability and mutual trust among militaries, which would be vital for the safe deployment 

of LAWS.  

Unfortunately, these guidelines were extremely short for multilateral policy documents. 

The ADMM Guidelines for Maritime Interaction is six pages long,1083 while the Guidelines for 

Air Military Encounters is only seven pages in length.1084 While the lack of detail in some points 

was discouraging, overall these guidelines still present concrete definitions and guidance on 

procedures. Given the comparative progress of underlying technology and the United Nations 

discussions, even this level of agreement would be a significant step forward for the continued 

stability of Southeast Asia. 

 

10.5: Conclusion 

 

Generating a common understanding and increasing cooperation between states around 

unmanned platforms would reduce the short-term risk of escalation while the international 

community negotiates toward a more complete framework. This could remain a passive 

normative guidance framework (like the ADMM Guidelines for Maritime Interaction) or it 

could take a more proactive approach centred on a multilateral information and coordination 

agency modelled on the Regional Cooperation Agreement on Combating Piracy and Armed 

Robbery against ships in Asia. Without meaningful progress toward a mechanism for limiting 

 
1083 Ibid. 
1084 Meeting, A. D. M. (2018). 'Guidelines for Air Military Encounters'. 12th ASEAN Defence 

Ministers' Meeting. 
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the diffusion of artificial intelligence-enabled autonomous weapon systems, or a normative 

framework for preventing unexpected escalation, there is an understandable level of concern in 

the academic, policy and ethics spheres.  

Concern about the potential negative impacts of autonomous weapons, however 

justifiable, should not be solely relied upon to support a position that autonomous weapon 

systems have no compensatory beneficial potential and should be pre-emptively banned. From 

a practical perspective, such ban would no longer be effective, given that the core enabling 

technologies for autonomous weapon platforms are dual-use and being developed by dozens of 

state and non-state entities. Yet more than that, this development also presents an opportunity 

for Southeast Asia as a region to apply an emerging technology to some of their most enduring 

non-traditional security threats, such as poverty, state instability and transnational crime, in a 

manner that reduces both the risk to human life and the risk of inter-state escalation. 
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Chapter 11: Conclusion and Directions for Future Research 

 

“Well, at any rate, judging from this decision of yours, you seem to us to be quite unique in 

your ability to consider the future as something more certain than what is before your eyes, 

and to see uncertainties as realities simply because you would like them to be so”.1085 

 

This thesis has provided a detailed exploration of the factors that would influence AWS 

proliferation in Southeast Asia and the likely responses of leading regional powers. In turn, this 

provided a basis for critically analysing how AWS diffusion and proliferation would impact 

relations of power in this geopolitically crucial region, with an explicit focus on Indonesia and 

Singapore.  

 The core contribution of this thesis is addressing the lack of substantive engagement in 

the extant literature with the question of how the proliferation of increasingly autonomous 

weapon systems and artificial intelligence would shape relations of power between non-great 

power states. While the potential moral, legal and ethical implications of Lethal Autonomous 

Weapon Systems have sparked a flurry of interest among scholars, NGOs, defence planners and 

policymakers, there is a comparative lack of published scholarly literature that links middle 

power Southeast Asian states, military diffusion and increasingly autonomous weapon systems. 

This thesis opened with the hypothesis that the uniquely low diffusion barriers of 

increasingly autonomous weapon systems would enable a rapid proliferation of related military 

technology to rising middle power states, and that in the absence of an effective framework 

governing their deployment the adoption of increasingly autonomous weapon systems by 

 
1085 Thucydides quoted in Freedman, L. (2017). 'The Future of War: A History'. Penguin 

Books Limited. 
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regional actors will raise the security dilemma of their neighbours and de-stabilise the emerging 

Sino-American hegemonic conflict as rising ASEAN powers leverage AWS to secure their 

neutrality. This concluding chapter will provide a systematic summary of how the preceding 

thesis has engaged with this underlying hypothesis through each of the three aspects of its core 

research question. 

 

11.1: Understanding the Influence of Remote-operated UCV Proliferation in the Region 

 

The first stage of this thesis focuses on how ASEAN member states responded to the 

proliferation of remote-operated combat vehicles. As the precursor innovation for autonomous 

weapon systems, understanding how Indonesian and Singaporean policymakers reacted to 

UCVs provides a level of insight into their approach to autonomous weapon systems.  Military 

decision-makers had historically proven to have an understandable penchant for viewing 

technological or doctrinal innovations through the lens of their prior operational experience, 

particularly when that involved a similar precursor innovation. In the case of Lethal 

Autonomous Weapon Systems, the precursor innovation is Unmanned Combat Vehicles 

(UCVs), which are distinguished by the fact that their ‘critical functions’ remain under the 

control of a human operator, albeit remotely. This thesis argued that Indonesia and Singapore 

have become genuine adopters of remote-operated UCVs, albeit on a notably more limited scale 

than the United States.  

Enabled by lower entry barriers and guided by the operational concepts developed by 

more advanced powers, regional state and non-state actors have successfully utilised remote 

piloted UCVs for surveillance and even to apply force. The willingness of ASEAN member 

states to build-on or purchase civilian platforms to fulfil similar operational functions to 
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military-grade small UAVs indicates a capacity to adopt lower capability platforms to fulfil 

perceived operational needs that has been largely overlooked by existing research on LAWS. 

This evaluation illustrated the process by which the resource barriers for entry-level adoption 

of increasingly autonomous weapons will fall as the enabling technologies mature.  

This analysis also highlighted the key arms transfer relationships, and organisational 

structures responsible for military experimentation, procurement and modernisation that will 

allow Singapore and Indonesia to access increasingly autonomous systems where they are 

unable to attain domestic production capacity. Given the compression of the incubation period 

and the level of intersection between remote-operated and autonomous systems, it is unlikely 

that these organisational structures will have radically shifted in the period between UCAV 

proliferation and the current AWS incubation period.  

Beginning with the precursor innovation is valuable for this thesis’ analysis because it 

offers an insight into how senior officers in the TNI and SAF are likely to perceive increasingly 

autonomous systems and indicates where pre-determined path dependencies would interfere 

with attempted adoption of increasingly autonomous weapon systems. Furthermore, this 

analysis supports an argument that the dual-use nature of the critical enabling hardware 

components of autonomous weapons (chiefly artificial intelligence and various sensor types), 

combined with the lower operational requirements of regionally and internally focused ASEAN 

militaries, necessitates a re-evaluation of the criteria used to indicate ‘successful’ adoption when 

examining middle power states. Finally, this approach provided a framework for controlling the 

actor and observation variables in the subsequent examination of LAWS by using the same 

methodology and case studies (Singapore and Indonesia). 
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11.2: Determining ASEAN Member State Adoption Capacity and Most Effective 

Response to Future LAWS Demonstration-Point.  

 

The core of this thesis is an evaluation of the adoption capacity of Indonesia and Singapore, 

leading ASEAN member states. The relevant variables were resource capacity and 

organisational capital capacity from Adoption Capacity Theory1086 as well as the additional 

variables of security threat environment,1087 demonstrated capacity to develop or emulate a 

specialised operational praxis and the receptiveness of the populace to autonomous systems. 

The results of these evaluations were then used to determine whether Singapore and Indonesia 

would be successful in adopting their preferred response option following a future LAWS 

demonstration point.  

This evaluation determined that Singapore has a markedly greater capacity to attempt 

limited adoption than Indonesia. While ongoing military modernisation efforts by both states 

have provided sufficient military expenditure, the chronic commitment-investment gap in 

Indonesian defence spending and its ongoing underinvestment in the Air Force, Navy and 

military research & development has meant that TNI investment in military modernisation 

remains poorly targeted, army focused and inefficient. Furthermore, although modernisation is 

slowly occurring, Indonesia’s arms industry remains plagued by corruption, underinvestment 

and limited in sophistication. Indonesia could not indigenously produce advanced autonomous 

weapon platforms that would meet the definition utilised by this thesis, and would, therefore, 

have to rely on derivatives, foreign arms purchasing arrangements or technology transfer to 

attempt even a limited scale adoption of AWS. Equally importantly, this evaluation indicated 

 
1086 Horowitz, M. C. (2010). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Princeton University Press: Princeton. 
1087 Schmid, J. (2018). 'The determinants of military technology innovation and diffusion'. 

Doctor of Philosophy in International Affairs, Science, and Technology, Georgia Institute of 

Technology. 
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that the modernisation efforts required to capitalise on the value on increasingly autonomous 

systems for regional security do not align with the critical task focus of the army dominated 

TNI senior organisational structure. Given the continued influence of the TNI on domestic 

politics and power relations, it is unlikely that the civilian leadership would be able to direct the 

TNI to shift its focus to pursue increasingly autonomous naval or aerial platforms as part of the 

Global Maritime Fulcrum strategic concept. 

The Singapore case study further supported the position that a distinct understanding of 

middle power offset would be required to account for ASEAN state adoption of increasingly 

autonomous platforms. While Singapore has identified the operational value of increasingly 

autonomous systems and can draw upon a significantly more advanced domestic arms 

production capacity and security innovation apparatus, its scale as a middle power means that 

it could only commit a fraction of the resources of great power states to pursuing autonomous 

weapon systems. Aside from this resource gap, however, Singapore is well placed to become a 

limited fast following adopter of increasingly autonomous unmanned systems, which feature 

prominently in the Next-Gen SAF strategic framework. Although the SAF’s hierarchical 

preference for slow, carefully reviewed investment decision making would theoretically limit 

its capacity to effectively innovate, the SAF has identified the importance of unmanned systems 

for maintaining their critical offset despite an impending demographic shift. Historically, the 

SAF has proven very capable of experimenting and emulating weapon systems that are 

identified as a priority in this manner.  

Overall the adoption capacity evaluations in Chapters Six and Seven demonstrated that, 

while there are clear distinctions in the capacities of Indonesia and Singapore, these are mainly 

in their organisational capital capacity. Once the definition of ‘adoption’ is shifted to account 

for the smaller scale and requirements of middle powers, it is clear that both states possess 

sufficient economic resources to attempt this limited adoption, challenging the implicit 
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assumption in the existing literature that only the response of great power states is significant 

with LAWS.  

 Nor, however, is adoption the only response available to ASEAN member states, 

particularly given the concurrent hegemonic competition unfolding during the incubation 

period of LAWS. The eighth thesis chapter argued that limited adoption would be in the 

interests of both states as they attempt to maximise and preserve their relative status following 

a future demonstration point of LAWS, but also demonstrated that adoption would be most 

likely to succeed as the secondary component of their response. Given the history and existing 

balance of power in Southeast Asia states like Singapore and Indonesia will be incentivised to 

pursue LAWS to secure their own neutrality between China and the United States, attempting 

to carefully balance commitments to both great powers while continuing to exert influence at 

the regional level in pursuit of recognition as an emerging great power (Indonesia) or survival 

and stability (Singapore). While not all ASEAN member states would have the capacity to 

effectively adopt platforms that meet this thesis’ definition of Lethal Autonomous Weapon 

Systems, adoption would not necessarily be their optimal response, and should not preclude 

further analysis of how these states will nevertheless impact regional relations of power post-

demonstration point.  

 

11.3: Understanding the Impact of Increasingly Autonomous Weapon Systems on 

Relations of Power in Southeast Asian Security Environment 

 

The final research question guiding this thesis focused on understanding the extent of the impact 

of LAWS proliferation in Southeast Asia. Contained in Chapter Nine, this section of the thesis 

examined the regional security impact of autonomous system proliferation to rising Southeast 
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Asian middle powers on hegemonic competition and proposed a regional normative approach 

for limiting the risk currently inherent in deploying LAWS in Southeast Asia.  

 At the regional level this thesis has demonstrated that, while the proliferation of 

increasingly autonomous systems has clearly negative and de-stabilising potential, AWS also 

offer policymakers significant potential benefits for responding to regional security risks. The 

major regional risk arising from autonomous technology diffusion is the potential to exacerbate 

existing tensions as ongoing regional military modernisation efforts are combined with an 

innovation that has been proclaimed by China, Russia, the UK and the United States as crucial 

to the future of warfare. Without an effective control framework or greater efforts to establish 

mutual trust among ASEAN members, the adoption of autonomous weapon systems (or 

declared intention to do so) by a Southeast Asian state would raise the security dilemma of its 

neighbours, creating a de-stabilising cycle of arms procurement if not a formal ‘arms race’.1088 

Furthermore, the potential use of artificial intelligence-enabled agents to spread disinformation 

or conduct cyber operations, as demonstrated by Russia, would be particularly inflammatory in 

a region that emphasises non-interference and sovereignty. However, this thesis has also 

demonstrated that, if deployed safely, there are meaningful benefits to be gained from deploying 

increasingly autonomous platforms that deserve consideration.  

 It is becoming increasingly apparent that artificial intelligence-enabled autonomous 

weapon platforms are an emerging Revolution in Military Affairs with the potential to shift the 

dominant paradigm for the use of force. This kind of shift has historically created an opening 

for a rising great power to challenge the regional hegemon for influence; resulting in tension, 

competition and usually conflict. While smaller states have historically been unable to pursue 

 
1088 Horowitz, M. C. (2019). "When speed kills: Lethal autonomous weapon systems, 

deterrence and stability." Journal of Strategic Studies 42:6, 764-788. 
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adoption of an emerging major military innovation, the lower entry barriers and higher diffusion 

speed of the core enabling technologies indicate the levelling potential of AWS proliferation.  

Combining limited adoption into a primarily external response would increase the 

ability of Singapore and Indonesia to maintain their neutrality and independently pursue their 

regional interests to a greater extent than in prior cases of hegemonic transition, where middle 

power states were generally relegated to a subordinate position of coalition membership. While 

theoretically a positive result, this increased agency would increase the risk of conflict at the 

regional level as states feel threatened by their neighbours without the stabilising influence of 

a dominant hegemon. Furthermore, this would increase the risk of conflict between coalition 

members, which could, in turn, draw China and the United States into an unexpected conflict. 

Overall, this section demonstrated the potential for AWS proliferation to impact the emerging 

hegemonic competition between China and the United States in a way that challenges the 

traditional view of hegemonic power transition and further emphasises the disruptive impact of 

LAWS at the regional level.  

 

11.4: Limitations and Contributions 

 

The core purpose of this thesis has been to critically engage with the disruptive impact of middle 

power states in this specific region, gaining access to increasingly autonomous weapon systems. 

Inherent in this purpose is four limitations imposed on the scope of analysis, which were 

explained in the introductory chapter. The first is the narrow geographic focus on Southeast 

Asia, examined through the lens of these two case study states. The second limitation of the 

preceding analysis was beginning with the assumption that Lethal Autonomous Weapon 

Systems could be characterised as a Revolution in Military Affairs (noting that some recent 
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research has shifted focus to artificial intelligence,1089 which in this thesis is characterised as a 

core ‘hardware’ component of LAWS). The third was that this thesis did not attempt to address 

the gap in published public opinion data regarding attitudes towards autonomous weapon 

systems among ASEAN states. Finally, this thesis has not engaged directly with non-state actors 

or the sub-national impacts of autonomous weapon system proliferation. While this research 

would be a valuable contribution to the field, space and resource constraints precluded its 

inclusion in sufficient depth; however, the author intends to pursue this research in future 

publications.  

 Within the scope of these analytical boundaries, the main contribution of this thesis to 

existing scholarly literature and the ongoing policy discussions on LAWS lies in its application 

of military innovation theory to middle power state engagement with increasingly autonomous 

weapon systems in a Southeast Asian context. Although a significant body of literature has 

emerged in recent years related to LAWS, the majority focuses questions around regulating 

AWS and their inherent morality. Where prior research has considered the impact of AWS on 

relations of power it has generally done so with a focus on great power and active AWS-

developer states. Furthermore, while there is a small cohort of scholars (principally at the S. 

Rajaratnam School of International Studies) that more broadly researches the process of military 

modernisation and innovation within Indonesia and Singapore, there is comparatively little 

recent research that explicitly links Southeast Asian states, military diffusion theory and 

autonomous weapon systems.1090 Finally, while prior research has linked major military 

innovations, great power competition and hegemonic transition, it has typically relegated 

middle power states to a minor role, subsumed by their (admittedly influential) role as coalition 

 
1089 Horowitz, M. C. (2018). "Artificial Intelligence, International Competition, and the 

Balance of Power." Texas National Security Review 1:3. 
1090 The literature review for this thesis identified less than 20 distinct authors published 

research directly relating to the military innovation process of Indonesia or Singapore between 

2015 and 2019.  
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members supporting the goals of major states. This thesis has attempted to address these gaps 

in the scholarly literature, contributing to an increased understanding of how ASEAN member 

states are responding in the incubation period of increasingly autonomous weapon systems and 

the potential impact of their participation in the post-demonstration point diffusion of LAWS. 

 

11.5: Directions for Future Research 

 

This thesis has highlighted the potential for further research in three other areas, which 

largely stem from increasing its analytical scope. The first direction for future research would 

be to apply this approach to another geographic region or collection of non-great power states. 

While this thesis focused on Southeast Asian states, it is more broadly applicable to improving 

scholarly understanding of how major military innovations with low adoption barriers 

proliferate within a complex regional environment. The second additional research avenue 

centres on determining public opinion toward increasingly autonomous military technologies 

outside of the United States. In addition to surveying the general public based on realistic 

scenarios for the deployment of autonomous systems in a military setting, it would be valuable 

to conduct interviews with ASEAN member state military personnel at both junior and senior 

levels. The final direction for future research would be to shift its analysis to focus upon non-

state actors and subnational relations of force. Southeast Asia would be a suitable geographic 

focus for such research because there are numerous violent non-state actors active in the region 

and responding to non-traditional security threats features prominently in recent security 

documentation from ASEAN member states. Given the levelling effect of artificial intelligence-

enabled weapon systems, there is a genuine risk of violent non-state actors capitalising on this 

innovation (or more likely a derivative) to offset the power advantage of regional militaries and 

security agencies. Indeed, limited adoption by terrorist groups, insurgencies, NGOs, 
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transnational companies and organised criminal groups has already been seen in the case of 

remote-operated unmanned aerial vehicles.  

 

11.6: Final Overview 

 

This thesis has brought together existing literature examining military innovation and diffusion, 

Revolution in Military Affairs, and international transitions of power, applying elements of each 

through a defensive neorealist lens to the proliferation of increasingly autonomous systems 

among middle power states in Southeast Asia. Its main purpose has been to explore and analyse 

the impact of middle power states incorporating limited adoption of an emerging major military 

innovation into their early post-demonstration point response on regional and hegemonic 

relations of power. As major powers lose their capacity to maintain a dominant edge over this 

innovation, there will be a shift away from bipolar hegemonic conflict toward a multipolar 

competition space where ASEAN members will have a greater capacity to continue their 

preferred balancing act.  

 While it is not possible to completely eliminate the uncertainty inherent in analysing the 

response to a future demonstration point,1091 this thesis has minimised the impact of this 

uncertainty by basing its analysis on publicly available data and the current state of technology 

at the time of writing. As the demonstration point draws closer the existing barriers to adopting 

or developing increasingly autonomous weapon systems will fall as the underlying technology 

matures and diffuses, while the regional geopolitical tensions and hegemonic competition are 

 
1091 Horowitz, M. C. (2006). 'The Diffusion of Military Power: Causes and Consequences for 

International Politics'. Cambridge, Massachusetts: Harvard University. 
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unlikely to fundamentally reverse their escalating trajectory in the remainder of the incubation 

period.  

 However understandable, concerns with the potential negative impacts of developing 

weapon systems with increasing independent control over their critical functions should not 

prevent deeper scholarly investigation into the potential impacts of proliferation in the event 

that an effective developmental ban does not come into effect. This thesis has engaged critically 

with the diffusion potential of increasingly autonomous and unmanned platforms into Southeast 

Asia from the perspective of the rising middle power states that will play a crucial role in the 

event that hegemonic competition between the United States and China erupts into conflict. 

More than that, however, this thesis has also highlighted the potential benefits of incorporating 

autonomous systems into the security apparatuses of these states, who are increasingly 

struggling with balancing their security, the perceived need to modernise militarily alongside 

their economic growth, and the need to protect against a wide range of violent non-state actors.  

 As increasingly autonomous weapon systems develop through the incubation period, it 

will become increasingly vital that the voices of the modern Melians are given greater weight 

in the international response. The levelling effect of this innovation challenges the traditional, 

neo-realist view of power transition and the Thucydides Trap. Despite this risk, a pre-emptive 

ban under international humanitarian law assumes that there is no potential compensatory 

benefit from this innovation, and its practical viability faces serious challenges. Instead we must 

focus on the capacity of middle power states to internally regulate their use of increasingly 

autonomous technology, control the proliferation to violent non-state actors, and maintain the 

intraregional trust required to prevent unintentional conflict or provocation.  
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Appendix A: ASEAN Defence Ministers’ Meeting Guidelines for Air Military 

Encounters 

 

GUIDELINES FOR AIR MILITARY ENCOUNTERS 

Introduction 

1. The rising growth, development, and prosperity of countries in the Asia-Pacific has 

led to an increase in maritime and air traffic in the region. Specific to the air domain, 

the International Air Transport Association (IATA) estimates that commercial air 

traffic will double to 7.2 billion passengers in 2035, with more than 50% of this growth 

– or an additional 1.8 billion passengers – coming from the Asia-Pacific. With 

prosperity, regional countries are also modernising their militaries, including air 

forces, both for their own upgrading as well as to meet the demands arising from new 

regional security challenges. Looking ahead, defence expenditure in the Asia-Pacific 

is projected to rise by 23% to more than US$530 billion in 2020. These trends will 

increase congestion in the air. 

2. Since its establishment in 2006, the ADMM has made significant progress in 

promoting strategic dialogue and cooperation against common regional security 

challenges. Today, the ADMM cooperates in wide ranging areas from HADR to crisis 

communications, and crossed a milestone last year when we commemorated the 10th 

anniversary of its establishment. 

3. Recognising that the safety and security of air lanes are important for the growth and 

prosperity of countries, it is important to consider developing a set of guidelines that 

military aircraft can practise. These guidelines will help reduce the likelihood of 

encounters or incidents spiralling into conflict in the event of a miscalculation. Such 

guidelines would help reinforce the spirit of the ASEAN Political-Security Community 

Blueprint 2025, which calls on all ASEAN Member States to promote shared values 

and norms as well as principles of international law, in building a rules-based 

community. Such guidelines will also adhere to the existing aviation standards 

promulgated by the Convention on International Civil Aviation (the Chicago 

Convention), the International Civil Aviation Organisation (ICAO), and the 

International Code of Signals (ICS) which all ADMM-Plus countries have subscribed 

to, and observe recognised international principles concerning military and state 

aircraft governed by the 1982 United Nations Convention on the Law of the Sea. Such 

guidelines will also complement the Code for Unplanned Encounters at Sea (CUES) 

adopted by the Western Pacific Naval Symposium, which naval aircraft of ADMM-

Plus countries already observe. 

4. This paper puts forth a broad set of principles for guidelines on air encounters between 

military aircraft, as well as operational guidelines. 

 

Principles 
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5. The guidelines shall be non-binding, voluntary, and serve as a practical confidence 

building measure for the militaries to improve operational safety in the air. 

6. The guidelines shall be applicable for unintentional encounters in flight between 

military aircraft over high seas, ensuring safe separation to avoid creating a safety 

hazard. To determine safe separation, military aircraft should comprehensively 

consider their own national rules, and relevant international guidance. 

7.  The guidelines shall reaffirm the principles of Article 2 of the ASEAN Charter. 

8. The guidelines shall respect the independence, sovereignty, territorial integrity of all 

States. 

9. The guidelines shall be based on ASEAN principles of transparency and mutual trust, 

and shall be in accordance with relevant national laws, rules, and regulations, and 

international laws. 

10. The guidelines shall reaffirm States’ commitment to resolve disputes through peaceful 

means without resorting to the threat or use of force in accordance with 

internationally/universally recognised principles of international law, including the 

United Nations Convention on the Law of the Sea (UNCLOS). 

11. The guidelines shall uphold all existing maritime and aviation arrangements between 

States, as well as between States and other organisations including, but not limited to, 

UNCLOS and CUES. 

 

Adoption and Review 

 

12. The above framework consisting of principles for the air guidelines, as well as 

operational guidelines on abiding by existing aviation conventions and rules, safe and 

professional communications, standard flight procedures, encouraging mutual trust and 

confidence in the air, and contingencies and emergencies will be submitted for the 

ADMM’s adoption through the ADSOM WG and ADSOM. 

13. This set of guidelines is also available for implementation by non- ASEAN Member 

States’ military aircraft. 

14. The framework as well as operational guidelines are evolving documents, and may be 

reviewed and revised with the consensus of the ADMM. Any derivatives, or annexes, 

to operationalise the guidelines are to be negotiated at a later stage with thorough 

consideration to applicable situations. 
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Conclusion 

15. As key stakeholders in the region, it is the responsibility of militaries among ASEAN 

Member States, to ensure the safe and smooth conduct of encounters between our 

military aircraft, particularly in light of increasing air traffic in the region. This will 

help to promote a safe, secure, and peaceful operating environment in the region to 

allow the benefits of the global commons to be shared and enjoyed by all. 

. . . . . 
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Annex A 

 

Annex on Observing Existing Aviation Conventions and Rules 

 

1. Military aircraft1092 should, as necessary, operate consistent with existing and 

relevant aviation conventions and rules. This includes the Convention on 

International Civil Aviation and its Annexes, as well as UNCLOS. In particular, 

subject to international law, military aircraft are entitled to the rights and freedom 

of navigation, overflight, and other internationally lawful uses of the sea related to 

those freedoms in high seas. 

 

Annex on Safe and Professional Communications 

 

1. 1. Military aircraft that encounter each other in flight should ensure navigation safety 

through professional airmanship, including the use of appropriate communications. 

The relevant references for communication and contact between military aircraft are 

the ICAO Annexes
2
, ICS, and the Radio Regulations of the International 

Telecommunications Union. 

2. 2. Military aircraft should communicate actively, including with the appropriate air 

traffic services units, in the interest of flight safety, through providing details such as 

identity, and any other information related to flight safety should their aircraft be 

engaged in an activity that could affect the safety of nearby military aircraft. 

3. Military aircraft shall establish two-way communication as necessary and in 

accordance with relevant international aviation rules and conventions. 

4. Military aircrew should refrain from the use of uncivil language or unfriendly 

physical gestures. 

5. Communications between military aircraft during an emergency may be conducted 

in accordance with the Convention on International Civil Aviation and its Annexes. 

 
1092 Military aircraft include manned and unmanned fixed-wing aircraft, rotary-wing aircraft, 

and helicopters of militaries. 
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Annex on Standard Flight Procedures 

 

1. When military aircraft intentionally approach other military aircraft for the purpose 

of identification, interrogation, verification, or escort, the pilots should operate with 

professional airmanship and exercise prudence for the safety of other approaching 

military aircraft. Meanwhile, each military aircraft should avoid reckless 

manoeuvres. 

2. To determine safe separation, military aircraft should comprehensively consider 

relevant international guidance, and factors including the mission, meteorological 

considerations, and flight situation. 

3. Military aircraft should refrain from interfering with the activities of other States. 

However, military aircraft always enjoy the rights and freedom of navigation, 

overflight, and other internationally lawful uses related to those freedoms in high 

seas. 

 

Annex on Encouraging Mutual Trust and Confidence in the Air 

 

1. The aircraft commander of a military aircraft is responsible for determining whether 

his or her aircraft is threatened by another aircraft. That determination could be made 

through communicating actively with other military aircraft in the vicinity and with 

the appropriate air traffic services units that operate in the area. 

2. Pilots should also consider the potential ramifications before engaging in actions that 

could be misinterpreted. 

3. A prudent pilot should generally avoid: (a) actions that impinge upon the ability of 

other military aircraft to manoeuvre safely; (b) approaching other military aircraft at 

an uncontrolled closure rate that may endanger the safety of either aircraft; (c) the use 

of a laser in such a manner as to cause harm to personnel or damage to equipment 

onboard other military aircraft; (d) actions that interfere with the launch and recovery 

of other military aircraft; (e) aerobatics and simulated attacks in the vicinity of other 

military aircraft; and (f) the discharge of signal rockets, weapons, or other objects in 

the direction of other military aircraft encountered, except in cases of distress. 
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Appendix B: ASEAN Defence Ministers’ Meeting Guidelines for Maritime Interaction 

 

ASEAN DEFENCE MINISTERS’ MEETING 

(ADMM) 

GUIDELINES FOR MARITIME 

INTERACTION 

 

Background 

 

1. Through a Joint Declaration, the ASEAN Defence Ministers agreed to “undertake 

practical measures such as protocols of interaction and direct communication channels 

to reduce vulnerability to miscalculations and to avoid misunderstanding and 

undesirable incidents at sea” during the 9th ASEAN Defence Ministers’ Meeting 

(ADMM) in 2015. 

2. The Ministers further agreed to “practice and observe international protocols such as 

Code for Unplanned Encounters at Sea (CUES) and commence work on crafting 

protocols of interaction to maintain open communications to avoid misunderstanding 

and prevent undesirable incidents” as reflected in the 2016 ADMM Joint Declaration. 

3. The ADMM then adopted the Concept Paper on Guidelines for Maritime Interaction on 

23 October 2017 in Clark, Pampanga to reduce vulnerability to miscalculations and 

avoid misunderstanding and undesirable incidents at sea. 

 

Objectives 

 

4. In line with the Concept Paper on Guidelines for Maritime Interaction, the objectives of 

the Guidelines include the following: 

4.1 To advance ASEAN’s maritime security efforts with the end view of realizing the goals 

of ASEAN Defence Ministers. 

4.2 To establish comprehensive and feasible maritime conflict management measures on 

the basis of confidence-building, preventive diplomacy, and peaceful management of 

tensions that could arise at sea. 

4.3 To contribute in addressing common maritime security challenges faced by 

ASEAN Member States. 
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4.4 To contribute to the implementation of international law and regional conventions 

including, among others, the United Nations Convention on the Law of the Sea 

(UNCLOS), International Regulations for Preventing Collisions at Sea (COLREG), and 

CUES. 

4.5 To serve as a set of guidelines for the ASEAN defence sectoral body in engaging other 

relevant ASEAN sectoral bodies involved in maritime security. 

 

Scope and Application 

 

5. The end users of the Guidelines will primarily be ASEAN defence establishments, 

particularly naval ships and naval aircraft. 

6. The Guidelines shall only apply when the subject naval ships or naval aircraft are from 

ASEAN Member States. 

7. The Guidelines shall be applicable when the subject naval vessels are in the high seas. 

8. The implementation of the Guidelines shall be voluntary and non-legally binding. 

It also does not create any international obligation or commitment under international 

law. 

9. The possibility of extending guidelines with the Plus Countries shall only be explored 

and decided by the ADMM. 

10. In the event that there is a decision to extend the Guidelines with Plus countries, this 

shall be based on consensus of the ADMM upon the endorsement of the ASEAN 

Defence Senior Officials’ Meeting (ADSOM) through the ADSOM Working Group 

(WG). 

 

General Principles 

 

11. The Guidelines shall be based on ASEAN’s fundamental principles as set out in 

Article 2 of the ASEAN Charter. 

12. The Guidelines shall uphold all existing maritime arrangements ASEAN Member 

States. It shall not supersede any international agreement or treaty. 

13. The Guidelines shall reaffirm the ASEAN Member States’ commitment to resolve 

disputes through peaceful means without resorting to the threat or use of force in 
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accordance with universally recognised principles of international law, including 

UNCLOS. 

14. The Guidelines are without prejudice to: (i) existing rights and obligations of both user 

and coastal states under international law, including UNCLOS; (ii) existing rights and 

obligations under bilateral and multilateral arrangements between states, as well as 

between states and organisations; and (iii) ASEAN Member States’ positions vis-à-vis 

existing maritime and airspace disputes. 

 

Definition of Terms 

 

15. A naval vessel refers to warships as defined by UNCLOS, naval auxiliaries as defined 

by CUES, and submarines. 

16. A naval aircraft refers to fixed-wing and rotary-wing aircraft, and unmanned aerial 

systems or vehicles that are used by the armed forces of a state in maritime operations. 

17. The definitions provided by UNCLOS on different maritime zones, including internal 

waters, archipelagic waters, exclusive economic zone, continental shelf, and high seas, 

shall be followed in this Guidelines. 

 

Interaction with Naval Ships and Aircraft 

 

18. Foreign naval ships enjoy certain immunities in accordance with international law. 

19. Preservation of life and property should be of utmost consideration. 

20. Naval ships and naval aircraft presenting a challenge should be warned and given the 

opportunity to withdraw or otherwise cease its actions. 

21. Upon issuance of a query or warning from a naval ship or naval aircraft of another 

ASEAN Member State, the naval ship or naval aircraft in question should identify itself. 

22. When calls are initiated, naval ships and naval aircraft are encouraged to promptly 

respond to avoid miscalculations or misunderstanding. 

23. When such miscalculations or misunderstanding occur, naval ships and naval aircraft 

should increase efforts to communicate. 

24. ASEAN Member States should follow communication procedures anchored on 

CUES. 
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25. In the absence of a perceived insecurity, naval ships of ASEAN Member States within 

each other’s line of sight are encouraged to exchange information through the Automatic 

Identification System (AIS). 

26. During unplanned encounters at sea, naval ships are encouraged to conduct passing 

exercises and communications exercises. 

27. Naval ships and naval aircraft may refer to relevant provisions in CUES and COLREG 

to avoid untoward incidents, particularly on safe speed, safe distance, assurance 

measures, and signals. 

28. In the event of an untoward incident, subject naval ships should refrain from taking any 

action that will further escalate the situation. Efforts should focus on rescue of personnel 

as required by international law and in line with the capacity of the naval ship or naval 

aircraft. One ship or aircraft may not, however, board or salvage the ship or aircraft of 

the other side without prior explicit consent. 

29. During peacetime, naval ships are encouraged to turn-on the AIS in high-traffic areas to 

avoid untoward incidents. 

 

Rendering Assistance 

 

30. Should an extreme emergency arise that indicate the need for assistance to preserve a 

life, nearby naval ships and naval aircraft should endeavour to extend assistance upon 

the request of the distressed naval ship. 

31. When requesting assistance, the distressed naval ship should provide all necessary 

information, including the patient’s condition, weather condition, as well as the ship’s 

accurate position, time, speed, and course. In case of an aircraft transfer from a naval 

ship, the aircraft should be informed of the hoist location. 

 

Interaction with Civilian Maritime Agencies 

 

32. The ASEAN defence sectoral body is encouraged to engage other relevant ASEAN 

sectoral bodies involved in maritime security to enhance interoperability and promote 

cross-pillar cooperation. 

33. The convening of an expanded ad hoc working group composed of policy and technical 

officials from ASEAN Member States’ defence establishments and other maritime 

security agencies may be initiated by the defence establishment of any ASEAN Member 

State on a voluntary basis for the purposes of sharing knowledge, experiences, and best 
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practices, and exploring opportunities for cooperation to avoid untoward incidents at 

sea, including the possible expansion of the Guidelines to relevant civilian agencies. 

34. Extending the Guidelines to other ASEAN sectoral bodies shall only be considered once 

the Guidelines for Maritime Interaction has been finalized and tested within the ASEAN 

defence sector. 

 

Synergy with other Related Efforts 

35. During maritime-related emergencies that require timely communication and decision-

making between ASEAN Defence Ministers, the ASEAN Direct Communications 

Infrastructure (ADI) should remain as the primary mechanism for “providing a 

permanent, rapid, reliable, and confidential means by which any two ASEAN Defence 

Ministers may communicate with each other to arrive at mutual decisions in handling 

crisis or emergency situations, in particular related to maritime security” as reflected in 

the Concept Paper Establishing a Direct Communications Link in the ADMM Process. 

36. The Guidelines should be a complementary initiative for naval ships and aircraft 

alongside the Guidelines for Air Military Encounters (GAME). 

37. Relevant outcomes of related meetings, namely workshops, seminars, exercises, and 

other activities under the ADMM-Plus Experts’ Working Group (EWG) on Maritime 

Security as well as those from the ASEAN Regional Forum (ARF), East Asia Summit 

(EAS), ASEAN Maritime Forum (AMF), and Expanded ASEAN Maritime Forum 

(EAMF), among others, may be taken into consideration to provide inputs for the 

development and implementation of the Guidelines. 

38. Other initiatives that should also be considered are those by the Western Pacific 

Naval Symposium (WPNS). 

 

Implementation and Amendments 

39. An ad hoc working group composed of policy and technical officials from the defence 

establishments of ASEAN Member States should be established to monitor the 

development and implementation of the Guidelines, as well as developments in other 

related initiatives. Relatedly, any ASEAN Member State that hosted a similar initiative 

should bring such initiatives to the attention of the ad hoc working group. 

40. The ASEAN Navy Chiefs’ Meeting (ANCM) shall be the lead body for formulating and 

developing the operational and technical parameters of the Guidelines. Feedback and 

status of the implementation of the Guidelines shall be reported by the ANCM to the ad 

hoc working group for onward submission to the ADSOM through the ADSOM WG. 
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41. The outcome of the meetings and workshops as well as the status of the development 

and implementation of the Guidelines shall be duly reported to and assessed by the 

ADMM through the ADSOM and ADSOM WG. 

42. The Guidelines shall be considered as a living document that can be amended based on 

the consensus of the ADMM through the ADSOM and ADSOM WG. 

43. Proposed amendments shall be presented by the ad hoc working group to the ADSOM 

WG for discussion and deliberation. Once a consensus is reached, the amended 

Guidelines shall be submitted to the ADSOM for endorsement to the ADMM for 

adoption.  
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